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ABSTRACT 

The escalating frequency and sophistication of cyber threats over the past decade have fundamentally 

transformed how organizations approach information security governance, risk management, and regulatory 

compliance. This study presents a comprehensive bibliometric analysis of cybersecurity Governance, Risk, and 

Compliance (GRC) research published between 2015 and 2024, examining 429 peer-reviewed documents 

indexed in the Scopus database. Employing bibliometric techniques including keyword frequency analysis, co-

occurrence network mapping, thematic mapping, and thematic evolution, the study identifies dominant research 

themes, emerging trends, and the intellectual structure of the field. Key findings reveal three primary thematic 

clusters: (i) governance frameworks and regulatory compliance, (ii) cyber risk management and strategic 

integration, and (iii) technological innovation including artificial intelligence and blockchain applications in 

cybersecurity. The analysis further demonstrates a significant shift from purely technical approaches toward 

integrated socio-technical and strategic management perspectives. Publication trends show exponential growth 

since 2015, with major contributions emanating from the United States, Europe, and increasingly Asia. The 

findings underscore the growing recognition of cybersecurity as a fundamental business risk rather than a purely 

technical concern, highlighting the need for adaptive, interdisciplinary governance frameworks capable of 

addressing evolving digital threats. This study contributes to both academic understanding and practical 

application by mapping the research landscape and identifying critical gaps requiring future investigation, 

particularly in real-time risk mitigation, human-centric security models, and sustainable cybersecurity strategies. 

 

 

INTRODUCTION 

 

The digital transformation of the twenty-first century has rendered information security one of the most critical 

strategic priorities for organizations across all sectors. As governments, enterprises, and individuals increasingly 

rely on digital infrastructure, the frequency and sophistication of cyber threats have escalated dramatically. 

High-profile cyber incidents—ransomware attacks, data breaches, state-sponsored cyber warfare, and supply 

chain compromises—have resulted in substantial financial losses, reputational damage, and erosion of public 

trust in digital systems. The expansion of the Internet of Things (IoT) and artificial intelligence (AI) has 

introduced new security vulnerabilities, further amplifying the need for robust cybersecurity governance 

frameworks. 

 

In response to this evolving threat landscape, the concepts of Governance, Risk, and Compliance (GRC) have 

become pivotal in shaping organizational cybersecurity strategies. Governance ensures that organizational 

cybersecurity activities align with overall strategic goals; risk management involves identifying, assessing, and 

mitigating potential cyber threats; and compliance ensures adherence to increasingly stringent laws, regulations, 

and industry standards. The emergence of GRC as both an academic and professional focus can be traced to 

high-profile corporate governance failures such as Enron and WorldCom, which exposed serious deficiencies in 

organizational oversight. This early wake-up call was later reinforced by the 2008 global financial crisis, which 

underscored the systemic consequences of weak governance structures. Subsequently, regulatory measures such 
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as the Sarbanes-Oxley Act (SOX), the Dodd-Frank Act, and the General Data Protection Regulation (GDPR) 

formalized the strategic importance of compliance, driving organizations to embed accountability and 

transparency into their operations. 

 

Despite the growing body of literature on cybersecurity governance, a comprehensive analysis of research 

trends, thematic evolution, and collaborative efforts has remained limited. Existing research has often focused 

on technical aspects, overlooking the policy-driven and strategic management dimensions required for effective 

organizational cybersecurity. Furthermore, much of the literature has traditionally examined governance, risk, 

and compliance in isolation, thereby missing the intricate interconnections that exist among them. This 

fragmentation has hindered the development of integrated frameworks capable of addressing the multifaceted 

nature of cybersecurity challenges. 

 

This study addresses these gaps by conducting a systematic bibliometric examination of cybersecurity GRC 

research over the past decade (2015–2024). The specific objectives are to: (i) map the publication trends and 

growth trajectory of cybersecurity GRC research; (ii) identify dominant research themes, emerging topics, and 

their evolution over time; (iii) analyze collaboration networks among authors, institutions, and countries; (iv) 

examine the interdisciplinary nature of the field; and (v) propose future research directions based on identified 

gaps. By providing a comprehensive overview of the intellectual structure of cybersecurity GRC research, this 

study offers valuable insights for academics, policymakers, practitioners, and compliance professionals seeking 

to navigate the complex and rapidly evolving landscape of information security governance. 

 

METHODOLOGY 

 

2.1 Data Sources and Search Strategy 

This bibliometric analysis draws upon peer-reviewed literature indexed in the Scopus database, recognized as 

one of the most comprehensive and reliable sources for bibliometric studies. The search was conducted using a 

combination of keywords related to cybersecurity, governance, risk, compliance, and information security. The 

search string incorporated terms such as "cybersecurity governance," "information security governance," "cyber 

risk management," "GRC," "compliance," and "information security management." The time frame was 

deliberately set to cover the period from 2015 to 2024, capturing a decade of research evolution in response to 

major regulatory changes (e.g., GDPR implementation in 2018), high-profile cyber incidents, and technological 

advancements. 

 

Inclusion criteria were applied to ensure the relevance and quality of the analyzed documents: (i) peer-reviewed 

journal articles, conference proceedings, and review papers; (ii) publications in English; (iii) documents 

explicitly addressing cybersecurity, information security, governance, risk, or compliance as primary subjects; 

and (iv) publication dates within the 2015–2024 range. Following the screening process, a final corpus of 429 

peer-reviewed documents was identified for analysis, consistent with recent GRC bibliometric studies. 

 

2.2 Bibliometric Analysis Techniques 

The analysis employed multiple bibliometric techniques to provide a comprehensive examination of the 

research landscape: 

Publication Trend Analysis: Annual publication counts were tracked to identify growth patterns, research 

activity peaks, and potential saturation points in the field. 

Keyword Frequency and Co-occurrence Analysis: Author-supplied keywords were extracted and analyzed to 

identify the most frequently occurring terms and their co-occurrence patterns. Co-occurrence networks were 

constructed to reveal thematic clusters and intellectual structure of the field. 

Thematic Mapping: A strategic diagram was constructed positioning research themes along two dimensions—

centrality (relevance within the field) and density (development level)—to distinguish motor themes, basic 

themes, emerging/declining themes, and niche themes. 

Thematic Evolution Analysis: Longitudinal analysis of thematic changes was conducted to trace how research 

foci have shifted over the decade. 
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Collaboration Network Analysis: Co-authorship networks were analyzed at the author, institutional, and 

country levels to identify collaborative patterns, research communities, and geographic distribution of 

contributions. 

Citation Analysis: Citation counts and citation networks were examined to identify influential works, seminal 

contributions, and the intellectual lineage of the field. 

All visualizations were generated using Biblioshiny (the web interface for Bibliometrix R-package) and 

VOSviewer, industry-standard tools for bibliometric analysis. Data preprocessing included removal of duplicate 

entries, standardization of author names and affiliations, and consolidation of synonymous keywords. 

 

RESULTS AND DISCUSSION 

 

3.1 Publication Trends and Growth Patterns 

The analysis reveals a remarkable growth trajectory in cybersecurity GRC research over the 2015–2024 period. 

Annual publication counts demonstrate a consistent upward trend, with particularly sharp increases observed 

from 2018 onward—coinciding with the implementation of the General Data Protection Regulation (GDPR) 

and a series of high-profile cyber incidents that elevated cybersecurity to boardroom priority. The compound 

annual growth rate (CAGR) for publications in this domain exceeded 15% over the decade, reflecting the field's 

rapid maturation and increasing academic attention. 

 

 
 

The distribution of publications by document type shows that journal articles constitute approximately 65% of 

the corpus, followed by conference proceedings (25%) and review papers (10%). This predominance of journal 

articles suggests a field that has achieved a level of academic maturity, with research findings being 

disseminated through rigorously peer-reviewed channels. 

 

3.2 Geographic and Institutional Distribution 

Analysis of author affiliations reveals a geographically concentrated yet increasingly diverse research 

landscape. The United States emerges as the most prolific contributor, accounting for approximately 30% of 

total publications, followed by the United Kingdom (15%), Germany (10%), and Australia (7%). Notably, 

Asian countries—particularly China, India, and Singapore—have demonstrated the most rapid growth in 

publication output over the latter half of the decade, reflecting the region's increasing investment in 

cybersecurity research and its recognition of cyber threats as a critical national security and economic concern. 
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Institutional analysis identifies several leading research centers: Carnegie Mellon University (USA), University 

of Oxford (UK), Technical University of Denmark, National University of Singapore, and Indian Institute of 

Technology. These institutions have produced foundational work in cybersecurity governance frameworks, risk 

assessment methodologies, and compliance standards. 

 

Collaboration network analysis reveals that research collaborations remain predominantly confined within 

national or regional borders. While international collaborations have increased over the decade, they still 

represent a minority of co-authored publications. This finding suggests opportunities for enhanced cross-border 

research cooperation, particularly given the transnational nature of cyber threats that require coordinated 

international responses. 

 

3.3 Thematic Structure of Cybersecurity GRC Research 

Keyword co-occurrence analysis reveals three primary thematic clusters that structure the intellectual landscape 

of cybersecurity GRC research: 

 

Cluster 1: Governance Frameworks and Regulatory Compliance 
This cluster, representing the largest proportion of publications, encompasses research on cybersecurity 

governance structures, policy frameworks, and regulatory compliance mechanisms. Dominant keywords include 

"cybersecurity governance," "information security governance," "compliance," "regulatory frameworks," "ISO 

27001," "COBIT," "GDPR," and "internal controls." The analysis reveals that ISO 27001 (25%) and COBIT 

(24%) remain the most frequently adopted governance frameworks. GDPR (11%) and HIPAA (6%) exert 

substantial influence in European and healthcare contexts respectively. Research in this cluster has evolved 

from descriptive accounts of frameworks to more critical examinations of implementation challenges, 

effectiveness metrics, and the integration of governance with organizational strategy. 

 

<center>Fig. 3. Keyword co-occurrence network of cybersecurity GRC research.</center> 

 

Cluster 2: Cyber Risk Management and Strategic Integration 
This cluster focuses on risk identification, assessment, mitigation, and the strategic integration of cybersecurity 

into enterprise risk management. Key terms include "cyber risk," "risk management," "risk assessment," "threat 

intelligence," "vulnerability," and "resilience." Research trends show a growing emphasis on quantitative risk 

assessment methodologies, real-time risk monitoring, and the integration of cybersecurity risk into broader 
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enterprise risk management frameworks. The field has transitioned from viewing cybersecurity as a purely 

technical concern to recognizing it as a fundamental business risk requiring strategic oversight. However, gaps 

remain in real-time risk mitigation and adaptive security models. 

 

Cluster 3: Technological Innovation and Digital Transformation 
This emerging cluster addresses the intersection of cybersecurity GRC with advanced technologies. Dominant 

keywords include "artificial intelligence," "machine learning," "blockchain," "cloud security," "Internet of 

Things (IoT)," and "automation." The analysis reveals significant shifts toward the adoption of cutting-edge 

technologies in GRC applications. AI-driven risk assessment, automated compliance monitoring, dashboard-

based audit management, and cloud-integrated GRC systems represent rapidly growing research areas. This 

cluster reflects the interdisciplinary expansion of GRC in response to technological disruption and the need for 

adaptive, technology-enabled governance frameworks. 

 

Evolution of Thematic Focus 
Thematic evolution analysis reveals a clear trajectory of research focus over the decade: 

 2015–2017: Dominance of foundational topics—governance framework descriptions, compliance with 

emerging regulations, and basic risk assessment methodologies. 

 2018–2020: Shift toward implementation challenges, effectiveness evaluation, and the integration of 

governance with organizational culture and strategy. The GDPR implementation in 2018 catalyzed 

significant research activity in compliance and data protection. 

 2021–2024: Emergence of advanced themes—AI and machine learning applications in cybersecurity, 

automated GRC systems, human-centric security models, and sustainable cybersecurity strategies. 

 

 
 

3.4 Interdisciplinary Nature of the Field 

The analysis confirms that cybersecurity GRC research is inherently interdisciplinary, drawing from multiple 

academic domains. The citation network analysis reveals intellectual contributions from: 

 Computer Science and Information Technology: Technical foundations of security architectures, 

encryption, network security, and vulnerability assessment. 

 Public Policy and Political Science: Regulatory frameworks, national cybersecurity strategies, and 

international cooperation mechanisms. 
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 Management and Business Studies: Strategic governance, organizational behavior, risk management, 

and corporate social responsibility. 

 Law and Legal Studies: Compliance requirements, data protection legislation, liability frameworks, 

and cybercrime legislation. 

 Criminology: Offender behavior, cybercrime typologies, and deterrence theories. 

This interdisciplinary character, while enriching the field, also presents challenges in terms of fragmented 

terminology, methodological diversity, and the need for integrated frameworks that bridge disciplinary 

boundaries. 

 

3.5 Sectoral Distribution of Research 

Analysis of the sectoral focus of cybersecurity GRC research reveals concentrations and gaps: 

 Finance (21.25%): The most researched sector, reflecting the high stakes of cyber threats in financial 

services and stringent regulatory requirements. 

 Government (18.75%): Strong focus on national cybersecurity strategies, public sector governance, 

and critical infrastructure protection. 

 Corporate–Government Collaborations (17.5%): Public-private partnerships, information sharing, 

and coordinated responses. 

 Healthcare (6.25%): Limited but emerging research, despite the sector's growing vulnerability to 

cyberattacks. 

 Information and Communications Technology (7.5%): Technical aspects of security 

implementation. 

 Small and Medium Enterprises (5%): Significant underrepresentation given the vulnerability of 

SMEs to cyber threats. 

 

 
 

3.6 Methodological Approaches 

Examination of methodological approaches reveals a predominance of conceptual and theoretical papers 

(approximately 45%), followed by case studies (25%), survey-based empirical research (18%), and 

experimental/quasi-experimental studies (12%). Notably, 61% of studies lacked detailed reporting on 

implementation models, revealing persistent gaps in transparency and empirical validation. This finding 

suggests that while the field has developed substantial theoretical and conceptual foundations, there remains a 

need for more rigorous empirical research, particularly longitudinal studies that examine the effectiveness of 

governance frameworks and risk management practices over time. 
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3.7 Emerging Research Frontiers 

The thematic analysis identifies several emerging research frontiers that are likely to shape the future of 

cybersecurity GRC research: 

AI-Enabled GRC: The integration of artificial intelligence and machine learning into governance, risk 

assessment, and compliance monitoring represents the most rapidly growing research area. Research is 

increasingly focused on automated threat detection, predictive risk analytics, and intelligent compliance 

verification. 

Human-Centric Security: There is growing recognition that cybersecurity is fundamentally a human 

challenge. Research on behavioral cybersecurity, organizational culture, security awareness, and the human 

factors influencing compliance and risk perception is gaining momentum. 

Sustainable Cybersecurity: The concept of sustainable cybersecurity—governance and risk management 

practices that are resilient, adaptable, and capable of long-term effectiveness—is emerging as a significant 

research theme. 

Supply Chain Security: The increasing frequency of supply chain attacks has catalyzed research on third-party 

risk management, vendor governance, and supply chain cyber resilience. 

Cyber Resilience: Beyond prevention, research is increasingly focused on organizational resilience—the 

capacity to withstand, respond to, and recover from cyber incidents. 

 
 

CONCLUSION 

 

This bibliometric analysis has systematically mapped the landscape of cybersecurity Governance, Risk, and 

Compliance research over the decade 2015–2024, providing comprehensive insights into publication trends, 

thematic structure, geographic distribution, collaboration patterns, and emerging research frontiers. The findings 

reveal a field that has experienced remarkable growth, evolving from a fragmented collection of technical and 

policy-focused studies into an increasingly integrated, interdisciplinary domain of strategic importance. 

 

Three primary thematic clusters structure the intellectual landscape: governance frameworks and regulatory 

compliance, cyber risk management and strategic integration, and technological innovation. The evolution of 

these themes reflects a field that has matured from descriptive accounts of frameworks toward critical 

examinations of implementation, effectiveness, and integration with organizational strategy. The growing 

emphasis on AI-enabled GRC, human-centric security, and sustainable cybersecurity points toward the future 

trajectory of the field. 
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Several significant gaps emerge from the analysis that warrant attention in future research: 

 

First, there is a notable underrepresentation of empirical research, particularly longitudinal studies that can 

establish causal relationships between governance practices and cybersecurity outcomes. The predominance of 

conceptual and case study research, while valuable for theory development, limits the evidence base for policy 

and practice recommendations. 

 

Second, sectoral imbalances in research coverage—particularly the underrepresentation of SMEs, healthcare, 

and emerging economy contexts—suggest opportunities for expanded empirical investigation. These sectors 

face unique cybersecurity challenges that may not be adequately addressed by frameworks developed primarily 

for large financial institutions or government agencies. 

 

Third, the predominantly national or regional nature of research collaboration networks suggests that enhanced 

international cooperation could accelerate knowledge generation and dissemination, particularly given the 

transnational nature of cyber threats. 

 

Fourth, the gap between research on GRC technologies and their practical implementation—highlighted by the 

finding that 61% of studies lack detailed reporting on implementation models—points to the need for research 

that bridges academic rigor with practical applicability. 

 

Looking forward, cybersecurity GRC research must continue to evolve in response to the rapidly changing 

threat landscape and technological environment. Key priorities include: (i) developing and empirically 

validating integrated GRC frameworks that account for the interconnections among governance, risk, and 

compliance; (ii) advancing AI and automation in GRC while addressing the ethical, legal, and social 

implications; (iii) strengthening the evidence base through rigorous empirical research and longitudinal studies; 

(iv) expanding research coverage to underrepresented sectors and regions; (v) fostering international research 

collaborations to address the global nature of cyber threats; and (vi) integrating behavioral and socio-technical 

perspectives to address the human dimensions of cybersecurity. 

 

The findings of this study underscore the fundamental transformation in how cybersecurity is understood and 

governed—no longer merely a technical concern but a strategic imperative requiring integrated governance, 

proactive risk management, and rigorous compliance. As organizations navigate an increasingly complex and 

threatening digital environment, the insights from cybersecurity GRC research will be essential for building 

resilient, adaptive, and secure digital ecosystems. 
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