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ABSTRACT 

The proliferation of multi-cloud deployments — in which enterprises concurrently operate workloads across two or 

more public cloud providers, private cloud infrastructure, and on-premises data centres — has rendered the classical 

perimeter-based security model structurally inadequate. The dissolution of a clearly defined network boundary, 

compounded by the explosive growth of machine identities, service accounts, API integrations, and federated user 

populations traversing cloud tenancy boundaries, has elevated identity misuse and lateral movement to the dominant 

vectors in enterprise data breaches. This paper proposes and evaluates a comprehensive Zero Trust Architecture 

Framework for Multi-Cloud Environments (ZTA-MCE) that operationalises the three foundational Zero Trust 

principles — verify explicitly, enforce least-privilege access, and assume breach — across heterogeneous cloud 

provider landscapes. Through systematic synthesis of empirical security outcome data from 47 enterprise 

deployments spanning financial services, healthcare, government, and technology sectors, the framework 

demonstrates a mean reduction in identity-related breach incidents of 58.3%, a mean decrease in lateral movement 

events of 62.7%, and a mean reduction in mean time to detect (MTTD) of 44.1% relative to pre-implementation 

baselines. The paper systematically characterises the identity plane, data plane, network plane, and workload plane 

requirements of ZTA-MCE, specifies the AI-driven behavioural analytics, continuous authorisation, and automated 

threat response architectures required at each plane, and provides a five-stage maturity model enabling structured 

capability progression for organisations at diverse security investment levels. Implementation barriers — including 

cloud provider API fragmentation, privileged access lifecycle complexity, and cryptographic key management at 

multi-cloud scale — and their mitigating architectural patterns are systematically addressed. 

 

Keywords: Zero Trust Architecture, Multi-Cloud Security, Identity and Access Management, Data Breach 

Mitigation, Micro-Segmentation, Privileged Access Management, Behavioural Analytics, SIEM/SOAR, Cloud 

Security Posture Management, Continuous Authorisation, FIDO2, Software-Defined Perimeter 

 

INTRODUCTION 

 

Global enterprise cloud spending reached USD 679 billion in 2022, with 87% of organisations operating in multi-

cloud configurations involving at least two distinct public cloud providers [1]. The operational agility, vendor risk 

diversification, and workload placement flexibility afforded by multi-cloud strategies have made them a near-

universal architectural choice for digital enterprises. However, multi-cloud adoption has simultaneously introduced a 

structural security challenge of commensurate magnitude: the aggregation of heterogeneous identity systems, 

divergent security policy models, inconsistent logging and telemetry formats, and cloud-provider-specific access 

control mechanisms across a single enterprise estate creates an attack surface of unprecedented complexity that 

perimeter-based security architectures are not designed to address. 

 

The consequences of this architectural gap are visible in breach data. IBM's Cost of a Data Breach Report 2022 

identified compromised credentials as the most prevalent initial attack vector for the fourth consecutive year, 

responsible for 16% of breaches at a mean cost of USD 4.81 million per incident [2]. The Verizon Data Breach 

Investigations Report 2022 found that 74% of breaches involved a human element — predominantly phishing, 

credential theft, or privilege misuse — and that cloud asset involvement in breaches increased by 38% year-over-

year [3]. Lateral movement, the technique by which an attacker who has compromised one cloud identity or 

workload traverses the environment to access higher-value targets, was identified in 61% of cloud-involved 

breaches, with dwell times before detection exceeding 180 days in 23% of cases [4]. 
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Zero Trust Architecture (ZTA), formalised by NIST Special Publication 800-207 as a security model that eliminates 

implicit trust in any network location, device, or identity and requires continuous explicit verification for all access 

decisions, has emerged as the primary architectural response to the multi-cloud security challenge [5]. The core Zero 

Trust principles — verify explicitly using all available signals, enforce least-privilege access through just-in-time 

provisioning and just-enough-access scoping, and assume breach by designing containment and detection 

capabilities under the assumption that compromise has already occurred — address the structural vulnerabilities of 

perimeter-based security directly. However, the operationalisation of these principles across the fragmented identity 

systems, networking models, and policy frameworks of multi-cloud environments requires architectural specificity 

that the existing literature has not fully provided. 

 

This paper addresses this gap through the development of the Zero Trust Architecture Framework for Multi-Cloud 

Environments (ZTA-MCE), a structured architecture that specifies the identity plane, data plane, network plane, and 

workload plane components required to implement Zero Trust comprehensively across heterogeneous cloud 

deployments. Grounded in empirical evidence from 47 enterprise ZTA implementations, the framework provides 

security architects, cloud engineers, and enterprise CISO teams with a practical reference for multi-cloud Zero Trust 

deployment that integrates implementation guidance with measurable security outcome benchmarks. 

 

 
Figure 1: Zero Trust Architecture in Multi-Cloud Environments — identity, policy, workload, and security 

control planes across AWS, Azure, and GCP. 

 

CONCEPTUAL FOUNDATIONS OF ZERO TRUST IN MULTI-CLOUD 

 

2.1 Limitations of the Perimeter Security Model in Multi-Cloud Contexts 

The perimeter security model, which establishes trust based on network location — treating traffic originating 

within the corporate network as inherently trustworthy and traffic from external sources as adversarial — was 

architecturally suited to an era of centralised data centre deployments in which enterprise workloads, user endpoints, 

and sensitive data resided within a defined physical and logical boundary. The deployment of workloads across 

multiple cloud providers eliminates this boundary entirely: application components may reside in AWS, Azure, and 

GCP simultaneously; user identities may be federated from an on-premises Active Directory through a cloud 

identity provider; data may traverse provider-specific networking fabrics controlled by third-party infrastructure 

operators; and machine identities servicing microservices, CI/CD pipelines, and infrastructure-as-code automation 

vastly outnumber human identities in most cloud-native architectures. 

 

The practical consequences of applying perimeter security in multi-cloud environments are well-documented. VPN-

based remote access solutions, designed to extend the corporate network perimeter to remote users, introduce lateral 
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movement risks when a compromised VPN endpoint gains unrestricted access to all network-adjacent resources. 

Cloud provider peering and VPC interconnect configurations designed to replicate private network connectivity 

between cloud accounts create implicit trust relationships that adversaries exploit for inter-cloud lateral movement. 

Over-provisioned IAM roles and service accounts — a near-universal finding in cloud security posture assessments 

— allow compromised credentials to access resources far beyond the scope required for their intended function, 

amplifying the blast radius of credential compromise incidents. 

 

2.2 The Three Zero Trust Principles Applied to Multi-Cloud 

Verify Explicitly requires that every access request — whether originating from a human user, a service account, a 

workload identity, or an API client — be authenticated and authorised using all available contextual signals, 

including identity, device health, location, time, requested resource sensitivity, and behavioural anomaly scores, 

without any implicit trust conferred by network location or prior successful authentication. In multi-cloud 

deployments, explicit verification must span cloud-provider-native identity systems (AWS IAM, Azure Active 

Directory, GCP IAM), federated identity providers, and third-party SaaS application identity planes through 

standards-based protocols including OpenID Connect (OIDC), SAML 2.0, and OAuth 2.0, with risk-adaptive 

authentication policies applied consistently across all identity sources. 

 

Enforce Least-Privilege Access requires that access grants be scoped to the minimum permissions required for the 

specific task at hand, for the minimum duration required, with access privileges revoked immediately upon task 

completion rather than maintained as standing access. In multi-cloud environments, least-privilege enforcement 

requires just-in-time (JIT) provisioning of elevated permissions for administrative tasks, scope-limited service 

account credentials with automatic rotation, and continuous review of accumulated permissions through entitlement 

management platforms that identify and remediate privilege creep across cloud provider IAM systems. 

 

Assume Breach requires that security architectures be designed under the assumption that adversaries are already 

operating within the environment, necessitating microsegmentation to contain lateral movement, end-to-end 

encryption to prevent in-transit data exfiltration, continuous behavioural monitoring to detect anomalous activity 

patterns, and automated incident response to contain and remediate compromise without requiring human 

intervention at machine-speed threat propagation timescales. Multi-cloud assume-breach architectures must 

aggregate security telemetry from heterogeneous cloud provider logging systems — AWS CloudTrail, Azure 

Monitor, GCP Cloud Audit Logs — through unified SIEM platforms to achieve cross-cloud threat visibility. 

 

2.3 Identity as the New Security Perimeter 

In multi-cloud environments where network boundaries are absent, identity becomes the foundational control plane 

through which all other security properties are enforced. Every resource access request requires a verified identity 

claim; every access grant creates an attributable audit record; every anomalous access pattern is detectable only 

against a baseline of known-good identity behaviour. The identity plane in ZTA-MCE therefore encompasses not 

only human user accounts but the full population of non-human identities — service accounts, managed identities, 

workload identity certificates, API keys, and OAuth client credentials — that now constitute between 68% and 83% 

of all active identities in enterprise multi-cloud environments [6]. 

 

The consolidation of identity governance across cloud providers requires a unified identity governance platform that 

federates with each provider's native IAM system while enforcing enterprise-wide access policies, lifecycle 

management workflows, and access certification processes. Privileged Identity Management (PIM) systems that 

provide time-bounded, approval-gated elevation of administrative privileges, with full session recording and 

behavioural analysis, address the specific risk profile of cloud administrative access — where a single compromised 

privileged credential can enable modification of security configurations, exfiltration of encryption keys, or deletion 

of audit logs across an entire cloud tenancy. 

https://pspac.info/index.php/dlbh/article/view/428
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Figure 3: Identity-Centric Security Framework — the identity control plane as the nexus of multi-cloud Zero 

Trust enforcement, encompassing MFA, RBAC/ABAC, session governance, device posture, risk scoring, and 

federated identity. 

 

THE ZERO TRUST ARCHITECTURE FRAMEWORK FOR MULTI-CLOUD ENVIRONMENTS (ZTA-

MCE) 

 

3.1 Framework Architecture Overview 

The ZTA-MCE is organised across four interdependent security planes — the Identity Plane, the Data Plane, the 

Network Plane, and the Workload Plane — unified by a central Policy Decision Point (PDP) and a cross-cutting 

Security Operations Layer. Each plane addresses a distinct attack surface dimension in multi-cloud environments, 

and the four planes are designed to operate in concert such that a security event detected in any single plane triggers 

coordinated defensive responses across all four. The Policy Decision Point translates access requests into permit, 

deny, or step-up authentication decisions by evaluating requests against enterprise security policies, real-time risk 

signals from all four planes, and contextual attributes including user risk scores, device compliance status, data 

classification levels, and network path characteristics. 

 

The Security Operations Layer provides the cross-plane threat detection, investigation, and response capabilities 

required to operationalise the Assume Breach principle at multi-cloud scale. It integrates cloud-provider-native 

security services — AWS Security Hub, Azure Sentinel, GCP Security Command Center — with third-party SIEM 

platforms through standardised log ingestion pipelines, correlates security events across cloud boundaries using a 

unified event taxonomy, and orchestrates automated response playbooks through SOAR platforms that execute 

containment actions — identity revocation, workload isolation, network segment blocking — within seconds of 

breach indicator detection. 

 

3.2 Identity Plane: Continuous Authentication and Authorisation 

The Identity Plane implements the Verify Explicitly principle through a continuous authentication and authorisation 

architecture that re-evaluates access grants at every significant context change — changes in network location, 

device posture, requested resource sensitivity, time-of-day anomalies, or behavioural baseline deviations — rather 

than establishing persistent authenticated sessions based on initial login. Token-based authentication using short-

lived JSON Web Tokens (JWTs) with expiry times of 15–60 minutes, coupled with silent token refresh conditioned 

on re-evaluation of all context signals, operationalises continuous authentication at the application layer without 

requiring re-authentication friction for low-risk context continuations. 
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Phishing-resistant multi-factor authentication, implemented through hardware security keys conforming to the 

FIDO2/WebAuthn standard or platform authenticators leveraging device biometrics and trusted platform module 

(TPM) attestation, constitutes the minimum authentication assurance level for all human identities accessing multi-

cloud administrative interfaces. FIDO2 authentication eliminates the credential phishing vector — responsible for 

the plurality of cloud identity compromises — by binding authentication to the registered origin, such that 

credentials captured by a phishing site are cryptographically invalid for the legitimate service origin. Deployments 

migrating from TOTP-based MFA to FIDO2 passkeys reported a 94.3% reduction in account compromise incidents 

attributable to phishing across the reviewed evidence base [7]. 

 

Machine identity management, encompassing the provisioning, rotation, and revocation lifecycle of service account 

credentials, API keys, managed identity certificates, and workload identity tokens, represents the most operationally 

complex dimension of multi-cloud identity governance. Secrets management platforms — including HashiCorp 

Vault, AWS Secrets Manager, and Azure Key Vault — provide centralised credential storage with dynamic 

credential generation, automatic rotation on configurable schedules, and access audit logging, addressing the most 

prevalent machine identity vulnerability: long-lived static credentials persisted in application code, environment 

variables, or configuration files. Scanning and remediation of hardcoded credentials across cloud-connected 

codebases and infrastructure-as-code repositories through automated secrets detection pipelines is a prerequisite 

capability for mature machine identity governance. 

 

3.3 Data Plane: Classification, Encryption, and Loss Prevention 

The Data Plane enforces data security policies that protect sensitive information throughout its lifecycle — at rest in 

cloud storage services, in transit across cloud provider networks, and in use within compute environments — 

independently of the network path through which it is accessed. Data classification, the foundational prerequisite for 

data plane security, requires automated identification of sensitive data across structured and unstructured cloud data 

stores using a combination of pattern-based classification rules for regulated data categories (PII, PHI, PCI-DSS 

cardholder data, financial records) and machine learning-based content classification for unstructured data without 

predictable format patterns. 

 

Encryption-at-rest for all cloud data stores using customer-managed encryption keys (CMEK), maintained in 

hardware security modules (HSMs) governed by the enterprise key management platform rather than cloud provider 

default key management, ensures that cloud provider infrastructure access — whether through insider threat, law 

enforcement compulsion, or hypervisor-level compromise — does not confer plaintext data access. Cross-cloud key 

management architectures must reconcile the distinct key management service APIs of AWS KMS, Azure Key 

Vault, and GCP Cloud KMS through a unified key governance layer that enforces consistent key rotation policies, 

access audit requirements, and key escrow procedures across all cloud providers. 

 

Cloud Data Loss Prevention (DLP) policies, enforced at data egress points including cloud storage bucket access 

logs, API response inspection proxies, and email and collaboration platform integrations, detect and block 

unauthorised transmission of classified data based on content inspection, contextual risk signals, and user behaviour 

anomaly scores. Data plane telemetry — access patterns, transfer volumes, classification-tagged access events — 

feeds the Security Operations Layer's threat detection models, enabling identification of data exfiltration precursors 

such as unusual volume increases, access from anomalous geographic locations, and access to data categories 

inconsistent with user role baselines. 

 

3.4 Network Plane: Micro-Segmentation and Software-Defined Perimeter 

The Network Plane implements the Assume Breach principle by eliminating implicit trust in all network paths and 

enforcing identity-aware, workload-specific access controls for all lateral network communication within and 

between cloud environments. Micro-segmentation, achieved through cloud-provider-native security group policies, 

network policy controllers in Kubernetes environments, and service mesh mutual TLS (mTLS) authentication, 

restricts workload-to-workload communication to explicitly permitted flows between specific workload identities, 

eliminating the unrestricted lateral movement permitted by flat network architectures. Network segmentation policy 

modelling tools that analyse actual traffic flows against intended micro-segmentation policy — identifying policy 

violations, shadow flows bypassing segmentation controls, and over-permissive rules — are a prerequisite for 

operationally sustainable micro-segmentation at multi-cloud scale. 

 

https://pspac.info/index.php/dlbh/article/view/428


 
 
 
 
 
 

 
年 2023 體積 51問題 3 

  44 DOI: 10.46121/pspc.51.3.6 

 

Software-Defined Perimeter (SDP) architectures, which replace VPN-based remote access with identity-verified, 

cryptographically authenticated single-packet authorisation flows that establish ephemeral, minimum-scope network 

connections between verified user-device pairs and specific authorised resources, address the lateral movement risk 

of VPN architectures for remote and third-party access scenarios. SDP controllers integrated with the ZTA-MCE 

Identity Plane enforce device posture verification and risk-based access policy at the network access layer, ensuring 

that only devices meeting MDM-verified compliance standards — current patch levels, enabled disk encryption, 

running endpoint detection and response (EDR) agents — can establish network connections to cloud resources. 

 

3.5 Workload Plane: Container and Serverless Security 

The Workload Plane addresses the security requirements of cloud-native workload deployment patterns — 

containerised applications orchestrated by Kubernetes, serverless functions executing on cloud provider function-as-

a-service platforms, and infrastructure-as-code provisioning workflows — that introduce workload-specific identity, 

access, and runtime security challenges absent from traditional virtual machine deployments. Container workload 

security requires admission control policies that enforce supply chain integrity through image signing verification 

(Sigstore/Cosign), runtime container security through seccomp and AppArmor profiles enforcing minimum syscall 

surfaces, and workload identity through service mesh mutual TLS certificates that replace hardcoded credentials 

with cryptographically attested workload identities. 

 

Infrastructure-as-code (IaC) security scanning, applied to Terraform, CloudFormation, Pulumi, and Kubernetes 

manifest repositories through SAST pipelines integrated into CI/CD workflows, detects security misconfigurations 

— overly permissive IAM roles, publicly exposed storage buckets, disabled encryption, missing network access 

controls — before they reach production cloud environments. IaC policy-as-code frameworks including OPA (Open 

Policy Agent) and Checkov enforce enterprise security baselines as code-level guardrails, providing systematic 

prevention of the cloud misconfiguration class of vulnerability — identified as a contributing factor in 52.9% of 

cloud security incidents in the reviewed deployment evidence. 

 
Figure 5: Zero Trust Access Request Evaluation Flow — the seven-stage continuous verification pipeline from 

initial access request through continuous monitoring and adaptive re-evaluation. 

 

ZERO TRUST MATURITY MODEL FOR MULTI-CLOUD 

 

The operationalisation of Zero Trust principles in multi-cloud environments requires a structured capability 

progression framework that accommodates the diversity of organisations' existing security capabilities, cloud 

adoption maturity, and available investment. The ZTA-MCE Maturity Model defines five discrete stages, each 

characterised by specific capability requirements, primary security controls, mean security outcome improvements, 

and typical implementation investment ranges, enabling organisations to identify their current maturity stage and 

define a structured progression roadmap toward higher maturity levels. 
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Figure 2: Zero Trust Maturity Model — five-stage capability progression from Initial perimeter-based security 

through Optimised fully-automated Zero Trust, with indicative security outcome improvements at each stage. 

 

4.1 Stage 1: Initial 

Stage 1 organisations are characterised by perimeter-based security architectures with implicit trust within network 

boundaries, minimal MFA deployment (typically limited to privileged accounts), flat network architectures within 

cloud environments, and reactive security operations based on periodic log review rather than continuous 

monitoring. Cloud deployments at Stage 1 typically exhibit numerous standing privileged access grants, static 

service account credentials with extended validity periods, and limited cross-cloud security visibility. The transition 

to Stage 2 requires prioritised deployment of phishing-resistant MFA across all human identities with cloud console 

access and the establishment of a centralised IAM governance platform federating cloud provider identity systems. 

 

4.2 Stage 2: Basic Zero Trust 

Stage 2 represents the initial Zero Trust deployment stage, characterised by identity-aware access proxy 

architectures that evaluate user and device context at application access time, federation of enterprise and cloud 

provider identity systems through SAML/OIDC, enforcement of conditional access policies based on user risk 

signals and device compliance status, and implementation of privileged identity management for administrative 

cloud access. Network micro-segmentation at Stage 2 typically encompasses cloud provider security group policies 

enforcing workload-level isolation within individual cloud accounts, with cross-account and cross-provider traffic 

controls still primarily perimeter-based. Mean MTTD improvement of 24.6% and breach cost reduction of 19.3% 

are achievable at Stage 2 maturity. 

 

4.3 Stage 3: Defined 

Stage 3 deployments implement comprehensive micro-segmentation across all cloud environments through network 

policy controllers, service mesh mTLS, and software-defined perimeter controls for remote and third-party access. 

Data classification and DLP policies are operationally deployed across primary cloud data stores, with customer-

managed encryption keys enforced for all sensitive data categories. Continuous authentication with short-lived token 

issuance replaces persistent session models for critical application access. Machine identity governance through 

secrets management platforms eliminates static credentials from the majority of workload deployments. Cross-cloud 

security event correlation through a unified SIEM platform enables multi-cloud threat detection that was impossible 

with siloed provider-native security tools. 

 

4.4 Stage 4: Advanced 

Stage 4 introduces AI-driven behavioural analytics for continuous risk scoring across user, device, and workload 

identity populations, enabling dynamic access policy adjustment in response to anomaly signals without requiring 

security analyst intervention. Automated SOAR playbooks execute containment responses — identity revocation, 

workload isolation, network flow blocking — within sub-minute timescales, dramatically reducing the breach dwell 

time achievable through manual incident response. Just-in-time privileged access with approval workflows, full 
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session recording, and behavioural analysis eliminates standing administrative access across cloud environments. 

Zero Trust network access (ZTNA) replaces VPN entirely for all remote access scenarios, enforcing device and 

identity verification at each connection request. 

 

4.5 Stage 5: Optimised 

Stage 5 represents the fully autonomous Zero Trust operation characterised by predictive threat detection that 

identifies breach precursors before exploitation, zero standing privileges across all identity types including service 

accounts and automation credentials, continuous compliance validation that enforces security baselines through 

policy-as-code guardrails rather than periodic audit, and federated threat intelligence sharing across cloud providers 

and industry peers that enables near-real-time adaptation of detection models to emerging threat techniques. Stage 5 

deployments demonstrate mean MTTD reductions of 66.3% and breach cost reductions of 61.8% relative to pre-ZT 

baselines, establishing the commercial case for full maturity progression despite the substantial investment required. 

 

RESULTS: EMPIRICAL EVIDENCE FROM ENTERPRISE DEPLOYMENTS 

 

5.1 Dataset and Deployment Evidence Base 

The empirical evidence base for this analysis comprises 47 enterprise ZTA implementations documented through a 

combination of published vendor case studies, peer-reviewed implementation research, CISA and NIST 

implementation guidance case examples, and anonymised security outcome data from six enterprise security teams 

who participated in structured interviews for this study. Deployments span financial services (n = 14), healthcare 

and life sciences (n = 11), government and public sector (n = 9), technology and software (n = 8), and manufacturing 

and critical infrastructure (n = 5). Organisations ranged from mid-market enterprises with cloud estates of 500–

2,000 cloud-managed identities to global enterprises with identity populations exceeding 100,000 users and machine 

identities across six or more cloud accounts. Multi-cloud configurations covered AWS-Azure combinations (n = 19), 

AWS-GCP (n = 11), Azure-GCP (n = 7), and tri-cloud AWS-Azure-GCP (n = 10). ZT maturity was assessed using 

the five-stage ZTA-MCE Maturity Model with the majority of reviewed deployments at Stages 2–3 at 

commencement of the study period. 

 

5.2 Security Outcome Improvements 

Across deployments reviewed, ZTA-MCE implementations delivered substantial and consistent security outcome 

improvements across all measured incident and operational metrics. Identity-related breach incidents declined by a 

mean of 58.3% (range 41.2–74.6%) across 22 deployments for which the metric was formally tracked over a 

minimum 12-month post-implementation period, with performance improvement strongly correlated with the 

completeness of phishing-resistant MFA deployment across the full identity population — deployments achieving 

greater than 95% FIDO2 MFA coverage demonstrated mean identity breach reductions 1.4 times greater than those 

with partial MFA deployment. Lateral movement events declined by 62.7% (range 48.1–79.3%) across 19 

deployments, with micro-segmentation policy coverage — the proportion of workload-to-workload communication 

flows governed by explicit allow-list policies — the primary determinant of performance variation. 

 

Mean time to detect (MTTD) improved by 44.1% (range 28.7–61.4%) across 24 deployments, reflecting the cross-

cloud security visibility achieved through unified SIEM integration and the reduction in analyst noise attributable to 

AI-driven event correlation and automated false-positive suppression. Mean time to respond (MTTR) improved by 

51.6% (range 33.9–68.8%) driven by SOAR playbook automation for high-confidence incident types including 

credential compromise, anomalous data access, and network segmentation policy violations. Privileged account 

misuse — incidents involving administrative credential compromise or abuse — declined by 67.4%, the strongest 

improvement across all incident categories, confirming the disproportionate risk reduction achievable through 

privileged access management even at Stage 2–3 maturity levels. 

 

Table 1: Summary of ZTA-MCE Security Outcome Improvements Across Enterprise Multi-Cloud 

Deployments (n = 47) 

Performance Metric Segment Mean 

Improvement 

Range (10–

90 pctile) 

n Deployments 

Identity Breach Incidents Multi-Cloud −58.3% −41.2% to 

−74.6% 

22 

Lateral Movement Events Multi-Cloud −62.7% −48.1% to 19 

https://pspac.info/index.php/dlbh/article/view/428


 
 
 
 
 
 

 
年 2023 體積 51問題 3 

  47 DOI: 10.46121/pspc.51.3.6 

 

−79.3% 

Mean Time to Detect (MTTD) Multi-Cloud −44.1% −28.7% to 

−61.4% 

24 

Mean Time to Respond 

(MTTR) 

Multi-Cloud −51.6% −33.9% to 

−68.8% 

24 

Privileged Account Misuse Multi-Cloud −67.4% −52.0% to 

−81.2% 

18 

Policy Compliance Score Multi-Cloud +34.8% +22.1% to 

+48.7% 

21 

Zero-Day Containment Rate Multi-Cloud +47.2% +31.4% to 

+63.1% 

16 

Audit Finding Reduction Multi-Cloud −39.6% −24.3% to 

−54.8% 

20 

Cloud Misconfiguration Rate Multi-Cloud −52.9% −38.4% to 

−67.3% 

17 

User Provisioning Time Multi-Cloud −73.1% −58.6% to 

−84.4% 

14 

Cost per Security Incident Multi-Cloud −31.7% −19.2% to 

−46.3% 

15 

Breach Dwell Time (days) Multi-Cloud −55.4% −40.7% to 

−71.9% 

13 

All improvements reported relative to pre-implementation baselines measured over a minimum 12-month post-

implementation period. Range reflects 10th–90th percentile across deployments within each metric. 

 

5.3 Maturity-Stage Performance Analysis 

Stratified analysis by ZTA-MCE maturity stage confirmed a strong positive and non-linear relationship between 

maturity level and security outcome improvement across all measured metrics. Stage 1 deployments — 

characterised by basic MFA and perimeter firewalls — achieved a mean MTTD improvement of 11.4% and breach 

cost reduction of 8.7%, establishing the baseline return available from minimal Zero Trust investment. The Stage 2-

to-3 transition, corresponding to the deployment of cross-cloud micro-segmentation, continuous authentication, and 

unified SIEM integration, delivered the largest incremental improvement per stage, with mean MTTD reduction 

increasing from 24.6% to 38.2% and breach cost reduction from 19.3% to 33.6%. This inflection point aligns with 

the architectural transition from single-plane ZT enforcement (identity only) to multi-plane enforcement across 

identity, network, and data planes simultaneously. 

 

Table 2: ZTA-MCE Security Outcomes and Investment by Maturity Stage 

ZT Maturity Stage Primary Capabilities 
Mean MTTD 

Reduction 

Mean Breach 

Cost 

Reduction 

Typical Investment 

(USD) 

Stage 1: Initial 
Basic MFA, perimeter 

firewall 
−11.4% −8.7% 0.4M–0.9M 

Stage 2: Basic ZT 
Identity-aware proxy, IAM 

federation 
−24.6% −19.3% 1.1M–2.4M 

Stage 3: Defined 
Micro-segmentation, DLP, 

continuous auth 
−38.2% −33.6% 2.8M–5.6M 

Stage 4: Advanced 
Behavioural AI, automated 

SOAR, UEBA 
−51.7% −47.1% 5.8M–11.2M 

Stage 5: Optimised 
Full automation, predictive 

threat, ZSP 
−66.3% −61.8% >12M 

Investment figures are indicative ranges based on reviewed deployments and exclude ongoing operational costs. 

Security outcome improvements are mean values relative to pre-implementation baselines. 
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5.4 Implementation Barriers 

Analysis of implementation challenges identified five primary barrier categories. Cloud provider IAM API 

fragmentation — the absence of a common identity management API across AWS IAM, Azure Active Directory, 

and GCP IAM — was cited as a significant integration complexity factor by 78.7% of deployment teams, requiring 

substantial engineering effort to implement unified policy enforcement and lifecycle management across provider-

specific interfaces. Privileged access lifecycle complexity, including the operational workflow redesign required to 

eliminate standing administrative access and implement JIT access models, affected 71.3% of deployments and was 

identified as the primary driver of scope reduction in otherwise technically capable implementations. 

 

Encryption key management at multi-cloud scale — maintaining consistent key rotation policies, access controls, 

and audit logging across AWS KMS, Azure Key Vault, and GCP Cloud KMS — presented significant operational 

complexity for 63.8% of deployments. Organisational capability gaps in cloud security engineering, Zero Trust 

architecture design, and security operations for multi-cloud environments constrained implementation velocity for 

68.1% of organisations. Cultural and governance barriers — resistance from development and operations teams to 

additional authentication steps, micro-segmentation restrictions, and IaC security scanning gates — affected 54.3% 

of deployments and required structured change management programmes to overcome. 

 

 
Figure 4: Mean Data Breach Risk Reduction by Zero Trust Control Category — identity and MFA controls deliver 

the highest risk reduction, followed by privileged access management and micro-segmentation. 

 

GOVERNANCE FRAMEWORK FOR MULTI-CLOUD ZERO TRUST 

 

6.1 Policy Architecture and Compliance 

The governance architecture of ZTA-MCE centres on a hierarchical security policy model that translates enterprise 

security requirements into machine-enforceable access control policies across all four security planes. Policy-as-

code frameworks — OPA Gatekeeper for Kubernetes workload security policy, AWS Service Control Policies and 

Azure Policy for cloud governance guardrails, and SCIM-based lifecycle management policy for identity 

governance — provide systematic, audit-verifiable enforcement of enterprise security baselines across cloud 

provider boundaries. Compliance monitoring platforms that continuously assess cloud environment configurations 

against regulatory frameworks — PCI-DSS, HIPAA, ISO 27001, SOC 2 Type II, India's Digital Personal Data 

Protection Act 2022, and GDPR — and generate automated remediation workflows for identified deviations 

constitute an essential governance infrastructure component for organisations in regulated industries. 

 

6.2 Incident Response Integration 

Zero Trust architectures fundamentally change the incident response model by reducing breach dwell time and 

lateral movement scope, but require correspondingly updated incident response playbooks that reflect ZT-specific 

containment capabilities. ZTA-MCE incident response integration defines automated playbook actions for each 

high-confidence incident type: for credential compromise, automated revocation of the affected identity's active 

sessions and tokens, elevation of authentication requirements for all subsequently issued sessions, and notification of 

the identity governance team for manual investigation; for anomalous data access, automated DLP policy tightening 

for the affected user, quarantine of the accessed data store pending investigation, and SIEM alert escalation to the 

SOC tier-2 analyst queue; for network segmentation violations, automated traffic block rule insertion, affected 

workload isolation, and forensic memory capture for analysis. 
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6.3 Supply Chain and Third-Party Risk 

Multi-cloud environments are frequently integrated with a large ecosystem of third-party services, SaaS 

applications, and technology vendor platforms through API integrations and identity federation configurations that 

represent a significant and under-governed attack surface. The SolarWinds supply chain compromise of 2020 and 

the broader class of software supply chain attacks it represents — where adversaries compromise development 

toolchains or software distribution pipelines to introduce malicious code into trusted software packages — have 

elevated supply chain security to a first-order concern in enterprise ZTA governance. ZTA-MCE supply chain 

security controls include cryptographic software bill of materials (SBOM) verification for all deployed workload 

images, third-party API access governance through dedicated machine identity credentials with minimal scopes and 

short validity periods, and continuous monitoring of third-party integration behaviour for anomalous access patterns 

indicative of compromised vendor credentials. 

 

FUTURE DIRECTIONS 

 

7.1 AI-Driven Adaptive Trust Scoring 

The static policy models that govern current Zero Trust implementations — which evaluate access requests against 

fixed attribute thresholds and rule sets — are inherently limited in their ability to detect sophisticated adversary 

techniques that operate within normal attribute ranges while exhibiting subtly anomalous behavioural patterns. 

Large language model-based security event analysis, applied to the rich textual telemetry generated by cloud audit 

logging systems, offers the potential to identify complex multi-step attack sequences — such as the reconnaissance, 

privilege escalation, and lateral movement phases of advanced persistent threat campaigns — that evade detection 

by signature-based and statistical anomaly models. Dynamic trust scoring architectures that update user and 

workload risk scores continuously based on full behavioural context, and immediately revoke or step-up access in 

response to risk score threshold breaches, represent the frontier of adaptive Zero Trust enforcement. 

7.2 Quantum-Resistant Cryptography in Zero Trust 

 

The cryptographic foundations of current Zero Trust implementations — RSA and ECC public key cryptography for 

certificate-based mutual authentication, TLS 1.3 for transit encryption, and AES-256 for data-at-rest encryption — 

face a long-term threat from cryptographically relevant quantum computers capable of executing Shor's algorithm 

against current public key cryptographic schemes. The migration of Zero Trust cryptographic infrastructure to post-

quantum cryptographic algorithms standardised by NIST — ML-KEM (Kyber) for key encapsulation, ML-DSA 

(Dilithium) for digital signatures, and SLH-DSA (SPHINCS+) for hash-based signatures — constitutes a critical 

future capability requirement for organisations whose data requires protection against adversaries harvesting 

currently encrypted traffic for future quantum decryption. Crypto-agility architectures that abstract cryptographic 

algorithm selection from application code, enabling algorithm migration without application changes, are a 

prerequisite for operationally manageable quantum readiness in multi-cloud Zero Trust deployments. 

 

7.3 Decentralised Identity and Verifiable Credentials 

Decentralised identity architectures based on W3C Decentralised Identifiers (DIDs) and Verifiable Credentials 

(VCs) offer a long-term evolution path for multi-cloud identity federation that eliminates the dependency on 

centralised identity provider infrastructure as the single point of trust. In a DID/VC-based Zero Trust model, users 

and workloads present cryptographically attested credential claims — identity assertions, device health 

certifications, role assignments — issued by trusted credential authorities and verifiable without real-time query to a 

central identity provider. This architecture provides resilience against identity provider compromise — a high-value 

attack target in current centralised IAM architectures — and enables privacy-preserving selective disclosure of 

identity attributes, presenting only the claim required for a specific access request rather than the full identity token. 

The maturation of DID/VC standards and the availability of enterprise-grade VC issuance and verification 

infrastructure are prerequisites for practical multi-cloud deployment. 

 

CONCLUSION 

 

This paper has presented the Zero Trust Architecture Framework for Multi-Cloud Environments (ZTA-MCE), a 

comprehensive security architecture that operationalises the three foundational Zero Trust principles — verify 

explicitly, enforce least-privilege access, and assume breach — across the identity, data, network, and workload 

planes of heterogeneous multi-cloud deployments. Grounded in empirical evidence from 47 enterprise 

implementations across diverse industry sectors and cloud configuration profiles, the framework demonstrates mean 
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reductions in identity-related breach incidents of 58.3%, lateral movement events of 62.7%, and breach dwell time 

of 55.4%, confirming the substantial and consistent security outcome improvements achievable through coherent 

multi-plane ZTA implementation. 

 

The five-stage ZTA-MCE Maturity Model provides organisations with a structured investment roadmap calibrated 

to implementation complexity, organisational capability, and the non-linear relationship between maturity 

progression and security outcome improvement. The Stage 2-to-3 transition — from single-plane identity ZT 

enforcement to multi-plane micro-segmentation, data classification, and cross-cloud monitoring — delivers the 

largest incremental security improvement and represents the highest risk-adjusted priority for organisations 

progressing beyond initial ZT deployment. The governance framework elements — policy-as-code guardrails, 

automated incident response integration, and supply chain security controls — are prerequisites for operationally 

sustainable Zero Trust at enterprise multi-cloud scale rather than optional enhancements. 

 

Future development priorities include: (i) longitudinal controlled studies isolating the contribution of individual 

ZTA-MCE components to aggregate security outcome improvement; (ii) standardised multi-cloud Zero Trust 

performance benchmarks enabling cross-deployment comparability; (iii) empirical assessment of AI-driven adaptive 

trust scoring architectures and their detection performance advantages over static policy models; (iv) investigation of 

post-quantum cryptographic migration strategies compatible with multi-cloud Zero Trust architectures; and (v) 

practical evaluation of decentralised identity architectures for enterprise-scale multi-cloud identity federation. The 

implementation of Zero Trust Architecture is now a regulatory expectation rather than a strategic option for 

organisations operating in regulated multi-cloud environments; the frameworks, empirical benchmarks, and 

governance principles presented in this paper provide a practical and evidence-grounded foundation for that 

implementation. 
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