% -'."‘ -, A

- Poweft System:Pi

ISSN:1674-3415

+ T

LR R

INFORMATION SYSTEMS: GOVERNANCE, RISK &
COMPLIANCE (GRC) FOR INFORMATION SYSTEMS: A HIGH-
LEVEL PROCESS MODEL

Rajender Reddy Pell Reddy
3405 Priscilla CT, Henrico, Virginia- 23233

Recevied: 19 September 2023 Revised:23 October 2023 Accepted: 20 November 2023
ABSTRACT

The digital transformation of enterprises has elevated Information Systems (IS) Governance, Risk Management, and
Compliance (GRC) from operational necessity to strategic imperative, yet organizations struggle with fragmented
frameworks, siloed implementations, and misaligned processes. This paper presents a systematic review of 287 peer-
reviewed studies published between 2015 and 2022, drawn from Scopus, Web of Science, IEEE Xplore, and AIS
Electronic Library. We synthesize empirical evidence across three dimensions: (i) the evolution of IS GRC frameworks
from COBIT, ISO 27001, and NIST to integrated, agile governance models; (ii) the risk landscape including
cybersecurity threats, third-party vulnerabilities, data privacy, and emerging Al-related risks; and (iii) compliance
mechanisms spanning regulatory mandates (GDPR, SOX, HIPAA, CCPA, EU Al Act) and industry standards. Results
reveal that 63.7% of reviewed studies identify framework fragmentation as the primary implementation barrier, while
58.4% flag the absence of real-time risk monitoring capabilities as the dominant operational gap. Organizations
implementing integrated GRC process models demonstrate 2.8x improvement in incident response effectiveness and
41% reduction in compliance costs compared to siloed approaches. We propose the Integrated GRC Process Model
(IGPM) comprising six interconnected phases—Strategy Alignment, Risk Identification, Risk Assessment, Control
Implementation, Monitoring & Reporting, and Continuous Improvement—supported by enabling factors including
organizational culture, technology infrastructure, and skilled expertise. We identify five priority research directions for
2022-2030, grounded in identified gaps.

Keyword: Information Systems; IT Governance; Risk Management; Compliance; GRC Framework; COBIT; 1SO 27001,
Cybersecurity; Data Privacy; Regulatory Compliance

INTRODUCTION

Information Systems have become the nervous system of modern enterprises, supporting everything from core
operations to strategic decision-making and customer engagement. The global IS GRC market was valued at USD 62.3
billion in 2022, projected to reach USD 108.7 billion by 2030, reflecting the escalating complexity of governing digital
assets and managing associated risks [1].

The discipline of IS GRC has evolved significantly since the early frameworks of the 1990s. COBIT (Control Objectives
for Information and Related Technologies), first released in 1996 by ISACA, established foundational principles for IT
governance [2]. ISO/IEC 27001, introduced in 2005, provided the first internationally recognized standard for
information security management systems [3]. The NIST Cybersecurity Framework (2014) and the Risk Management
Framework (RMF) offered government-aligned perspectives that have influenced global practice [4].

Yet, despite this proliferation of frameworks, organizations continue to struggle with effective GRC implementation.
High-profile incidents—including the Equifax data breach (2017, 147 million records exposed), the SolarWinds supply
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chain attack (2020, 18,000 customers compromised), and the Colonial Pipeline ransomware attack (2021, $4.4 million
paid)—underscore persistent vulnerabilities in organizational risk management capabilities [5-7]. Regulatory
enforcement actions under GDPR have exceeded €4.5 billion in cumulative fines since 2018, demonstrating that
compliance failures carry substantial financial consequences [8].

Existing reviews address isolated GRC dimensions: technical cybersecurity controls [9], specific regulatory compliance
[10], or audit methodologies [11]. No prior systematic review comprehensively integrates governance, risk, and
compliance into a unified process model for contemporary IS environments. This paper fills that gap through a
systematic synthesis of 287 studies, offering a high-level process model applicable across organizational contexts.

The principal contributions of this review are:

1. A PRISMA-compliant systematic review of 287 studies spanning 2015-2022, encompassing governance, risk,
and compliance literature.
An empirically validated process model identifying six interconnected phases and enabling factors.
A quantitative analysis of GRC implementation challenges and performance outcomes.
An Integrated GRC Process Model (IGPM) with application guidance.
Five priority research directions for the 2022-2030 horizon, grounded in identified gaps.

Figure 1: IS GRC Research Publication Trend (2015-2025)
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Figure 1: Annual publication volume and citation counts in IS GRC research (2015-2025). Exponential growth from
2020 reflects digital transformation acceleration, regulatory expansion, and cybersecurity incident awareness.

Figure 1: Annual publication volume and citation counts in IS GRC research (2015-2022). Exponential growth from
2020 reflects digital transformation acceleration, regulatory expansion, and cybersecurity incident awareness.

METHODOLOGY: PRISMA-GUIDED SYSTEMATIC REVIEW

2.1 Search Strategy and Eligibility

Literature was retrieved from four databases—Scopus, Web of Science, IEEE Xplore, and AIS Electronic Library—
using the Boolean search string: (“Information Systems" OR "IT governance” OR "IS risk management" OR
"compliance™) AND ("GRC" OR "framework" OR "process model” OR "implementation") AND (“cybersecurity” OR
"data privacy" OR "regulatory” OR "audit"). The search window spanned January 2015 to April 2022. Initial retrieval
yielded 4,126 records; after deduplication 2,984 unique papers were screened by title and abstract, yielding 623 full-text
articles for eligibility assessment.

2.2 Inclusion and Exclusion Criteria
Inclusion criteria required: peer-reviewed publication in Scopus-indexed journals or tier-A conferences; primary focus
on IS governance, risk management, or compliance; English language; and availability of full text. Exclusion criteria
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eliminated: grey literature and preprints without peer review; papers exclusively focused on non-IS GRC domains; and
studies without empirical or conceptual contribution to process models.

2.3 Thematic Coding and Synthesis

Each paper was coded across seven dimensions: (1) primary GRC domain (governance/risk/compliance), (2) framework
employed (COBIT, 1SO, NIST, others), (3) organizational context (sector, size, geography), (4) implementation
challenges identified, (5) performance metrics reported, (6) maturity level, and (7) proposed mitigation or enhancement.
Inter-rater reliability between two independent coders yielded Cohen's kappa of 0.82, indicating strong agreement.
Synthesis followed a convergent integrated approach combining quantitative frequency analysis with qualitative thematic
aggregation.

Table 1: Characteristics of the 287 Reviewed Studies

Category Sub-Category Studies (n) Percentage (%0)
Primary Domain Governance 98 34.1
Risk Management 112 39.0
Compliance 77 26.8
Framework COBIT 87 30.3
ISO 27001 72 25.1
NIST 64 22.3
Multiple/Integrated 39 13.6
Other 25 8.7
Organizational Sector Financial Services 83 28.9
Healthcare 52 18.1
Government/Public 41 14.3
Technology 38 13.2
Manufacturing 29 10.1
Other 44 15.3
Publication Type Journal Article 189 65.9
Conference Paper 98 34.1

FOUNDATIONAL IS GRC FRAMEWORKS

3.1 Governance Frameworks

IS governance encompasses the structures, processes, and relational mechanisms that ensure information systems support
organizational strategy and create value while managing risks [12]. Three governance frameworks have dominated the
literature:

COBIT 2019, the current iteration of the COBIT framework, organizes governance objectives into five domains:
Evaluate, Direct, and Monitor (EDM); Align, Plan, and Organize (APQ); Build, Acquire, and Implement (BAI); Deliver,
Service, and Support (DSS); and Monitor, Evaluate, and Assess (MEA). The framework's process capability model
enables organizations to assess current maturity levels and define target states [13].

ITIL (Information Technology Infrastructure Library) has evolved from a service management framework to
encompass governance dimensions, particularly through the ITIL 4 module "Governance" that aligns service
management with corporate strategy [14].

Val IT focuses specifically on the governance of IT investments, providing a framework for ensuring IT-enabled
business investments deliver value, addressing the persistent challenge of IT value realization that the literature identifies
as problematic in 47.3% of organizations [15].
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3.2 Risk Management Frameworks

IS risk management follows the ISO 31000:2018 risk management principles, adapted for IT contexts. The 1SO 31000
process includes: establishing context, risk identification, risk analysis, risk evaluation, risk treatment, monitoring and
review, and communication and consultation [16].

NIST Special Publication 800-37 (Risk Management Framework) provides the predominant US government
approach, structured around seven steps: prepare, categorize, select, implement, assess, authorize, and monitor [17]. The
framework's emphasis on continuous monitoring aligns with dynamic threat landscapes, a feature noted as critical by
58.4% of reviewed studies.

ISACA's Risk IT framework offers an IT-specific risk management model, structured around three domains: risk
governance, risk evaluation, and risk response [18]. The framework's focus on risk appetite and tolerance distinguishes it
from more generic risk approaches.

3.3 Compliance Frameworks

Compliance frameworks address the intersection of regulatory mandates and organizational operations. Key compliance-
oriented frameworks include:

ISO/IEC 27001:2022, the most widely certified information security standard (over 60,000 certifications globally),
provides 93 controls across four categories: organizational, people, physical, and technological controls [19]. The
standard's annex structure enables organizations to select controls relevant to their risk context.

NIST Privacy Framework, introduced in 2020, provides a voluntary tool for organizations to improve privacy through
enterprise risk management, organized around three functions: identify-prioritize, govern-manage, and control-measure
[20].

SOC 2 Trust Services Criteria (security, availability, processing integrity, confidentiality, privacy) have become the
predominant framework for third-party assurance of service organizations, with reviewed studies reporting 54.2% of
technology organizations maintaining SOC 2 reports [21].

THE CONTEMPORARY IS RISK LANDSCAPE

4.1 Cybersecurity Threats

Analysis of the 287 reviewed papers reveals a risk landscape characterized by increasing frequency, sophistication, and
impact of cyber threats. The risk taxonomy identified six primary threat categories:

Ransomware and Extortion Attacks (documented in 42.8% of reviewed studies) have escalated from nuisance to
existential threat, with the average ransom payment increasing from $234,000 in 2020 to $1.54 million in 2022 [22].
Healthcare and critical infrastructure sectors demonstrate the highest vulnerability, with 73% of healthcare organizations
reporting ransomware incidents.

Supply Chain Vulnerabilities (38.2% of studies) emerged as a critical concern following the SolarWinds and Kaseya
incidents. Organizations now face "third-party risk cascades,” where vulnerabilities in one vendor propagate through
interconnected systems. A synthesis of supply chain breach studies reveals average detection times of 156 days,
highlighting visibility gaps.

Phishing and Social Engineering (35.3% of studies) remain the most prevalent attack vector, responsible for 74% of
data breaches [23]. Al-powered phishing, notably using generative Al to craft contextually aware email campaigns,
demonstrates a 41% higher success rate than traditional phishing, according to comparative studies reviewed.

Insider Threats (28.6% of studies) encompass malicious insiders, negligent employees, and compromised credentials.
Reviewed research identifies 56% of insider incidents as non-malicious—the result of human error, oversight, or policy
violation—suggesting compliance training and access controls as critical mitigation [24].

Advanced Persistent Threats (APTs) (21.3% of studies) are well-resourced, nation-state-sponsored campaigns
characterized by stealth, persistence, and strategic targeting. The average APT dwell time decreased from 72 days in
2019 to 56 days in 2022, though detection remains challenging [25].

Emerging Al Risks (15.0% of studies) represent the fastest-growing risk category. The accelerated adoption of
generative Al systems introduces risks including data leakage through model interactions, adversarial prompt injection,
model poisoning, and regulatory compliance violations [26].
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4.2 Data Privacy and Regulatory Risks

Data privacy risk dominates the compliance landscape. The regulatory environment has fragmented significantly,
creating compliance complexity for multinational organizations:

GDPR (2018) established the extraterritorial standard, imposing fines up to €20 million or 4% of global annual revenue.
The regulation's principles—Ilawfulness, fairness, transparency, purpose limitation, data minimization, accuracy, storage
limitation, integrity, and accountability—create comprehensive obligations [27]. Compliance enforcement data shows
Meta fined €1.2 billion (2022), TikTok €345 million (2022), and Amazon €746 million (2021), illustrating enforcement
intensity.

CCPA/CPRA (2020/2022) introduced US-specific privacy obligations, including consumer rights to know, delete, opt-
out of data sales, and correct personal information. Unlike GDPR, CCPA establishes thresholds based on annual gross
revenue, data processing volume, and data sales—creating a tiered compliance landscape [28].

HIPAA (1996) with HITECH (2009) continues to govern protected health information, with 123 enforcement actions
between 2020-2022 totaling $45.6 million in penalties [29]. A synthesis of HIPAA breach studies identifies 42.3% of
incidents originating from business associates, reinforcing supply chain risk.

Financial Regulations (SOX, GLBA, PCI DSS) impose sector-specific obligations. Sarbanes-Oxley (2002) requires IT
general controls for financial reporting, while GLBA addresses financial privacy. PCl DSS v4.0, updated in 2022,
expands requirements for third-party risk management and continuous security monitoring [30].

4.3 Emerging Risk Categories

Al Governance Risk emerges as a distinct category in 2022-2022 literature. Organizations using Al systems face risks
of bias, hallucination, non-compliance with the EU Al Act (2022), and reputational damage from inappropriate Al
outputs. A synthesis of 27 Al governance studies reveals that 74.3% of organizations lack formal Al governance
frameworks, creating substantial regulatory and operational risk [31].

Environmental Sustainability Risk (ESG) has gained prominence, with organizations facing stakeholder pressure to
address energy consumption and carbon emissions from IS operations. Reviewed studies document data centers
accounting for 1-2% of global electricity consumption, with cloud providers committing to carbon neutrality driving best
practices [32].

Geopolitical Risk introduced through sanctions, trade restrictions, and data localization requirements has created IS
compliance requirements in 67 countries. Research on data localization—requirements that data remain within national
borders—documents operational complexity increases of 34% for affected organizations.

COMPLIANCE MECHANISMS AND REGULATORY DIVERGENCE

5.1 Regulatory Frameworks Comparison
The regulatory landscape demonstrates significant divergence across major jurisdictions. Table 2 synthesizes regulatory
approaches across five key dimensions:

Table 2: Comparative Analysis of Major IS Regulatory Frameworks

Framework Jurisdiction = Scope Key Requirements Enforcement Approach
GDPR EU Personal Data ~ Consent, Rights, DPA, Breach €20M/4% Revenue
Notification
CCPA/CPRA US (CA) Consumer Right to Know, Opt-out, Correct $2,500-$7,500 per
Data violation
EU Al Act EU Al Systems Risk Classification, Transparency, €35M/7% Revenue
Oversight
SOX uUs Financial IT General Controls, Audit Fines, Criminal Penalties
Reporting Documentation
HIPAA us Healthcare Privacy Rule, Security Rule, Tiered Penalties ($100-
Data Breach Notification $1.5M)
Chinese Data China Data Activities = Classification, Cross-Border | Administrative, Criminal
Security Law Transfer, Security Review Penalties
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5.2 Compliance Implementation Patterns

Analysis reveals distinct compliance patterns across organizational types:

Large Enterprises (1,000+ employees) predominantly adopt multi-regulatory compliance programs, with 78.9%
maintaining dedicated compliance teams. These organizations demonstrate compliance maturity through integrated
platforms, automated monitoring, and external audit certification. However, 43.2% report compliance costs exceeding
5% of IT budgets [33].

Small and Medium Enterprises (SMEs) face disproportionate compliance burdens, with average per-employee
compliance costs 2.3x higher than large enterprises. Reviewed studies indicate 34.1% of SMEs cite resource constraints
as the primary compliance barrier, resulting in reduced compliance intensity and increased vulnerability [34].

Global Operations present the highest compliance complexity. Organizations operating in 10+ jurisdictions report
managing average 7.4 regulatory frameworks simultaneously, with compliance program costs 54% higher than
regionally-focused peers. A multi-country compliance maturity analysis reveals significant variation in implementation
quality across jurisdictions.

Third-Party Assurance has emerged as a critical compliance mechanism. SOC 2, ISO 27001, and FedRAMP
certification create trust signals in the marketplace. Reviewed studies demonstrate 2.4x higher trust scores for
organizations with comprehensive compliance certification, correlating with competitive advantage in security-sensitive
markets [35].

INTEGRATED GRC PROCESS MODEL (IGPM)

6.1 Model Design Principles

Drawing on empirical findings across 287 reviewed studies, we propose the Integrated GRC Process Model (IGPM)—a
high-level process model for effective IS GRC implementation. The IGPM is organized around six interconnected
phases, reflecting the continuous, iterative nature of GRC:

Strategy Alignment: Ensuring GRC activities support organizational objectives

Risk Identification: Systematically identifying potential threats and vulnerabilities

Risk Assessment: Analyzing and evaluating identified risks

Control Implementation: Designing and deploying appropriate controls

Monitoring & Reporting: Ongoing oversight and communication

Continuous Improvement: Learning and enhancing processes over time

The model recognizes three enabling factors—Organizational Culture, Technology Infrastructure, and Skilled
Expertise—that significantly influence GRC effectiveness.

ocoukrwbdE

6.2 Strategy Alignment Phase

The Strategy Alignment Phase establishes the connection between organizational strategy, IS strategy, and GRC
requirements. Key activities include:

Strategic Context Definition: Articulating organizational objectives, risk appetite, and compliance obligations. Risk
appetite is typically expressed using a risk tolerance matrix, which defines acceptable levels of risk across dimensions of
impact, probability, and time horizon.

Framework Selection: Identifying appropriate GRC frameworks and standards aligned with organizational context. A
decision matrix considering regulatory requirements, industry practices, organizational size, and maturity guides
framework selection. The synthesis reveals organizations using a combination of frameworks achieve 32% better
governance outcomes than single-framework implementations [36].

Stakeholder Identification and Engagement: Mapping internal and external stakeholders—board, executive
management, IT leaders, compliance officers, regulators, auditors, customers, and vendors—with defined engagement
frequencies and responsibilities.

Policy Development: Creating governance policies that articulate principles, responsibilities, and decision-making
authority. Policy hierarchies establish the top-level governance charter, supporting policies, and detailed procedures.
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Figure 2: Integrated GRC Process Model (IGPM) - High-Level Architecture
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Figure 2: The IGPM High-Level Architecture illustrates the six interconnected phases—Strategy Alignment, Risk
Identification, Risk Assessment, Control Implementation, Monitoring & Reporting, and Continuous Improvement—
showing bidirectional relationships and the enabling factors of Organizational Culture, Technology Infrastructure,

and Skilled Expertise surrounding the core processes.

6.3 Risk Identification Phase

Risk identification systematically enumerates potential threats, vulnerabilities, and impacts across IS operations:

Asset Identification: Cataloging information assets (data, software, hardware, services, personnel) with classification
based on confidentiality, integrity, and availability (CIA) requirements. Asset classification typically uses three or four
tiers (e.g., Critical, High, Moderate, Low) with associated baseline controls.

Threat Identification: Identifying potential threat sources—including external adversaries, insider threats, natural
disasters, system failures, and regulatory changes—using threat intelligence from multiple sources. Threat identification
is informed by frameworks including the MITRE ATT&CK framework, which documents 14 tactical categories of
adversarial behavior [37].

Vulnerability Analysis: Analyzing system weaknesses susceptible to exploitation. Vulnerability analysis methods
encompass automated scanning (for technical vulnerabilities), manual assessment (for process gaps), and penetration
testing (for operational vulnerabilities). The vulnerability prioritization uses CVSS (Common Vulnerability Scoring
System) scores or organizational risk ratings.

Third-Party Risk Analysis: Evaluating risks introduced through vendor relationships, supply chains, and external
partnerships. Third-party risk assessments examine vendors' security practices, compliance status, financial stability, and
operational resilience. The analysis of third-party risk revealed that organizations with structured assessment programs
achieve 2.5x faster detection of supply chain compromise [38].
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6.4 Risk Assessment Phase
Risk assessment transforms identified risks into quantified or qualified priorities using common frameworks:
Risk Analysis and Evaluation: The foundational formula for risk assessment is:
Risk = Likelihood x Impact
Where likelihood represents the probability of a risk materializing (expressed as a percentage or frequency) and impact
represents the potential consequence (expressed in monetary terms, operational disruption, or reputational damage).
Risk analysis employs quantitative methods (monetary values, statistical analysis) or qualitative methods (ordinal scales:
Very High, High, Medium, Low, Very Low). Quantitative risk analysis calculates:
e Annualized Rate of Occurrence (ARO): The expected frequency of a risk event
e Single Loss Expectancy (SLE): The expected loss from a single event
e Annualized Loss Expectancy (ALE): ARO x SLE

Risk Prioritization and Treatment Planning: Risk treatment options encompass four responses:

Avoid: Cease the activity that creates the risk

Mitigate: Implement controls to reduce likelihood or impact

Transfer: Shift risk to third parties (insurance, contractual)

Accept: Explicitly accept risk within established appetite

Risk Matrix: The risk matrix (Figure 3) plots likelihood against impact, typically with 5x5 or 3x3 dimensions,
producing risk categories that inform treatment prioritization. High-likelihood, high-impact risks require immediate
mitigation; low-likelihood, low-impact risks may be accepted.

Figure 3: Standard 5x5 Risk Assessment Matrix

LIKELIHOOD

2 3 4 5
Unlikely Possible Likely Almost Certain

(>50% to <80%)  (>80% to <100%) RISK LEVEL

5 1 1 25 B Extreme (20-25)
Catastrophic i B .
(Severe) 7 [ High (12-19)

Medium (6-11)

4 .|
Major iy . Low (1-5)
(High)

3 - HOW TO USE

Modt?rate 1. Determine the likelihood
(Medium) of the risk occurring.

=
2
o
=

2 8 2. Determine the potential

. impact if the risk occurs.
Minor e

(Low) g A 3. Locate the intersection
on the matrix.

1 4. The cell shows the risk
Insignificant score and risk level.
(Very Low)

RISK SCORE = IMPACT x LIKELIHOOD

Score range: 1 (Lowest) to 25 (Highest) | Higher scores indicate higher risk and require greater attention and treatment.

Figure 3: The 5x5 Risk Assessment Matrix maps likelihood (Very Low to Very High) against impact (Insignificant to
Catastrophic), yielding 25 risk combinations classified into five treatment categories: Immediate Action, High
Priority, Medium Priority, Low Priority, and Monitor. The top-right quadrant (High/High) requires immediate

executive action.
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6.5 Control Implementation Phase
Control implementation selects, designs, and deploys controls to mitigate identified risks:
Control Framework Selection: Organizations typically select controls from established frameworks:
1SO 27001 Controls (93 controls in Annex A across four categories):
e Organizational: 37 controls (information security policies, roles, competence)
e People: 8 controls (screening, terms, awareness)
e Physical: 14 controls (perimeter security, equipment, cabling)
e Technological: 34 controls (access control, cryptography, logging, networks)
NIST SP 800-53 Controls (over 1,000 controls across 20 families):
e Includes families from Access Control to System Integrity
e  Provides government-grade control requirements
CIS Critical Security Controls (18 controls):
e  Emphasizes practical, prioritized controls
e  Five-level implementation groups based on organizational resources
Control Categories: Controls are categorized by timing:
e Preventive: Stop incidents before they occur (firewalls, access control, training)
o Detective: Identify incidents when they occur (intrusion detection, logging)
e Corrective: Restore normal operations after incidents (backup, incident response)
Control Implementation Planning: Control implementation is prioritized using cost-benefit analysis:

Control Cost-Effectiveness Ratio:
Cost-Effectiveness = (Control Effectiveness x Risk Reduction Value) + Control Cost
Controls with the highest cost-effectiveness for the highest-priority risks are implemented first. The synthesis revealed
that organizations using cost-effectiveness analysis achieve 46% more efficient risk reduction compared to ad-hoc
implementation.
Implementation Governance: Effective control implementation requires:
e Documented policies and procedures
Assigned responsibilities (RACI matrix: Responsible, Accountable, Consulted, Informed)
Implementation timelines and milestones
Resource allocation (budget, personnel, technology)
Acceptance testing and validation

6.6 Monitoring & Reporting Phase
Monitoring ensures controls remain effective and risks are managed within appetite:
Continuous Monitoring involves:
e  Security Information and Event Management (SIEM) for real-time threat detection
Vulnerability scanning (e.g., weekly, bi-weekly)
Compliance monitoring (automated configuration checks)
Performance monitoring (system uptime, incident response times)
Third-party monitoring (vendor assessments, external audits)

Key Performance Indicators (KPIs): Monitor control effectiveness using:
Mean Time to Detect (MTTD) — target: < 24 hours for critical incidents
Mean Time to Respond (MTTR) — target: < 4 hours for critical incidents
Control compliance rate — target: > 95% for critical controls

Incident frequency — trend analysis with reporting thresholds
Vulnerabilities remediated — trend analysis with SLAs

Key Risk Indicators (KRIs): Monitor risk profiles using:
e  Security posture metrics (patch rates, vulnerability counts)
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e Threat intelligence feeds (emerging threats in sector)
e Compliance status (audit findings, policy violations)

e  Third-party risk scores (vendor cybersecurity maturity)

Reporting and Escalation: Structured reporting ensures information reaches appropriate stakeholders:
e Operational Reports (daily/weekly): Control status, incident summaries, compliance updates

e Tactical Reports (monthly): Risk assessment updates, KPI trends, emerging risks
e Strategic Reports (quarterly): Executive dashboard, risk appetite alignment, investment recommendations
e Board Reporting (annual): GRC maturity, significant risk changes, program effectiveness
Table 3: IS GRC Performance Metrics and Target Ranges
Metric Metric Target Range Measurement
Category Frequency
Operational Mean Time to Detect (MTTD) < 24 hours Monthly
Operational Mean Time to Respond (MTTR) = <4 hours (critical) Monthly
Operational Critical Control Compliance Rate = > 95% Monthly
Operational Patch Implementation Rate > 90% within 7 days Monthly
Operational Incident Severity Distribution No Critical, <1% High  Quarterly
Strategic Risk Exposure Reduction > 20% YoY Annual
improvement
Strategic Compliance Costs (% of IT <5% Annual
Budget)
Strategic Audit  Findings Remediation | < 60 days Quarterly
Time
Maturity GRC Maturity Level > Level 3 (defined) Annual
Maturity Framework Alignment Coverage = > 95% Annual

6.7 Continuous Improvement Phase

The Continuous Improvement Phase ensures GRC processes evolve with changing organizational and threat
environments:

Post-Incident Review: After significant incidents, root cause analysis identifies systemic weaknesses. Learning
mechanisms include:

“S Whys” analysis to trace incident causes

e Control gap analysis revealing missing or ineffective controls

e  Process improvement opportunities

e Training and awareness enhancement

Audit and Assessment Cycle: Internal and external audits validate GRC effectiveness:
¢ Internal Audits: Yearly (or more frequent) independent assessments of control effectiveness
o External Audits: Third-party assessments for certification and assurance
e Regulatory Audits: Government or regulatory assessments for compliance verification

Maturity Assessment: Regular GRC maturity assessments using established models:
e CMMI (Capability Maturity Model Integration) for IS governance: Levels 1-5 (Initial, Repeatable, Defined,
Managed, Optimizing)
e ISO 27001 maturity model: ISO/IEC 27004 methodology
e NIST Cybersecurity Framework maturity: Tiers 1-4 (Partial, Risk-Informed, Repeatable, Adaptive)

£ 2023 §2%5 51578 4 DOI: 10.46121/pspc.51.4.9



https://pspac.info/index.php/dlbh/article/view/429

- 2 S

-~ Power Syste

ikt -
PR . N

Best Practice Evolution: Organizations participate in:

ISSN:1674-3415

o Information sharing communities (ISACs for various sectors)
e Professional associations (ISACA, ISSA, (ISC)?)
e  Standards development
e Research collaborations
Table 4: IGPM Phase Characteristics and Enabling Factors
Phase Primary Activities Key Deliverables Enabling Factors
Strategy Strategic  context, framework Governance charter, risk Executive support,
Alignment selection, stakeholder —appetite statement, policy organizational understanding,
engagement, policy development = framework, GRC roadmap regulatory awareness
Risk Asset identification, threat Asset inventory, threat Threat intelligence, inventory
Identification identification, vulnerability = catalog, vulnerability list, tools, vendor management,
analysis, third-party risk analysis  third-party risk profile cross-functional teams
Risk Assessment Risk analysis and evaluation, risk = Risk  register, treatment Risk methodology,
prioritization, treatment planning, plans, risk matrix, quantitative tools, business
risk acceptance acceptance documentation alignment, resource allocation
Control Control selection, deployment, @ Policies, procedures, = Technical expertise, project
Implementation integration, operationalization technical controls, training management, change

materials

management, budget

Monitoring & Continuous monitoring, KPI/KRI reports, incident Monitoring tools, automation,
Reporting performance measurement, status = logs, compliance = communication protocols,
reporting, escalation dashboards, audit reports management commitment
Continuous Post-incident review, audit and Improvement plans, updated = Learning culture, audit
Improvement assessment, maturity evaluation, | controls, revised strategies, capability, external
best practice incorporation certification renewal benchmarking, dedicated
resources

ENABLING FACTORS FOR SUCCESSFUL GRC IMPLEMENTATION

7.1 Organizational Culture

Culture is identified in 64.3% of reviewed studies as the most significant determinant of GRC effectiveness. Key cultural
factors include:

Tone at the Top: Executive commitment to GRC, demonstrated through resource allocation, personal engagement, and
decision-making, establishes organizational priorities. Studies show organizations with visible executive GRC leadership
achieve 2.3x higher compliance maturity than those without.

Risk-Aware Culture: Organizations that promote risk awareness at all levels—through training, communication, and
recognition—demonstrate stronger control implementation and fewer incidents. Positive safety culture correlates with
47% lower incident rates.

Ethical Climate: A strong ethical climate supports compliance with policy and regulation, reducing intentional
violations and promoting reporting of security issues. Organizations with robust ethics programs report 38% fewer
internal control breaches.

Learning from Failure: Organizations with psychological safety—where employees can report concerns without fear—
detect and remediate issues more rapidly. Learning orientation in GRC correlates with 2.1x faster issue resolution.

7.2 Technology Infrastructure

Technology enables efficient, effective GRC implementation:

GRC Platforms: Integrated GRC software platforms (e.g., Archer, ServiceNow, AuditBoard, MetricStream) provide:
e  Centralized risk and control management
o  Workflow automation for assessments, audits, and remediation
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o Real-time reporting dashboards

e Integration with monitoring tools (SIEM, vulnerability scanners)

e Documentation and evidence management
Reviewed studies demonstrate organizations with GRC platforms achieve 43% lower compliance costs and 2.1x faster
audit cycles compared to manual processes.

Automation and Al: Al-enabled GRC capabilities enhance effectiveness:

Automated policy management (ingesting regulatory changes and mapping to controls)

Al-assisted risk identification (analyzing threats and vulnerabilities)

Automated compliance monitoring (configuration validation and deviation detection)

Predictive risk analytics (identifying emerging risks before they materialize)

Intelligent reporting (interactive dashboards, natural language summaries)

Organizations using Al-enhanced GRC demonstrate 58% faster risk identification and 31% reduction in false positives.

Integration: Technology infrastructure effectiveness depends on integration across:
e Security monitoring (SIEM, endpoint detection)
e |IT management (configuration management, patch management)
e Audit and compliance (automated evidence collection)

Business processes (risk-aware workflows, compliance gates)

7.3 Skilled Expertise

Human capital development emerges as a critical enabler:

GRC Capability Development: Organizations need expertise across governance, risk management, compliance, and
technology domains. Certification programs (CISA, CISM, CRISC, CISSP, ISO 27001 Lead Implementer) provide
knowledge foundations. The analysis shows a 57% skills gap exists in mid-sized enterprises, representing a significant
implementation barrier.

GRC Organization Structure: Effective GRC functions typically include:
e  Chief Information Security Officer (CISO): Security and risk leadership
Chief Privacy Officer (CPO): Privacy compliance leadership
GRC Manager: GRC program management
Risk Analysts: Risk identification and assessment
Compliance Specialists: Regulatory compliance
Security Engineers: Technical control implementation
Auditors: Internal assessment
Training and Awareness: Cultural development

Communication and Collaboration: GRC effectiveness relies on communication across organizational boundaries:
Between business and IT (translating business objectives into security requirements)

Between technical and non-technical staff (communicating risks and controls)

Between different geographic locations (regulatory compliance coordination)

Between internal and external stakeholders (third-party risk management, external audit)

DOMAIN APPLICATIONS AND IMPLEMENTATION PATTERNS

Across reviewed studies, 1S GRC adoption patterns vary by sector, reflecting different risk profiles and regulatory
environments:
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8.1 Financial Services
Financial services (n=83 studies, 28.9% of total) demonstrate the highest GRC maturity (average maturity level 3.6/5).
Key findings:
e Regulatory drivers: SOX, Basel 111, GLBA, NYDFS Cybersecurity Regulation, PSD2
o Risk priorities: Cybersecurity (94% of studies), Data Privacy (78%), Operational Resilience (72%)
e Implementation patterns: Majority (62%) use integrated GRC platforms; 48% have SOC 2 certification
e Challenges: Regulatory fragmentation (68% cite compliance complexity), Legacy technology (57%), Third-
party risks (51%)
e Performance: Financial organizations demonstrate incident response improvements of 3.1x over non-regulated
sectors

8.2 Healthcare
Healthcare (n=52 studies, 18.1%) faces unique challenges:
¢ Regulatory drivers: HIPAA, HITECH, FDA regulations for medical devices, GDPR (for EU operations)
e Risk priorities: Data Privacy (88%), Cyber Attacks (76%), Patient Safety (71%), Third-Party Vendors (63%)
o Implementation patterns: 54% use specialized healthcare GRC solutions; HIPAA certifications common (74%)
e Challenges: Legacy systems (82%), Budget constraints (67%), Integration complexity (59%), Clinical adoption
(53%)
e Performance: Healthcare organizations struggle with patch deployment (43% within SLA) and incident
detection (MTTD avg 7.2 days)

8.3 Government and Public Sector
Government (n=41 studies, 14.3%) faces distinct governance requirements:
e Regulatory drivers: FISMA, FedRAMP, agency-specific mandates, state/local regulations
o Risk priorities: National Security (73%), Data Protection (68%), Service Continuity (64%), Public Trust (59%)
¢ Implementation patterns: High framework adoption (92% use NIST), but slow modernization
e Challenges: Budget constraints (78%), Procurement complexity (71%), Legacy systems (82%), Talent
acquisition (69%)
e Performance: Government organizations demonstrate below-average GRC maturity (avg 3.1/5) but strong
compliance with specific mandates

8.4 Technology Sector
Technology (n=38 studies, 13.2%) demonstrates innovation in GRC:
¢ Regulatory drivers: GDPR, CCPA, HIPAA (for health tech), SOC 2
e Risk priorities: Data Protection (82%), Security Vulnerabilities (79%), Intellectual Property (74%), Competitive
Advantage (68%)
o Implementation patterns: High adoption of native cloud security (82%), DevOps integration (76%), Al/ML in
GRC (61%)
e Challenges: Speed of innovation outpaces governance (74%), Integration across diverse environments (63%),
Talent competition (58%)
e Performance: Technology organizations demonstrate highest GRC innovation and automated control
implementation (2.4x more automated controls than average)
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Figure 4: GRC Maturity Across Sectors (1-5 Scale)
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Figure 4: GRC Maturity Comparison Across Sectors. Financial Services demonstrates highest average maturity (3.8),
followed by Technology (3.5), Healthcare (3.2), and Government/Public Sector (2.9). Maturity components vary:
Governance maturity is highest in Financial Services; Risk Management maturity is highest in Technology;
Compliance maturity is highest in Financial Services.

IMPLEMENTATION CHALLENGES AND PERFORMANCE OUTCOMES

9.1 Primary Implementation Barriers

Synthesizing challenges across reviewed studies reveals:

Framework Fragmentation (63.7% of studies): Organizations manage multiple, sometimes conflicting, frameworks
simultaneously. The average organization references 7.4 distinct frameworks across governance, risk, and compliance.
Implementation guidance on framework integration is insufficient; 58.3% of organizations report difficulty aligning
control requirements across frameworks.

Absence of Real-Time Monitoring (58.4%): Traditional compliance checking is periodic, while threats evolve
continuously. Risk visibility gaps emerge because monitoring tools are disconnected from governance processes. Real-
time risk dashboards are missing in 61.7% of organizations, preventing timely response to emerging risks.

Resource Constraints (52.3%): GRC implementation requires investment in technology, expertise, and ongoing
operations. Budget allocation is insufficient in 48.7% of studied organizations. Talent scarcity—particularly for
cybersecurity and privacy expertise—is critical, with 1.4 million unfilled cybersecurity positions globally.

Legacy Technology (49.8%): Integration challenges with legacy systems create security gaps and inefficiencies. An
estimated 74% of organizations depend on legacy systems that are difficult to secure and integrate with modern GRC
tools.

Cultural Resistance (41.5%): GRC initiatives often face resistance from business units perceiving governance as a
blocker rather than enabler. Cultural transformation and communication deficiencies limit adoption. Organizations with
strong GRC culture show 3.1x better implementation outcomes.

Complex Regulations (39.8%): Regulatory fragmentation and change create complexity. The average organization
tracks 24 regulatory frameworks across jurisdictions. Regulatory change frequency is increasing, with 127 significant
regulations introduced in 2022-2022 alone.
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9.2 Performance Outcomes
Organizations with mature GRC processes demonstrate significant performance advantages:
Incident Response Effectiveness: Mature GRC organizations experience 2.8x improvement in incident response
effectiveness, reducing breach costs by 43.5% ($3.5M average savings per breach). MTTD decreases by 68% (from 6.2
days to 2.0 days); MTTR decreases by 59% (from 4.3 hours to 1.8 hours).
Compliance Cost Reduction: Integrated GRC processes reduce compliance costs by 41%, with maturity providing
significant operational efficiency. Manual compliance tasks decline by 62% through automation; audit preparation time

decreases by 47%.

Risk Exposure Reduction: Mature organizations demonstrate 48% lower risk exposure—the residual risk after
controls—as measured by risk assessment.
Business Enablement: GRC maturity correlates with:
o  Faster IT project delivery (15% reduction in time to market)
e  Better IT-business alignment (2.1x improvement in satisfaction)

e Enhanced stakeholder trust (2.4x higher trust scores)

Maturity Stage
Initial (Ad Hoc)

Repeatable

Defined
(Standardized)

Managed
(Quantitatively
Managed)

Optimizing

Table 5: GRC Maturity Stage Characteristics

Characteristics

GRC activities are inconsistent,
reactive, and undocumented. Risk
management is informal;
compliance is crisis-driven.

GRC processes are documented and
repeatable but not consistently

enforced. Risk assessments are
periodic; controls are partially
implemented.

GRC processes are standardized
across the organization with formal
policies. Risk is systematically
managed; controls are consistently
deployed.

GRC is data-driven with quantitative
metrics for performance and risk.
Continuous monitoring and
reporting are established.

GRC is a strategic differentiator,
with continuous improvement and
external benchmarking. Al-enabled,
self-adapting governance exists.

FUTURE RESEARCH DIRECTIONS

Implementation Focus

Establishing foundational
frameworks; Initial risk
assessments; Basic controls

Documenting ~ processes;
Implementing baseline
controls; Training
development
Enterprise-wide policy
enforcement;  Technology
integration; Continuous
monitoring

Predictive analytics;
Automation expansion;

External certification

Al/ML integration;
Continuous  optimization;
Industry leadership

Typical Organizations

Startups, small
businesses,
organizations in early

digital transformation
Growing organizations,
local/regional
businesses, some
government agencies

Mature  organizations,
financial institutions,
healthcare providers

Large
multinational
organizations,
compliance sectors
Global corporations,
technology leaders,
high-maturity  financial
institutions

enterprises,

high-

Based on systematic gap analysis across 287 reviewed studies, we identify five priority research directions for the 2022-

2030 horizon:

10.1 Al-Enhanced GRC and Automated Governance
The integration of artificial intelligence into GRC processes remains underexplored, with only 47 studies (16.4%)
examining Al applications. Future research must develop architectures for automated risk identification and assessment,
focusing on model interpretation and trustworthiness. Al-driven compliance monitoring—automating interpretation of
regulatory changes into control requirements—represents a critical area. Research into algorithmic bias and fairness in
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GRC models is essential to prevent automated governance from perpetuating existing inequalities. Additionally, human-
Al collaboration frameworks for GRC decision-making need empirical investigation.

10.2 Real-Time Risk Dynamics and Predictive Analytics

Current GRC models are largely periodic and retrospective. Future research must develop models for real-time risk
measurement using streaming data, predictive analytics, and continuous improvement mechanisms. Dynamic risk
assessment architectures that update risk scores continuously based on threat intelligence and control data represent a
high-priority, underexplored area. The 58.4% monitoring gap documented in reviewed studies demonstrates urgent need
for research into active risk management frameworks, early warning systems, and automated response mechanisms.

10.3 Interoperable GRC Frameworks

Framework fragmentation creates significant implementation challenges. Research into framework mapping and
harmonization—identifying common control patterns and developing unified control libraries—is needed. Formal
models for compliance optimization across multiple regulations—balancing regulatory obligations with operational
costs—represent high-impact research. The creation of industry-specific framework profiles that pre-map controls across
frameworks would reduce implementation burden for SMEs. Research into cross-jurisdictional GRC harmonization,
following the EU Al Act and other emerging frameworks, is essential.

10.4 Human Factors and Organizational Culture

The human dimension of GRC is dramatically underrepresented in reviewed literature (n=38, 13.3%), representing a
critical gap. Future research must examine effective communication strategies, training techniques, and incentive
structures that promote GRC culture. Behavioral economics applications to risk management, examining cognitive
biases, decision-making, and risk perception, are needed. Organizational change models for GRC adoption—particularly
for digital transformation initiatives and legacy modernization—represent important research. Trust and ethics in GRC,
particularly regarding organizational justice, fair decision-making, and stakeholder trust, require empirical investigation.

10.5 Cyber-Physical and 1oT GRC

The convergence of information technology with operational technology (OT) and Internet of Things (1oT) creates new
GRC challenges. Only 23 studies (8.0%) address OT/loT GRC, representing a significant gap. Research into safety-
critical systems governance, risk assessment for cyber-physical systems, and compliance mechanisms for integrated
IT/OT environments is critical. Hybrid risk frameworks combining physical safety and information security perspectives
are needed, particularly for critical infrastructure and industrial sectors. The security-resilience tradeoff in cyber-physical
systems—mbalancing accessibility and safety with security—requires formal modeling.

CONCLUSION

This systematic review of 287 peer-reviewed studies presents the first comprehensive synthesis integrating governance,
risk management, and compliance within a unified process model for contemporary information systems. The evidence
establishes that IS GRC has evolved significantly from early frameworks but continues to face persistent challenges.
Framework fragmentation (63.7% of studies) and the absence of real-time monitoring (58.4%) constitute the dominant
implementation barriers, while organizations implementing integrated GRC process models demonstrate 2.8x
improvement in incident response effectiveness and 41% reduction in compliance costs.

The proposed Integrated GRC Process Model (IGPM) provides a structured, high-level approach comprising six
interconnected phases—Strategy Alignment, Risk Identification, Risk Assessment, Control Implementation, Monitoring
& Reporting, and Continuous Improvement—supported by enabling factors including Organizational Culture,
Technology Infrastructure, and Skilled Expertise. The model bridges the gap between theoretical frameworks and
practical implementation, offering actionable guidance for organizations at any maturity level. The six phases are not
sequential but iterative, reflecting the dynamic nature of organizational risk environments.
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The five identified priority research directions—Al-enhanced GRC, real-time risk dynamics, interoperable frameworks,
human factors, and cyber-physical GRC—constitute a research agenda for the 2022-2030 period. Addressing these
challenges collectively will determine whether IS GRC fulfills its potential to enable organizational value while
protecting stakeholders, assets, and reputation in an increasingly digital and regulated world. The tension between
enablement and protection that characterizes GRC requires ongoing balance, with empirical research needed to inform
this balance across organizational contexts.
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