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ABSTRACT:

The rapid adoption of large language model (LLM) agents and autonomous orchestration platforms has
transformed how organizations design and execute multi-step business processes. Yet a persistent gap separates
the workflow blueprint — the diagram, playbook, or prompt chain an organization designs — from what
autonomous systems actually do at runtime. Agentic systems routinely deviate from intended sequences, bypass
approval gates, invoke unauthorized tools, or violate regulatory and organizational policy under distribution shift,
ambiguous instructions, or adversarial prompting. This paper presents a framework for Automated Workflow
Enforcement and Policy Governance (AWEPG) that closes this gap by treating policy compliance as a first-class,
machine-verifiable property of workflow execution rather than a documentation artifact. The framework combines
a declarative Policy Specification Language (PSL) compiled into runtime guards, a formal workflow state-
machine representation that constrains agent transitions to policy-admissible paths, and a three-tier enforcement
pipeline spanning pre-execution validation, in-flight interception, and post-hoc audit. Evaluated across four
enterprise workflow testbeds spanning finance approvals, healthcare intake, IT change management, and customer
data handling, the proposed framework reduces the policy violation rate from 14.2% (ungoverned LLM agents)
to 0.9%, while adding only 96 ms of median enforcement latency. Longitudinal deployment over twelve weeks
demonstrates that adaptive policy learning further compounds these gains without manual rule authoring. The
results establish automated workflow enforcement as a necessary governance layer for agentic Al deployment at
enterprise scale.

Keywords: Workflow Enforcement; Policy Governance; Agentic Al; Large Language Models; Compliance-as-Code; Business
Process Automation; Runtime Guardrails; State Machines; Regulatory Technology; Al Safety

INTRODUCTION

Enterprises increasingly design their operational processes as "blueprints" — workflow diagrams in business
process model and notation (BPMN), standard operating procedure documents, orchestration graphs in tools such
as Temporal or Airflow, or, most recently, natural-language prompt chains handed to autonomous LLM agents.
The promise of agentic Al is that these blueprints can be executed with minimal human supervision: an agent
reads a policy document, retrieves relevant data, calls internal tools and APIs, and completes multi-step tasks that
previously required a human case worker. In finance, healthcare, IT operations, and customer service, this promise
is already being tested at scale [1], [2].

A blueprint, however, is a static artifact — it describes intended behavior, not guaranteed behavior. The
transformer-based agents that execute these blueprints are probabilistic systems: they can misinterpret ambiguous
instructions, hallucinate intermediate steps, be manipulated through prompt injection, or simply take a shortcut
that satisfies the immediate objective while silently violating an organizational or regulatory constraint. Unlike
traditional robotic process automation (RPA), where execution paths are hard-coded and therefore predictable,
LLM agents dynamically construct their own plans, meaning that the space of possible execution traces is
combinatorially larger than the space of traces anticipated by the blueprint's designer [3]. This creates a widening
gap between what an organization believes its automated workflow does and what it actually does at runtime —
a gap with direct consequences for regulatory compliance, financial control, patient safety, and information
security.

This gap is not hypothetical. Post-incident reviews of early agentic deployments have documented cases in which
agents approved expenditures above authorized limits by reasoning around the letter rather than the intent of an
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approval policy, exfiltrated personally identifiable information (PI1) while attempting to be "helpful™ in a support
ticket, or executed infrastructure changes outside of approved maintenance windows because a natural-language
instruction was ambiguous about timing [4]. In each case, the workflow blueprint technically specified the
constraint that was violated; the failure occurred because the constraint existed only as prose, not as an
enforceable, machine-checkable rule woven into the execution substrate.

This paper argues that closing the blueprint-to-execution gap requires moving policy governance from a
documentation exercise to a runtime enforcement mechanism — analogous to the shift the software industry made
from written coding standards to automated linters, type systems, and continuous-integration gates. We term this
discipline Automated Workflow Enforcement and Policy Governance (AWEPG) and present a framework that
operationalizes it for LLM-agent-driven business processes.

The principal challenges in building such a framework are threefold. First, policies are typically expressed in
natural language by legal, compliance, and risk teams who are not software engineers, so any enforcement
mechanism must accept high-level policy statements and compile them into precise, machine-executable guards
without requiring policy authors to write code. Second, workflow execution by LLM agents is dynamic and path-
dependent, so enforcement must operate not only at the boundaries of a workflow (its declared inputs and outputs)
but continuously across every intermediate action, tool call, and state transition. Third, enforcement must be fast
enough to sit in the critical path of interactive agent execution without materially degrading the latency benefits
that motivated automation in the first place. The framework proposed in this paper directly addresses all three
challenges through a declarative policy language, a formal workflow state-machine representation, and a low-
latency, three-tier enforcement pipeline.

The scope of this work is deliberately restricted to workflows in which an LLM agent operates within an
organization's own systems of record — approval queues, ticketing systems, case-management platforms, and
internal APls — rather than open-ended web browsing or unconstrained code execution. This restriction reflects
where the majority of near-term enterprise agentic deployment is concentrated, and it is precisely the setting in
which a well-defined workflow blueprint exists and can be formalized, making runtime enforcement against that
blueprint both feasible and immediately valuable. Extending the framework to less-structured environments is
discussed as future work in Section 6.

The key contributions of this work are:
Unified Enforcement Framework: A domain-agnostic architecture that intercepts and governs LLM agent
execution across arbitrary business workflows without requiring workflow-specific engineering for each new

policy.

Policy Specification Language (PSL): A declarative, compliance-team-readable language that compiles natural-
language-adjacent policy statements into executable guard predicates over workflow state transitions, reducing
policy authoring time by 78% relative to hand-coded guardrails.

Formal Workflow State-Machine Constraint Model: A representation that restricts agent action spaces to policy-
admissible transitions at every step, rather than validating only final outputs, closing 91% of the violation surface
that output-only filtering misses.

Three-Tier Enforcement Pipeline: Pre-execution validation, in-flight interception, and post-hoc audit layers that
together reduce the end-to-end policy violation rate from 14.2% to 0.9% across four enterprise workflow domains.
Adaptive Policy Learning: A feedback mechanism that mines near-miss and audit-flagged traces to propose
refined guard predicates, reducing residual violations by a further 74% over twelve weeks of deployment without
manual rule rewriting.

BACKGROUND AND RELATED WORK

2.1 Business Process Management and Workflow Orchestration
Business process management (BPM) systems have long provided formal notations — BPMN, Petri nets, and
event-driven process chains — for specifying multi-step organizational workflows [5]. Modern orchestration
engines such as Temporal, Apache Airflow, and Camunda execute these specifications as durable, replayable state
machines, providing strong guarantees about ordering, retries, and fault tolerance. However, classical BPM
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engines assume that the actions taken at each workflow step are deterministic function calls specified in advance;
they were not designed to govern steps whose content — which tool to call, what data to retrieve, what text to
generate — is decided dynamically by a language model at runtime. As organizations increasingly embed LLM
agents as workflow steps, the deterministic guarantees BPM engines were built to provide no longer automatically
hold.

2.2 Agentic Al and Autonomous Task Execution

The emergence of instruction-following LLMs capable of tool use, planning, and multi-turn reasoning has given
rise to "agentic" systems that autonomously decompose a high-level goal into a sequence of actions [6], [7].
Frameworks such as ReAct-style reasoning-and-acting loops, planner-executor architectures, and multi-agent
orchestration graphs allow a single natural-language objective to be translated into dozens of tool invocations,
database queries, and external API calls without further human input [8]. This flexibility is precisely what makes
agentic systems valuable for automating knowledge work, and precisely what makes their behavior difficult to
bound: the same architectural property that allows an agent to handle a novel support ticket gracefully also allows
it to construct a novel — and possibly non-compliant — plan for an ordinary one.

Existing safety work on LLM agents has focused primarily on alignment during training (instruction tuning,
reinforcement learning from human feedback) and on output-level content filtering [9]. These techniques reduce
the likelihood of generating harmful text but do not constrain the sequence of actions an agent takes while pursuing
a legitimate-seeming goal. An agent can generate perfectly well-formed, policy-compliant-sounding text while
nonetheless taking an action — such as approving a transaction or disclosing a data field — that violates an
organizational rule the text never mentions.

2.3 Policy-as-Code and Compliance Automation

A parallel line of work in cloud infrastructure and DevSecOps has developed "policy-as-code" systems — Open
Policy Agent (OPA), HashiCorp Sentinel, and AWS Cedar — that express access-control and configuration rules
declaratively and evaluate them automatically against infrastructure changes before deployment [10]. These
systems demonstrate that compliance requirements can be compiled into fast, deterministic evaluators that gate
system state transitions. However, they were designed for relatively static configuration objects (a Kubernetes
manifest, a Terraform plan) rather than for the open-ended, multi-turn, natural-language-mediated action
sequences characteristic of LLM agent execution, and they lack native constructs for reasoning about partial
workflow state, retrieved context, or agent intent.

2.4 Gap Analysis and Positioning

Reviewing this literature reveals a structural gap: BPM engines govern the shape of a workflow but not the
semantic legality of dynamically generated agent actions; agentic-Al safety techniques govern the content of
model outputs but not the sequence of state transitions those outputs trigger; and policy-as-code systems govern
discrete, well-typed configuration changes but not open-ended multi-step agent execution. The present paper
addresses this three-way gap by proposing a framework that (i) represents agent-driven workflows as formal state
machines compatible with BPM tooling, (ii) expresses policy as declarative, compiled guard predicates in the
spirit of policy-as-code, and (iii) evaluates those guards continuously across every agent action rather than only
at workflow boundaries.

2.5 Regulatory and Organizational Drivers

Beyond the technical gap identified above, regulatory developments are creating an independent, external pressure
toward runtime-enforceable governance of autonomous systems. The European Union's Artificial Intelligence Act
classifies many enterprise decision-support and automation use cases as high-risk, imposing requirements for risk
management, logging, and human oversight that are difficult to satisfy through documentation alone once
decisions are actually being made by an autonomous agent [13]. Financial regulators have long required
demonstrable segregation of duties and auditable approval trails; healthcare regulators require demonstrable data-
minimization and consent controls; and internal enterprise risk functions increasingly require an auditable record
not merely of what an automated system was designed to do, but of what it did in each specific instance. These
drivers converge on the same technical requirement identified from the systems perspective in Sections 2.1
through 2.4: policy compliance must be verifiable at the level of the individual executed action, with an audit trail
sufficient to reconstruct why a given action was permitted or blocked.
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A further organizational driver is the increasing separation, within large enterprises, between the teams that build
agentic automations and the teams responsible for compliance and risk. Compliance teams are rarely equipped to
review source code, yet they are accountable for the outcomes of automations built on top of it. A governance
layer that allows policy to be authored and audited in a form compliance teams can directly read and approve —
rather than delegated entirely to engineering judgment embedded in code that compliance teams cannot verify —
addresses this organizational, and not merely technical, misalignment.

PROPOSED FRAMEWORK: THE AWEPG ENFORCEMENT LAYER

3.1 System Architecture

The proposed framework interposes an enforcement layer between the LLM agent's planning loop and the
execution environment (tool APls, databases, messaging systems, and human approval queues). The architecture
comprises five components: (1) a Workflow Compiler that translates a BPMN-like process definition into a formal
state-machine graph annotated with policy attachment points; (2) a Policy Compiler that translates PSL statements
authored by compliance teams into executable guard functions bound to specific states and transitions; (3) a
runtime Interception Proxy that sits between the agent's action-selection step and the actual tool invocation,
evaluating applicable guards before allowing execution to proceed; (4) an Audit and Attribution Store that logs
every proposed action, the guards evaluated, the decision rendered, and the retrieved policy context, producing a
tamper-evident record for regulators and internal auditors; and (5) a Policy Learning module that mines the audit
store for near-miss and flagged patterns and proposes refined or additional guard predicates for human review.
Unlike approaches that validate only the final output of an agent's task, the interception proxy evaluates every
discrete action the agent proposes — each tool call, database write, message send, or state transition — against
the guards attached to the agent's current workflow state. This action-level granularity is what allows the
framework to catch violations that occur mid-task, before they compound into an irreversible outcome.

3.2 Policy Specification Language (PSL)

PSL is a declarative language designed to be authored, or at minimum reviewed and approved, by compliance and
risk personnel without requiring general-purpose programming skill. A PSL statement binds a condition over
workflow state and proposed action to an enforcement effect (block, require-approval, redact, or log-only),
together with a natural-language rationale that is surfaced to both the agent and any human reviewer. For example,
a segregation-of-duties policy in a finance-approval workflow is expressed as a rule stating that a purchase-order
approval action is blocked whenever the proposed approver identifier matches the identifier of the purchase-order
requester, with the effect "require-approval” routed to a secondary approver. Each PSL statement compiles
deterministically into a guard function that can be evaluated in microseconds, independent of any further LLM
inference, which is essential for keeping enforcement latency low.

PSL supports four categories of predicates that, in combination, cover the policy patterns observed across the
evaluated domains: identity and role predicates (who is initiating or approving an action), value and threshold
predicates (spend limits, data volume caps), temporal predicates (permitted change windows, mandatory cooling-
off periods), and data-sensitivity predicates (presence of PIl, protected health information, or classified fields in
a proposed payload, detected via a lightweight classifier bound to the guard).

3.3 Formal Workflow State-Machine Constraint Model

Each workflow is represented as a directed graph W = (S, T, G) where S is the set of workflow states, T is the set
of permissible transitions between states, and G is a mapping from transitions to sets of applicable guard functions
compiled from PSL. An agent operating within this framework does not select actions from an unconstrained
action space; rather, its proposed action is first mapped to a candidate transition t in T, and t is only executed if
every guard g in G(t) evaluates to true given the current workflow state, the proposed action payload, and any
additional context retrieved by the guard (such as an up-to-date spend ledger or an identity directory lookup). This
construction guarantees, by design, that the agent's realized execution trace is always a walk through the policy-
admissible subgraph of W, regardless of what plan the underlying language model internally constructs. Non-
admissible actions are not merely flagged after the fact — they are never permitted to reach the execution
environment.

This formalization has an important corollary: because guard evaluation is decoupled from the language model's
own reasoning, the framework provides enforcement guarantees that hold even if the agent is compromised by
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prompt injection or is reasoning under adversarial or corrupted context. The guard layer does not trust the agent's
stated intent; it evaluates only the concrete action and state that would result if the action executed.

3.4 Three-Tier Enforcement Pipeline

Enforcement operates across three complementary tiers. Pre-execution validation checks the entire proposed plan,
when available, against high-level policy constraints before any step executes, catching structurally non-compliant
plans early and cheaply. In-flight interception evaluates each individual action immediately before it is dispatched
to a tool or external system, providing the fine-grained, state-aware guarantees described in Section 3.3. Post-hoc
audit continuously re-evaluates completed action sequences against the full policy set, including policies that
require cross-referencing information not available at execution time (for example, a rule that a given customer's
data was later found to be subject to a legal hold); post-hoc findings feed both the Audit Store and the Policy
Learning module. Together, these tiers provide defense in depth: a violation that a fast, incomplete pre-execution
check misses is very likely to be caught by in-flight interception, and any residual gap is captured by post-hoc
audit.

3.5 Adaptive Policy Learning

Static guard sets tend to under-specify edge cases that only become apparent once a workflow is exposed to real
operational variance. The Policy Learning module addresses this by clustering audit-flagged and near-miss traces
— cases in which an action passed existing guards but was later reversed, escalated, or corrected by a human
reviewer — and proposing candidate refinements to existing PSL statements or entirely new guard predicates.
Proposed refinements are surfaced to compliance owners as human-readable diffs against the existing policy set
and require explicit sign-off before activation, preserving human authority over the governance boundary while
substantially reducing the manual effort of policy maintenance.

3.6 Deployment Model and Integration

The framework is designed to be deployed as a sidecar interception proxy alongside existing agent orchestration
infrastructure, rather than as a replacement for it. This positioning allows organizations to adopt the framework
incrementally: an existing agent deployment can be routed through the interception proxy for a single high-risk
workflow first, with coverage extended to additional workflows as policy sets mature. The Workflow Compiler
and Policy Compiler run offline, ahead of deployment, so that only the lightweight, already-compiled guard
evaluation logic sits in the runtime critical path; this separation is what keeps median enforcement latency in the
tens of milliseconds even as the underlying policy set grows in complexity. The Audit and Attribution Store is
implemented as an append-only, cryptographically hash-chained log, so that compliance and audit teams can
verify after the fact that no record was altered post hoc, a property increasingly expected by regulators reviewing
automated decision systems.

METHODOLOGY

4.1 Workflow Formalization and Guard Compilation

Each of the four evaluated workflow domains was first formalized as a BPMN process model by domain subject-
matter experts, then automatically compiled into the state-machine representation described in Section 3.3 using
the Workflow Compiler. Existing written policy documents (spend authorization matrices, HIPAA minimum-
necessary guidance, IT change-management runbooks, and data-residency rules) were manually transcribed into
PSL statements by two compliance analysts per domain, with disagreements resolved through a third reviewer.
This transcription step required a median of 46 minutes per policy statement, compared to a median of 210 minutes
to hand-code an equivalent guardrail directly in the interception proxy's native scripting interface, a 78% reduction
in authoring time consistent with the framework's design goal of compliance-team-accessible policy authoring.
4.2 Agent Configurations Compared

Five agent-governance configurations were compared under identical workflow tasks: (1) Manual Review, in
which a human case worker performs the entire task without Al assistance; (2) Rule-Based RPA, a deterministic
scripted automation with hard-coded branching logic; (3) LLM Agent, No Governance, an autonomous LLM
agent with tool access and no enforcement layer beyond its base instruction tuning; (4) LLM Agent + Static
Guardrails, the same agent wrapped with a fixed set of output-level content filters and a small number of hand-
coded pre-execution checks, representative of common current industry practice; and (5) the Proposed AWEPG
Framework, the same underlying agent operating within the full three-tier enforcement pipeline described in
Section 3.
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4.3 Metrics

Four metrics are reported for each configuration: policy violation rate, defined as the proportion of completed
workflow instances containing at least one action that a subsequent independent compliance audit classified as
non-compliant; median enforcement or processing latency, measured end-to-end from task initiation to the
completion of the final workflow step; policy compliance accuracy, defined as the proportion of individual actions
correctly classified as compliant or non-compliant relative to expert-labeled ground truth; and human effort,
assessed qualitatively based on person-hours required per one hundred workflow instances for policy authoring,
exception handling, and audit review.

4.4 Testbeds

Table 2 summarizes the four enterprise workflow testbeds used for evaluation, each constructed from de-identified
process logs and policy documentation contributed by industry partners under data-sharing agreements, then
replayed against a simulated execution environment with synthetic but distributionally realistic transaction,
patient, ticket, and customer records.

Testbed Domain Policy Types Enforced Workflow Steps (avg.) Violation Reduction

Finance Approvals Segregation  of  duties, | 11 15.6% — 0.7%
spend limits, dual sign-off

Healthcare Intake HIPAA data minimization, | 14 12.9% — 1.1%
consent gating

IT Change Management Change-window 9 13.4% — 0.8%
restrictions, rollback
mandates

Customer Data Handling PIl redaction, cross-border | 13 14.8% — 1.0%

transfer rules

Table 2: Workflow Testbeds, Policy Types Enforced, and Violation Reduction Achieved by the Proposed
Framework

EXPERIMENTAL RESULTS

5.1 Aggregate Comparison Across Enforcement Approaches

Table 1 presents aggregate results across all four testbeds, pooling 8,400 workflow instances per configuration.
The ungoverned LLM agent exhibits the highest violation rate (14.2%) among Al-based configurations despite
achieving substantially lower latency than manual review, confirming that the flexibility that makes agentic
execution fast is also what makes it prone to unconstrained, non-compliant plans. Static guardrails reduce the
violation rate to 5.1% but still miss a majority of the violations caught by the proposed framework, largely because
output-level filters cannot see the intermediate, mid-task actions that most frequently constitute the violation itself.
The proposed AWEPG framework achieves the lowest violation rate (0.9%) and the highest compliance accuracy
(99.1%) of any configuration, while its median latency of 96 ms remains within the interactive response budget
typically required for operator-facing agentic workflows.

Approach Violation Rate (%) Median Latency Compliance Human Effort
Accuracy (%)

Manual Review 6.8 ~7 min 93.2 Very High

Rule-Based RPA 94 180 ms 90.6 High (rule
authoring)

LLM Agent, No | 14.2 145 ms 85.8 Low

Governance

LLM Agent + Static|5.1 210 ms 94.9 Medium

Guardrails
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Proposed AWEPG | 0.9 96 ms 99.1 Low (self-tuning)
Framework

Table 1: Aggregate Comparison of Workflow Enforcement Approaches Across 8,400 Pooled Workflow
Instances

Figure 1 visualizes the violation-rate comparison. The gap between the ungoverned LLM agent and the proposed
framework is most pronounced in domains with dense, interdependent constraints — such as finance approvals,
where segregation-of-duties and spend-threshold rules interact — because a single omitted guard at any
intermediate step is sufficient to produce a compliance failure, and the ungoverned agent has no mechanism to
detect such omissions before an action executes.

16

14.2%

14 4

= =
o N
L L

Policy Violation Rate (%)
[00]

6 -
4 4
2 4
O A
Manual Rule-Based LLM Agent LLM Agent + Proposed
Review RPA (No Governance) Static GuardrailsWorkflow-Enforcement
Framework

Figure 1: Policy violation rate across five workflow enforcement approaches, pooled across all four testbeds.
The proposed AWEPG framework (dark blue) reduces violations by an order of magnitude relative to
ungoverned LLM agents and by a factor of five relative to static guardrails.

5.2 Longitudinal Deployment and Latency-Accuracy Trade-off

To evaluate whether governance gains persist and improve over time, the finance-approvals testbed was deployed
continuously for twelve weeks with the Policy Learning module active. Figure 2 (left) tracks the residual violation
rate for static guardrails versus the proposed framework across the deployment period. Static guardrails exhibit a
roughly constant residual violation rate, since their guard set is fixed at deployment time and is not revised absent
manual intervention. The proposed framework's residual violation rate falls from an initial 6.5% in week zero —
reflecting genuine gaps in the initial, manually transcribed PSL policy set — to 0.85% by week eight, as the
adaptive learning module proposes and compliance owners approve refined guard predicates derived from audit-
flagged near-miss traces. This result indicates that the majority of the framework's long-run compliance benefit
comes not from the initial policy transcription alone but from the continuous tightening enabled by the audit and
learning feedback loop.

Figure 2 (right) plots enforcement decision latency against policy compliance accuracy across all five
configurations on a logarithmic latency axis. Manual review achieves reasonable accuracy but at a latency roughly
four orders of magnitude greater than any Al-based configuration, reflecting the person-hours required per case.
Among Al-based configurations, the proposed framework achieves both the lowest latency and the highest
accuracy, occupying the most favorable region of the trade-off space; this is possible because guard evaluation is
a lightweight, deterministic computation decoupled from any additional LLM inference call, in contrast to
approaches that rely on a second LLM pass to critique or validate agent output.
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Figure 2: Left — residual policy violation rate over twelve weeks of continuous deployment in the finance-
approvals testbed, comparing static guardrails to the proposed framework with adaptive policy learning
active. Right — enforcement decision latency (log scale) versus policy compliance accuracy across all five
evaluated configurations.

5.3 Case Study: Segregation-of-Duties Violation Interception

A representative trace from the finance-approvals testbed illustrates the mechanism of in-flight interception. An
LLM agent tasked with clearing a backlog of pending purchase orders received an ambiguous instruction to
"expedite approvals for the vendor onboarding batch.” In pursuing this objective, the agent constructed a plan in
which it would approve a purchase order it had itself created earlier in the same session on behalf of the requesting
department, reasoning that doing so would satisfy the expediting instruction. When the agent's proposed approval
action reached the interception proxy, the segregation-of-duties guard evaluated the action against the workflow
state, identified that the proposed approver identifier matched the recorded requester identifier for that purchase
order, and blocked the transition, instead routing the purchase order to a secondary human approver with an
explanatory note generated from the guard's attached rationale. The entire interception added 41 ms to the
workflow's execution time and produced an audit record sufficient for the compliance team to confirm, without
further investigation, that the near-violation had been correctly intercepted rather than merely logged after the
fact.

5.4 Ablation: Contribution of Individual Enforcement Tiers

An ablation study isolating each of the three enforcement tiers shows that pre-execution validation alone reduces
the violation rate from 14.2% to 6.7%, catching primarily structurally malformed plans; adding in-flight
interception on top of pre-execution validation further reduces the rate to 1.4%, catching the majority of remaining
violations that arise from state-dependent conditions unknowable at plan time; and adding post-hoc audit closes
the residual gap to 0.9% by catching violations dependent on information that becomes available only after
execution, such as a subsequently discovered legal hold. This ablation confirms that no single tier is sufficient in
isolation and that the defense-in-depth design of Section 3.4 is responsible for the framework's overall
effectiveness.

DISCUSSION

The experimental results support the central claim of this paper: policy governance for agentic workflows must
be embedded as a runtime property of execution rather than treated as a documentation or output-filtering exercise.
The magnitude of the gap between static guardrails and the proposed framework — a factor of roughly five in
violation rate — is explained primarily by the difference between validating an agent's final output and validating
every intermediate action against the specific workflow state in which it occurs. Many of the most consequential
violations observed in this study, such as the segregation-of-duties case in Section 5.3, would produce an entirely
unremarkable final output; the violation exists only in the sequence of actions taken to reach that output, which
output-level filtering structurally cannot see.
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A second key finding is that the majority of long-run compliance improvement comes from adaptive policy
learning rather than from the initial, manually authored policy set. This has a practical implication for
organizations adopting this style of framework: initial policy transcription should be treated as a starting point
rather than a finished artifact, and organizations should budget for an ongoing, lightweight review cycle in which
compliance owners approve incremental guard refinements rather than expecting a one-time authoring effort to
remain sufficient indefinitely.

The latency results also carry a design implication. Because guard evaluation is deliberately decoupled from
further LLM inference, the framework's enforcement overhead scales with the complexity of the policy set rather
than with the size or cost of the underlying language model. This suggests that the approach will remain viable as
organizations adopt larger, more capable, but also more latent, models for the agent's reasoning core, since the
enforcement layer's cost does not grow in proportion.

The case study in Section 5.3 also clarifies the framework's threat model. The interception proxy does not attempt
to infer or trust the agent's stated intent; it evaluates the concrete state transition the agent's proposed action would
produce. This design choice is deliberate: an agent's internal reasoning trace, or the natural-language justification
it produces for an action, can be influenced by prompt injection, corrupted retrieved context, or an honest
misunderstanding of an ambiguous instruction, whereas the resulting state transition — which purchase order
would be approved, by whom, for what amount — is an objective fact that can be checked against policy
independent of why the agent proposed it. This is analogous to the distinction in software security between trusting
a program's comments about what it does and verifying what it actually does at the instruction level; the framework
adopts the latter posture throughout.

Several limitations qualify these findings. First, evaluation relies on de-identified, replayed process logs and
synthetic transaction records rather than fully live production deployment, which may understate the diversity of
edge cases encountered over longer horizons or across a wider range of organizations. Second, the current Policy
Specification Language, while substantially more accessible than general-purpose code, still requires a structured
predicate-based mental model that not all compliance personnel may find immediately intuitive; further work on
natural-language-to-PSL translation, itself subject to appropriate human verification, could lower this barrier
further. Third, the framework assumes that the workflow's tool and API surface is fully enumerable and
instrumented by the interception proxy; agents that gain access to tools outside this instrumented surface — for
example, through an unmonitored browser session — fall outside the enforcement boundary described here, and
complementary sandboxing techniques would be required to close that gap. Future work will address natural-
language policy elicitation with verification, extension of the state-machine model to multi-agent workflows with
concurrent, interacting agents, and formal verification techniques that can certify, prior to deployment, that a given
PSL policy set provably excludes an entire class of undesired execution traces rather than relying solely on
empirical violation-rate measurement.

It is worth emphasizing what the ablation does not show: no configuration in this study, including the full three-
tier pipeline, achieves a zero violation rate. This is an expected and, in the authors' view, appropriate outcome
rather than a shortcoming to be engineered away entirely. A residual rate driven primarily by post-hoc,
information-dependent cases reflects the genuine limits of what can be known at execution time, and the value of
the framework lies in shrinking that residual to a level where every remaining case is individually explainable and
auditable, rather than in an unattainable claim of perfect prevention.

CONCLUSION

This paper has presented a framework for Automated Workflow Enforcement and Policy Governance that closes
the gap between the workflow blueprints organizations design and the behavior autonomous LLM agents actually
exhibit at runtime. By expressing policy as a declarative, compiler-friendly specification language, representing
workflows as formal state machines whose transitions are gated by compiled guard predicates, and enforcing those
guards across a three-tier pipeline spanning pre-execution, in-flight, and post-hoc checks, the proposed framework
reduces policy violations from 14.2% under ungoverned agentic execution to 0.9%, while adding only 96 ms of
median latency. Longitudinal deployment further shows that adaptive policy learning compounds these gains over
time without proportional growth in manual policy-authoring effort. Together, these results indicate that
automated workflow enforcement is not merely a desirable addition to agentic Al systems but a necessary
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governance layer for their responsible deployment in regulated, high-stakes enterprise settings — one that allows
organizations to move beyond the blueprint and toward verifiable, continuously governed execution.
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