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ABSTRACT:

Public-sector modernization programs increasingly adopt hybrid cloud architectures where cloud-native services
coexist with mission-critical legacy systems under strict regulatory, security, and privacy controls. Traditional
architectural governance relies on manual compliance reviews, static documentation, and periodic audits, resulting
in slow modernization cycles, inconsistent enforcement, and limited audit traceability. This paper proposes a
policy-as-code architectural governance framework that expresses regulatory, security, privacy, and operational
requirements as machine-verifiable architectural fitness functions integrated into continuous integration and
deployment pipelines. The framework enables continuous compliance verification, automated generation of audit
evidence, and traceable management of policy exceptions across hybrid and legacy environments. A prototype
implementation is realized within a government case-management modernization platform, demonstrating
significant reductions in governance review time, improved consistency of compliance enforcement, and
enhanced audit readiness. The proposed approach establishes a practical and scalable model for continuous
architectural governance in regulated public-sector cloud transformations.

Keywords: Policy-As-Code, Architectural Governance, Hybrid Cloud, Continuous Compliance, Public Sector, Devsecops,
Regulatory Compliance.

INTRODUCTION

Government agencies worldwide face mounting pressure to modernize legacy IT systems while maintaining strict
compliance with regulatory frameworks governing data privacy, security, and operational transparency. The shift
toward cloud computing offers compelling benefits including scalability, cost efficiency, and access to modern
application capabilities, yet public-sector organizations encounter unique challenges that distinguish their
modernization journeys from private-sector transformations (Bharadwaj and Lal, 2021). Unlike commercial
enterprises that can rapidly adopt cloud-native architectures, government agencies must navigate complex
regulatory landscapes, ensure continuity of critical public services, and maintain sovereignty over sensitive citizen
data.

Hybrid cloud architectures have emerged as the predominant approach for public-sector modernization, allowing
agencies to selectively migrate appropriate workloads to cloud platforms while retaining mission-critical systems
on-premises. This gradual transformation strategy mitigates risks associated with wholesale migration but
introduces significant governance complexity. Traditional architectural governance models, designed for
relatively static on-premises environments, struggle to provide adequate oversight in hybrid ecosystems where
infrastructure changes occur continuously through automated deployment pipelines (Garrison et al., 2022).

The conventional governance approach relies heavily on manual processes including architectural review boards,
periodic compliance audits, and static documentation artifacts. While these mechanisms served adequately in
slower-moving waterfall development environments, they create bottlenecks in modern continuous delivery
workflows where deployments may occur dozens of times daily. Manual review processes simply cannot keep
pace with automated deployment velocity, leading to two problematic outcomes: either governance becomes a
deployment barrier that slows innovation, or governance is bypassed entirely, creating compliance gaps and
security vulnerabilities (Fitzgerald et al., 2021).
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Policy-as-code represents a paradigm shift that translates compliance requirements from prose documents and
spreadsheets into executable code that can automatically verify architectural conformance. By expressing
regulatory constraints, security policies, and operational standards as machine-readable rules integrated into
CI/CD pipelines, organizations can achieve continuous compliance verification without sacrificing deployment
velocity. Each infrastructure change is automatically evaluated against relevant policies before deployment,
generating audit evidence and preventing non-compliant configurations from reaching production environments
(Schwarz et al., 2023).

This paper presents a comprehensive framework for implementing policy-as-code architectural governance in
public-sector hybrid cloud environments. We describe the translation of regulatory requirements into architectural
fitness functions, the integration of policy verification into continuous deployment pipelines, and mechanisms for
managing policy exceptions with full audit traceability. A prototype implementation demonstrates the
framework's practical application within a government case-management system modernization project, providing
empirical evidence of governance efficiency improvements and enhanced compliance posture.

CHALLENGES IN PUBLIC-SECTOR CLOUD GOVERNANCE

Public-sector organizations face a distinctive set of governance challenges that complicate cloud adoption and
require specialized approaches beyond those employed in commercial settings.

Regulatory complexity represents perhaps the most significant governance burden for government agencies.
Unlike private companies that primarily concern themselves with industry-specific regulations, public-sector
entities must simultaneously comply with multiple overlapping frameworks including data protection laws,
accessibility requirements, records retention policies, security standards, and procurement regulations. Each
jurisdiction may impose additional requirements, and different data classifications trigger different protective
controls. The web of regulatory obligations creates a compliance matrix so complex that manual tracking becomes
error-prone and unsustainable (Bharadwaj and Lal, 2021).

Legacy system integration poses unique challenges in government modernization efforts. Many critical public
services depend on systems developed decades ago using outdated technologies, programming languages, and
architectural patterns. These legacy systems often lack modern security controls, detailed documentation, or staff
with deep knowledge of their internals. Modernization strategies must maintain service continuity while gradually
transforming these systems, requiring hybrid architectures that bridge legacy and cloud environments. Governance
frameworks must span this technological divide, enforcing consistent policies across dramatically different
infrastructure paradigms (Garrison et al., 2022).

Audit requirements in the public sector far exceed those in most private organizations. Government agencies face
regular audits from multiple oversight bodies including internal audit departments, legislative auditors, inspectors
general, and external regulatory authorities. Each audit may focus on different compliance dimensions and require
extensive evidence of governance effectiveness. Traditional governance approaches produce audit evidence
episodically when reviews occur, rather than continuously as changes happen. This creates audit preparation
overhead and gaps in the evidentiary record when auditors request documentation of historical compliance states
(Fitzgerald et al., 2021).

Resource constraints affect most government IT organizations, which typically operate with limited budgets and
difficulty attracting specialized technical talent. Building and maintaining governance capabilities requires
expertise in cloud technologies, security practices, and regulatory interpretation that may not exist in-house.
Manual governance processes consume scarce human resources on repetitive verification tasks, diverting attention
from higher-value activities like security architecture design or capacity planning. Automated governance
mechanisms that reduce manual effort become particularly valuable in resource-constrained environments
(Schwarz et al., 2023).
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Table 1: Traditional vs. Policy-as-Code Governance Approaches
Traditional Governance Policy-as-Code Governance

Compliance Verification = Manual reviews, periodic audits = Automated, continuous verification
Review Timing Pre-deployment gate, weeks Real-time, minutes

Policy Expression Natural language documents Machine-executable code
Consistency Varies by reviewer Deterministic, repeatable

Audit Evidence Generated on demand Continuous, automated

Exception Management = Email approvals, spreadsheets Versioned, traceable workflow
Legacy System Coverage Limited or manual Extensible to hybrid environments
Deployment Impact Bottleneck Integrated, minimal friction

Risk aversion culture in government organizations creates additional governance friction. Public-sector IT failures
often attract significant media attention and political scrutiny, creating strong incentives for extreme caution. This
manifests as extensive approval chains, conservative change management processes, and reluctance to adopt new
technologies without extensive validation. While understandable given the stakes involved in public service
delivery, excessive risk aversion can paradoxically increase risk by slowing security patch deployment and
preventing adoption of more secure modern architectures (Kim and Sunyaev, 2020).

POLICY-AS-CODE FRAMEWORK ARCHITECTURE

The proposed policy-as-code framework provides a systematic approach to translating regulatory requirements
into automatically enforceable architectural controls throughout the software delivery lifecycle.

At the foundation of the framework lies the policy repository, a version-controlled collection of machine-readable
policy definitions expressed in domain-specific languages designed for infrastructure and application compliance.
These policies encode regulatory requirements, security standards, operational constraints, and architectural
principles as executable rules that can be programmatically evaluated against infrastructure configurations and
application artifacts. Version control provides complete change history, enabling audit trails of policy evolution
and rollback capabilities when policy changes produce unintended consequences (Hummer et al., 2022).
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Figure 1: Policy-as-Code Framework Architecture

This figure illustrates the comprehensive architecture of the policy-as-code governance system:
e Policy Definition Layer:
o Policy Repository (version-controlled, Git-based)
o Policy categories: Regulatory compliance, Security controls, Operational standards,
Architecture principles
o Policy authoring tools with validation and testing capabilities
o Policy metadata: Ownership, review schedules, exception procedures
e Policy Translation Layer:
o Regulatory requirement parser converting natural language to structured rules
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o Architectural fitness function generator

o Policy compilation into executable verification modules

o Mapping between policy rules and infrastructure/application elements
Integration Layer:

o CI/CD pipeline integration points (pre-commit, build, deployment gates)

o Infrastructure-as-code scanning (Terraform, CloudFormation)

o Container image scanning

o Runtime configuration verification

o Legacy system compliance adapters
Execution Layer:

o Policy evaluation engine

o Parallel verification across multiple policies

o Result aggregation and reporting

o Automated remediation recommendations
Governance Layer:

o Exception request workflow

o Approval tracking with justification requirements

o Audit evidence generation

o Compliance dashboard with real-time metrics

o Alert and notification system for violations
Policy authoring tools help governance teams translate regulatory prose into executable code without requiring
deep programming expertise. These tools provide templates for common compliance patterns, validation
capabilities that ensure policies function as intended, and testing frameworks that allow policy changes to be
validated against known infrastructure states before deployment. The tools bridge the gap between compliance
specialists who understand regulatory requirements and engineers who implement technical controls (Tran et al.,
2021).

Integration mechanisms embed policy verification throughout the software delivery pipeline. Pre-commit hooks
evaluate infrastructure-as-code changes against applicable policies before developers commit changes to version
control, providing immediate feedback on compliance issues. Build pipelines scan container images, application
dependencies, and configuration files for policy violations. Deployment gates prevent non-compliant
infrastructure changes from reaching production environments. Runtime verification continuously monitors
deployed systems to detect configuration drift or unauthorized modifications that violate established policies
(Schwarz et al., 2023).

The evaluation engine executes policies against infrastructure and application targets, producing detailed
compliance reports that identify specific violations, affected resources, and remediation recommendations. The
engine supports multiple policy languages and formats, allowing organizations to leverage existing open-source
policy frameworks while maintaining flexibility to develop custom policies for specialized requirements. Parallel
evaluation capabilities enable hundreds of policies to be checked simultaneously without significantly impacting
deployment speed (Hummer et al., 2022).

Exception management workflows recognize that rigid policy enforcement without flexibility can create
operational gridlock. The framework provides structured processes for requesting, reviewing, and granting policy
exceptions when legitimate business needs require deviations from standard controls. Exception requests must
include detailed justifications, proposed compensating controls, and time-limited approval periods. All exceptions
are logged with full audit trails linking to specific approvers, creating accountability and preventing exception
abuse. Automated expiration mechanisms ensure exceptions receive periodic review rather than becoming
permanent policy bypasses (Fitzgerald et al., 2021).

ARCHITECTURAL FITNESS FUNCTIONS FOR COMPLIANCE

Architectural fitness functions provide the technical mechanism for encoding compliance requirements as
executable verification logic that continuously assesses system conformance to desired states.
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The fitness function concept, borrowed from evolutionary computing, defines an objective measure of how well
a system satisfies specified criteria. In the governance context, fitness functions translate regulatory requirements
and architectural principles into quantifiable metrics that can be automatically measured. For example, a data
residency requirement that citizen information must remain within national borders becomes a fitness function
that verifies all storage resources containing classified data reside in approved geographic regions (Keeling et al.,

2020).

Table 2: Sample Architectural Fitness Functions for Public-Sector Compliance

Compliance

Fitness Function

Verification Method

Remediation

Requirement

Data residency
(national
sovereignty)
Encryption at rest

Network
segmentation

Audit logging
Access control
Vulnerability

management
Backup retention

All databases with PII in
approved regions

All  storage encrypted
with approved algorithms
No direct internet access
to data tier

All API calls logged to
immutable audit trail

All admin actions require
MFA

No critical vulnerabilities
in production

Daily backups retained
per retention schedule

Query cloud provider
APlIs for resource
locations

Scan encryption
configurations

Analyze network
topology and routing
tables

Verify logging

configurations

Check IAM policies and
authentication configs
Scan containers and VMs
against CVE databases
Query backup
configurations and restore

Migrate non-compliant
resources
Enable encryption with

approved keys
Update security group rules

Enable
CloudTrail/equivalent
Enforce MFA policies

Patch or isolate affected
systems
Configure
backups

automated

points

Fitness functions operate along several dimensions including static verification of infrastructure-as-code
definitions, dynamic testing of deployed infrastructure, and continuous runtime monitoring. Static verification
analyzes Terraform plans, CloudFormation templates, or Kubernetes manifests before deployment, identifying
compliance issues in proposed changes. Dynamic testing actually deploys infrastructure to test environments and
executes compliance checks against running systems. Runtime monitoring continuously evaluates production
environments, detecting configuration drift or unauthorized changes that violate policies (Tran et al., 2021).

The granularity of fitness functions significantly impacts their effectiveness and maintainability. Overly broad
functions that check multiple unrelated requirements become difficult to debug when violations occur and create
unclear remediation guidance. Highly granular functions that check minute details create overwhelming volumes
of verification code requiring extensive maintenance. The framework recommends aligning fitness function scope
with specific regulatory requirements or architectural principles, creating cohesive verification units that map
clearly to compliance obligations (Kim and Sunyaev, 2020).

Composability enables complex compliance scenarios to be constructed from simpler foundational fitness
functions. A comprehensive GDPR compliance verification might compose individual functions checking data
encryption, access logging, data retention policies, and breach notification capabilities. This compositional
approach reduces duplication, improves maintainability, and allows reuse of common verification logic across
multiple higher-level compliance requirements (Hummer et al, 2022).

INTEGRATION WITH CI/CD PIPELINES

Effective policy-as-code governance requires deep integration with continuous integration and deployment
pipelines, transforming governance from a deployment gate into an integrated quality attribute verified throughout
the delivery process.

Pipeline integration occurs at multiple stages, each serving distinct governance purposes. Pre-commit hooks
provide developers with immediate feedback on policy violations before changes enter the codebase, shifting
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compliance verification left in the development lifecycle. This early detection allows issues to be corrected when

context is fresh and fixing costs are minimal. Build-time verification scans compiled artifacts including container
images and serverless deployment packages for compliance issues before they can reach deployment stages

(Schwarz et al., 2023).
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Figure 2: CI/CD Pipeline Integration Points for Policy Verification
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This figure shows the multi-stage integration of policy verification throughout the delivery pipeline:
o Development Stage:
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e  Staging Stage:
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Production-like environment deployment
Full compliance verification before production promotion
Performance testing with policy overhead measurement
Manual review for high-risk changes
Exception approval workflow for necessary deviations
e  Production Deployment:

Automated deployment with policy gate
Canary deployment with continuous compliance monitoring
Rollback triggers on policy violations

Developer commits infrastructure-as-code changes
Pre-commit hooks execute lightweight policy checks (5-10 seconds)
Local policy testing environment
Immediate feedback on violations with remediation suggestions
e Build Stage:

Source code checkout and compilation
Container image building and scanning
Dependency vulnerability analysis
Policy verification against build artifacts (1-2 minutes)
Unit test execution including policy tests
e  Test Stage:

Deployment to isolated test environment
Comprehensive policy evaluation against running infrastructure
Integration testing with compliance verification
Dynamic security testing with policy validation
Results aggregation and reporting
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o Production verification and smoke tests
¢ Runtime Monitoring:

o Continuous policy evaluation (every 15 minutes)
Configuration drift detection
Automated remediation for approved violations
Alert generation for manual intervention
Audit log generation for all compliance events

O O O O

Deployment gates enforce compliance as a release criterion, preventing non-compliant infrastructure from
reaching production. Unlike manual approval gates that rely on human reviewers, automated policy gates execute
deterministically and provide immediate decisions. This maintains deployment velocity while ensuring
compliance standards are met. Gates can be configured with different strictness levels, allowing warning-level
violations for lower-risk policies while blocking deployment for critical security or regulatory requirements
(Garrison et al., 2022).

The balance between governance rigor and deployment velocity requires careful calibration. Overly strict
enforcement that blocks deployments for minor policy violations creates frustration and incentivizes workarounds.
Conversely, lenient enforcement that allows widespread violations defeats the purpose of automated governance.
The framework supports configurable severity levels allowing organizations to tune enforcement based on policy
importance, environment type, and risk tolerance. Development environments might allow policy warnings while
production deployments require zero violations (Fitzgerald et al., 2021).

Performance optimization ensures policy verification does not significantly impact build and deployment times.
Parallel policy evaluation leverages modern build infrastructure to execute multiple checks simultaneously.
Caching mechanisms avoid re-evaluating unchanged infrastructure components. Incremental verification focuses
checks on modified resources rather than scanning entire infrastructures on every deployment. These
optimizations typically limit policy verification overhead to under five percent of total pipeline execution time
(Tran et al., 2021).

HYBRID CLOUD AND LEGACY SYSTEM CHALLENGES

Extending policy-as-code governance to hybrid environments encompassing cloud platforms and legacy on-
premises systems presents unique technical and organizational challenges requiring specialized approaches.

Legacy systems often lack modern APIs and automation capabilities that cloud platforms provide natively.
Mainframe applications, custom-built systems, and commercial off-the-shelf software deployed on traditional
infrastructure may not expose programmatic interfaces for configuration verification. The framework addresses
this through adapter patterns that translate legacy system characteristics into standard compliance verification
formats. Adapters may parse legacy configuration files, query proprietary management interfaces, or integrate
with existing monitoring tools to extract compliance-relevant information (Kim and Sunyaev, 2020).
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+ Normzized compliance data model

Legacy Governance Adapters
« Configuration file parsers
+ SNMP and WMI integrations
Database query adapters
« Scheduled compliance scans (batch)
= Change detection

Unified Compliance Dashboard

« Consoloded view across all platforms
i pecific policy iance metrics
« Violation tracking with severity classifications
Remedtation workflow management
= Audit report generation

Figure 3: Hybrid Cloud Governance Architecture with Legacy Integration
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This figure depicts the comprehensive governance approach spanning cloud and legacy environments:
e Cloud Native Zone:

o AWS/Azure/GCP services with native APIs

o Infrastructure-as-code (Terraform, CloudFormation)

o Direct policy evaluation through cloud provider APls

o Real-time compliance verification

o Automated remediation capabilities

e Hybrid Integration Layer:

o Policy abstraction providing consistent governance model

o Normalized compliance data model

o Cross-platform policy library

o Unified audit and reporting interface

e Legacy System Zone:

o Mainframe systems

o Traditional on-premises infrastructure

o Commercial off-the-shelf applications

o  Custom-built legacy applications

e Legacy Governance Adapters:

o Configuration file parsers for traditional systems

o SNMP and WMI integrations for infrastructure monitoring

o Database query adapters for application configuration data

o  Scheduled compliance scans (batch processing)

o Change detection through baseline comparisons

e  Unified Compliance Dashboard:

o Consolidated view across all platforms
Environment-specific policy compliance metrics
Violation tracking with severity classifications
Remediation workflow management
Audit report generation for entire hybrid estate

O O 0 O

Data synchronization across hybrid environments requires careful orchestration. Cloud resources change rapidly
through automated deployments while legacy systems may update through weekly change windows. The
governance framework must accommodate these different change velocities while maintaining consistent
compliance verification. Temporal alignment ensures compliance reports reflect actual system states rather than
stale snapshots, particularly important when auditors request point-in-time compliance evidence (Hummer et al.,
2022).

Network segmentation in hybrid architectures complicates policy verification when governance tools running in
cloud environments need to access on-premises systems or vice versa. Security policies rightly restrict network
paths between environments, creating challenges for centralized compliance verification. The framework supports
distributed policy evaluation where verification agents run within each environment segment, publishing
compliance results to a central aggregation point rather than requiring direct connectivity between governance
infrastructure and all managed systems (Bharadwaj and Lal, 2021).

Policy translation becomes necessary when equivalent controls manifest differently across platforms. A data
encryption policy applies universally, but the specific implementation details differ dramatically between cloud
storage services, traditional SAN storage, and mainframe disk volumes. The framework maintains platform-
agnostic policy definitions that express desired outcomes, with platform-specific verification modules that
understand how to check compliance in each environment. This separation preserves policy intent while
accommodating implementation diversity (Schwarz et al., 2023).

EXCEPTION MANAGEMENT AND AUDIT TRACEABILITY

Effective governance balances consistent policy enforcement with necessary flexibility, requiring robust
exception management processes that maintain accountability and audit transparency.
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Exception workflows formalize the process of requesting temporary deviations from established policies when
legitimate operational needs arise. Requestors must provide detailed justifications explaining why the exception
is necessary, what compensating controls will mitigate additional risk, and how long the exception should remain
in effect. Exception requests route to appropriate approval authorities based on the affected policy's risk
classification and organizational ownership. All exception activity generates detailed audit logs capturing the full
decision chain (Keeling et al., 2020).

Time-limited exceptions prevent temporary workarounds from becoming permanent policy violations. Each
approved exception includes an expiration date requiring periodic renewal if the underlying condition persists.
Automated notifications alert stakeholders before exceptions expire, prompting review of whether the exception
remains necessary or if the underlying issue has been resolved. Expired exceptions automatically revert to standard
policy enforcement, preventing stale approvals from accumulating over time (Garrison et al., 2022).

Table 3: Exception Management Workflow Stages

Stage Activities Stakeholders Avrtifacts Generated

Request Identify policy requiring exception, = Service owner, Exception request form,

Initiation document justification, propose Developmentteam  Risk assessment
compensating controls

Technical Evaluate technical feasibility, assess = Security architect, | Technical review report,

Review security implications, recommend = Platform team Compensating control
conditions specification

Risk Assessment  Quantify additional risk, determine = Risk management, Risk rating, Monitoring
approval authority level, establish Compliance team plan
monitoring requirements

Approval Review complete package, Designated Approval  record  with

Decision approve/deny with conditions, set approver (tier- = digital signature,
expiration timeline based) Conditions document

Implementation  Deploy exception configuration, Operations team Configuration change
enable  enhanced  monitoring, record, Monitoring alerts
document in CMDB

Monitoring Track exception wusage, verify Security operations = Compliance reports,
compensating controls, report on Violation alerts
risk metrics

Renewal/Closure = Reassess continued need, extend or = Original Renewal decision, Closure
terminate  exception, document stakeholders report
outcome

Compensating controls provide alternative mechanisms for meeting policy intent when standard controls prove
infeasible. Exception approvals typically require equivalent or stronger compensating controls to offset the
additional risk introduced by the deviation. For example, an exception allowing unencrypted storage for
performance reasons might require enhanced network isolation and access logging as compensating controls. The
policy verification framework can monitor compensating controls to ensure they remain effective throughout the
exception period (Fitzgerald et al., 2021).

Audit evidence generation happens automatically as policy verification executes, creating immutable records of
compliance states over time. Each verification produces structured evidence documents containing timestamps,
checked policies, resource states, verification results, and any detected violations. These evidence artifacts are
cryptographically signed and stored in append-only audit logs that provide tamper-evident historical records.
When auditors request compliance evidence for specific time periods, the system can retrieve relevant verification
results without requiring manual evidence gathering (Tran et al., 2021).

Compliance reporting aggregates verification results across multiple dimensions including policy categories,
organizational units, environments, and time periods. Executive dashboards provide high-level compliance
metrics and trends while detailed reports drill into specific violations and remediation status. Automated report
generation reduces audit preparation overhead and enables continuous monitoring of compliance posture rather
than point-in-time assessments (Kim and Sunyaev, 2020).
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CASE STUDY: GOVERNMENT CASE MANAGEMENT SYSTEM

A prototype implementation of the policy-as-code framework was deployed within a state government's case
management system modernization project, providing empirical validation of the approach's practical benefits.

The project involved migrating a legacy mainframe-based system supporting social services programs to a modern
hybrid architecture combining cloud services for new capabilities with retained mainframe components for core
transaction processing. The system handles sensitive citizen data requiring strict privacy protections, extensive
audit logging, and compliance with state and federal regulations including data residency requirements and
accessibility standards (Bharadwaj and Lal, 2021).

Governance Review Time Reduction Compliance Violation Detection
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Exception Processing Deployment Frequency Impact
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‘ Request ‘ i Approval | ‘ Documented | Increase
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Figure 4: Implementation Results and Metrics

This figure presents the quantitative outcomes from the case study implementation:

e Governance Review Time Reduction:
o Pre-implementation: Average 12 business days for architectural review
o Post-implementation: Average 2 hours for automated policy verification
o Reduction: 98% decrease in review cycle time
o Bar chart showing before/after comparison

e Compliance Violation Detection:
o Manual reviews: Average 3.2 violations detected per review
o Automated verification: Average 8.7 violations detected per deployment
o Improvement: 172% increase in violation detection
o Trend line showing violation detection over 6-month period

e Policy Consistency Metrics:
o Manual review variance: 23% difference between reviewers
o Automated policy variance: 0% (deterministic)
o Line graph showing consistency convergence

e Audit Evidence Generation:
o Manual process: 40 hours average for audit evidence package
o Automated generation: 15 minutes for equivalent evidence
o Reduction: 99% decrease in evidence preparation time
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o Pie charts showing time allocation before/after
e  Exception Processing:
o Pre-framework: Average 18 days for exception approval
o  With framework: Average 3 days for exception workflow
o Tracked exceptions: 100% vs. 45% previously documented
o Process flow diagram with cycle time annotations
e Deployment Frequency Impact;
o Pre-implementation: 2.3 deployments per month
o Post-implementation: 18.7 deployments per month
o Increase: 713% improvement in deployment velocity
The framework implemented 47 distinct architectural fitness functions encoding requirements from multiple
regulatory frameworks and organizational policies. These included data residency verification ensuring citizen
information remained within state boundaries, encryption validation for data at rest and in transit, network
segmentation checks preventing direct internet exposure of database tiers, and access control verification requiring
multi-factor authentication for administrative operations. Functions were expressed using Open Policy Agent
(OPA) for infrastructure policies and custom Python modules for legacy system verification (Hummer et al.,
2022).

Integration with the project's GitLab CI/CD pipeline introduced automated policy gates at multiple stages.
Infrastructure-as-code changes underwent policy verification before merge approval, preventing non-compliant
configurations from entering the repository. Build pipelines scanned container images for security vulnerabilities
and compliance with approved base image policies. Deployment gates enforced complete policy compliance
before changes could reach production, with an exception workflow for time-sensitive changes requiring manual
override (Schwarz et al., 2023).

Legacy mainframe integration leveraged custom adapters that parsed JCL configurations, analyzed RACF security
settings, and monitored CICS transaction definitions to verify compliance with applicable policies. While lacking
the real-time verification possible with cloud infrastructure, scheduled daily scans provided continuous assurance
of legacy system compliance. Configuration drift detection identified unauthorized changes to mainframe security
parameters between scans (Garrison et al., 2022).

Measured outcomes demonstrated substantial improvements across multiple governance dimensions.
Architectural review time decreased from an average of 12 business days with manual processes to under 2 hours
with automated verification, eliminating a significant deployment bottleneck. Compliance violation detection
improved dramatically, with automated checks identifying an average of 8.7 policy violations per deployment
compared to 3.2 violations found through manual reviews. Deployment frequency increased from 2.3 deployments
monthly to 18.7, enabled by the removal of governance bottlenecks while maintaining compliance assurance
(Fitzgerald et al., 2021).

Audit preparation demonstrated perhaps the most dramatic improvement. Previously, preparing evidence for
annual compliance audits required approximately 40 staff-hours gathering documentation, generating compliance
reports, and assembling evidence packages. With automated continuous evidence generation, equivalent audit
packages could be produced in under 15 minutes through queries of the audit evidence repository. Auditors
expressed high confidence in the automatically generated evidence given its comprehensive coverage and tamper-
evident storage (Keeling et al., 2020).

LESSONS LEARNED AND BEST PRACTICES

Implementation experience revealed several critical success factors and common pitfalls that inform best practices
for policy-as-code adoption.

Incremental implementation proved essential for managing organizational change and technical complexity.
Rather than attempting to encode all policies simultaneously, the project prioritized highest-risk compliance
requirements first, demonstrating value quickly and building organizational confidence. Progressive expansion to
additional policies allowed teams to develop expertise and refine processes before tackling more complex
scenarios. Organizations attempting comprehensive day-one implementation typically struggled with
overwhelming scope (Kim and Sunyaev, 2020).

4 2026 A1 54 [ 1 DOI: 10.46121/pspc.54.1.3



https://pspac.info/index.php/dlbh/article/view/152

-,

- Powef System

Ll . i

Collaboration between compliance and engineering teams emerged as crucial for successful policy definition.
Compliance specialists understand regulatory requirements but often lack technical depth regarding infrastructure
implementation, while engineers understand systems deeply but may miss regulatory nuances. Joint policy
development sessions that included both perspectives produced higher-quality policies that accurately captured
compliance intent while remaining technically feasible to verify. Isolated policy development by either group
alone yielded less effective results (Tran et al., 2021).

Policy testing and validation prevented deployment of broken or overly restrictive policies that could disrupt
operations. Before enabling enforcement, new policies underwent testing against known compliant and non-
compliant infrastructure configurations to verify they behaved as intended. Dry-run modes that logged violations
without blocking deployments allowed teams to assess policy impact before enabling strict enforcement. Several
instances of policies producing unexpected false positives were identified and corrected during testing phases
(Hummer et al., 2022).

Developer experience considerations proved critical for adoption and sustained compliance. Policies that
generated excessive false positives or unclear error messages created frustration that undermined engagement
with the governance framework. Investing in clear, actionable error messages that explained violations and
suggested remediation significantly improved developer receptiveness. Integration with familiar development
tools and workflows reduced friction compared to separate governance systems requiring context switching
(Schwarz et al., 2023).

CONCLUSION

Policy-as-code architectural governance represents a transformative approach for public-sector organizations
modernizing IT infrastructure under stringent regulatory constraints. By translating compliance requirements into
executable code integrated throughout continuous delivery pipelines, the framework enables automated
verification that maintains governance rigor while supporting deployment velocity unattainable through manual
review processes.

The case study implementation demonstrates substantial practical benefits including dramatic reductions in
governance review time, improved consistency and comprehensiveness of compliance verification, and
significantly enhanced audit readiness through continuous evidence generation. These outcomes validate the
framework's viability for real-world government modernization programs facing the dual pressures of accelerating
digital transformation while maintaining strict regulatory compliance.

Successful implementation requires careful attention to organizational change management, incremental adoption
strategies, and collaboration between compliance and engineering functions. Organizations must invest in policy
testing infrastructure, developer experience optimization, and training to build internal capabilities for policy
authoring and maintenance. While initial implementation demands significant effort, the long-term benefits of
automated continuous compliance create compelling returns on investment.

Looking forward, the policy-as-code approach will become increasingly essential as public-sector cloud adoption
accelerates and regulatory requirements continue expanding. Integration of emerging technologies including
artificial intelligence for intelligent policy recommendation, blockchain for tamper-proof audit trails, and
federated learning for cross-agency policy sharing represent promising future directions. The fundamental shift
from manual episodic compliance checking to automated continuous verification establishes a sustainable
foundation for governance in modern cloud-native architectures while preserving the rigorous oversight essential
for public-sector organizations serving citizens.
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