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ABSTRACT

The proliferation of Internet of Things (10T) devices has created unprecedented data generation at network edges,
necessitating distributed computing architectures that process information closer to data sources. This research
investigates anomaly detection mechanisms in fog computing environments and evaluates data processing
efficiency at edge nodes. Through experimental deployment of fog computing infrastructure supporting 450 loT
sensors across smart city, industrial monitoring, and healthcare scenarios, this study examines how edge-based
anomaly detection reduces latency, conserves bandwidth, and improves threat response times compared to
centralized cloud processing. The findings reveal that fog-based anomaly detection achieves 87% reduction in
data transmission to cloud servers while maintaining 94.3% detection accuracy for network intrusions and sensor
malfunctions. Edge processing reduces average response latency from 340ms in cloud-centric architectures to
23ms in fog-enabled systems, representing a 93% improvement critical for real-time applications. However,
resource-constrained edge devices face challenges implementing complex machine learning models, with
detection accuracy declining to 89.7% when model complexity exceeds device computational capabilities. The
research identifies optimal fog node placement strategies, lightweight anomaly detection algorithms suitable for
edge deployment, and hybrid edge-fog-cloud architectures balancing processing distribution. These findings have
important implications for designing scalable 10T systems requiring real-time anomaly detection while managing
bandwidth constraints and ensuring data security at network edges.

Keyword: - Edge computing, fog computing, Internet of Things, anomaly detection, distributed processing, smart
cities, network security, real-time systems

INTRODUCTION

The Internet of Things has fundamentally transformed how we interact with physical environments through
connected sensors, actuators, and smart devices. Current estimates suggest over 30 billion 10T devices will be
deployed globally by 2022, generating approximately 73 zettabytes of data annually (Cisco, 2020). This explosive
growth in edge data generation has exposed critical limitations in traditional cloud-centric computing
architectures, where all data processing occurs in centralized data centers.

Cloud computing, while offering virtually unlimited computational resources and storage capacity, introduces
several challenges for 10T applications. Network latency from transmitting sensor data to distant cloud servers
can reach hundreds of milliseconds, unacceptable for time-critical applications like autonomous vehicles,
industrial automation, and healthcare monitoring. Bandwidth costs escalate dramatically when millions of devices
continuously stream data to cloud infrastructure. Privacy and security concerns arise when sensitive data traverses
public networks to reach cloud processing facilities.

Edge and fog computing have emerged as architectural paradigms addressing these limitations by distributing
computation closer to data sources. Edge computing places processing directly on loT devices or nearby gateway
nodes, enabling immediate local decision-making. Fog computing extends this concept by creating an
intermediate computing layer between edge devices and cloud data centers, providing greater computational
resources than edge nodes while maintaining geographical proximity to data sources (Bonomi et al., 2012).
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Anomaly detection represents a critical application for edge and fog computing architectures. 10T systems require
continuous monitoring to identify sensor malfunctions, network intrusions, unusual behavior patterns, and
equipment failures. Traditional approaches transmit all sensor data to cloud servers for centralized analysis,
creating bandwidth bottlenecks and introducing latency incompatible with real-time threat response. Processing
anomaly detection at network edges promises to reduce data transmission, accelerate response times, and enhance
security by minimizing sensitive data exposure.

However, implementing anomaly detection at edge and fog layers faces substantial technical challenges. Edge
devices typically possess limited computational power, memory, and energy resources compared to cloud servers.
Complex machine learning models used for sophisticated anomaly detection may exceed edge device capabilities.
Network heterogeneity across diverse 10T devices complicates deployment of standardized detection algorithms.
Distributed processing requires coordination mechanisms ensuring consistency across edge nodes while avoiding
centralized bottlenecks.

Despite growing research interest in edge and fog computing, several critical questions remain about anomaly
detection implementation. What detection accuracy can resource-constrained edge devices achieve compared to
cloud-based approaches? How do different fog node placement strategies affect detection performance and
network efficiency? What are the optimal divisions of responsibility between edge devices, fog nodes, and cloud
servers for anomaly detection tasks? And what lightweight algorithms enable effective anomaly detection within
edge device computational constraints?

This research addresses these questions through experimental evaluation of fog computing infrastructure
deployed across multiple 10T application scenarios. By comparing edge-based, fog-based, and cloud-based
anomaly detection approaches, this study provides empirical evidence about performance trade-offs and identifies
architectural principles for effective distributed anomaly detection systems.

The paper proceeds through eight sections following this introduction. Section 2 outlines specific research
objectives. Section 3 defines the study scope. Section 4 reviews relevant literature on edge computing, fog
architectures, and anomaly detection. Section 5 describes the experimental methodology. Sections 6 and 7 present
findings on anomaly detection performance and data processing efficiency respectively. Section 8 discusses
implications, and Section 9 concludes with recommendations.

OBJECTIVES

This research pursues the following specific objectives:

* Primary Objective: To evaluate the effectiveness of fog computing architectures for real-time anomaly
detection in loT environments, comparing detection accuracy, latency, and bandwidth utilization against
traditional cloud-centric approaches.

« Secondary Objective 1: To identify optimal fog node placement strategies and computational resource
allocation patterns that maximize anomaly detection performance while minimizing infrastructure costs.

« Secondary Objective 2: To assess the performance of lightweight machine learning algorithms suitable
for resource-constrained edge devices in detecting various anomaly types including sensor failures,
network attacks, and behavioral deviations.

» Secondary Obijective 3: To quantify the trade-offs between edge processing complexity and detection
accuracy, establishing guidelines for distributing anomaly detection workloads across edge-fog-cloud
layers.

» Secondary Objective 4: To develop evidence-based recommendations for designing scalable fog
computing architectures that support real-time anomaly detection across diverse 10T application
domains.

SCOPE OF STUDY

This research operates within the following boundaries:
+ Application Domains: Research focuses on three representative 10T scenarios: smart city infrastructure
(traffic monitoring, environmental sensing), industrial systems (manufacturing equipment monitoring),
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and healthcare (patient vital sign monitoring). These domains represent diverse latency requirements and
data characteristics.

»  Geographical Scope: Experimental deployments occurred in controlled testbed environments and two
real-world pilot installations, representing urban and industrial settings.

* Temporal Scope: Data collection spanned six months (January-June 2022), capturing normal
operational patterns and introduced anomalies across different scenarios.

* Anomaly Types: Study examines sensor hardware failures, network intrusions, data injection attacks,
and abnormal behavioral patterns. Physical security breaches and application-layer attacks receive
limited attention.

» Computational Scope: Research evaluates fog nodes with computational capabilities ranging from
Raspberry Pi 4 (edge gateway) to Intel NUC servers (fog layer) to cloud virtual machines, representing
realistic deployment constraints.

« Excluded Elements: Specific loT communication protocols, energy harvesting techniques, and fog
computing service orchestration platforms are acknowledged but not comprehensively analyzed.

LITERATURE REVIEW

4.1 Edge and Fog Computing Architectures

Edge computing emerged as a response to cloud computing limitations for latency-sensitive and bandwidth-
constrained applications. By processing data at network edges—either directly on l1oT devices or on nearby
gateway nodes—edge computing reduces cloud dependency and enables autonomous local decision-making (Shi
et al., 2016). This architectural shift proves particularly valuable for applications requiring sub-100ms response
times that cloud latency cannot reliably achieve.

Fog computing extends edge computing concepts by introducing an intermediate layer between edge devices and
cloud infrastructure. Proposed by Cisco, fog computing provides distributed computational resources
geographically closer to data sources than cloud data centers but with greater capabilities than individual edge
devices (Bonomi et al., 2012). This hierarchical architecture enables flexible workload distribution, with simple
processing at edge devices, moderate complexity at fog nodes, and resource-intensive analytics in cloud
environments.

The three-tier edge-fog-cloud architecture has become the predominant model for 10T systems. Edge devices
perform immediate filtering and preliminary analysis. Fog nodes aggregate data from multiple edge sources,
execute moderate-complexity analytics, and coordinate edge device behavior. Cloud servers handle long-term
storage, complex machine learning model training, and global system optimization. This distribution balances
latency requirements, computational constraints, and bandwidth costs.

4.2 Anomaly Detection in 10T Systems

Anomaly detection identifies patterns deviating from expected behavior, serving critical roles in security,
reliability, and operational efficiency. 10T environments generate continuous sensor data streams requiring real-
time analysis to detect equipment failures, security breaches, and environmental hazards. Traditional statistical
methods like Z-score analysis and moving averages provide simple anomaly detection but struggle with complex
multivariate patterns and non-stationary data distributions (Chandola et al., 2009).

Machine learning approaches have demonstrated superior anomaly detection performance for complex loT
scenarios. Supervised learning methods like Support Vector Machines and Random Forests classify normal versus
anomalous patterns when labeled training data exists. Unsupervised approaches including clustering algorithms
and autoencoders detect anomalies without requiring labeled examples, valuable for 10T systems where anomalies
are rare and diverse. Deep learning methods using recurrent neural networks capture temporal dependencies in
sensor data, improving detection of sophisticated attacks and gradual equipment degradation.

However, most machine learning anomaly detection research assumes centralized cloud processing with abundant
computational resources. Relatively little work examines how to adapt these algorithms for resource-constrained
edge devices. The computational complexity of deep neural networks, memory requirements for storing training
data and models, and energy consumption for continuous inference create challenges for edge deployment.

£ 2022 2% 50 [HRE 2 DOI: 10.46121/pspc.50.2.5



https://pspac.info/index.php/dlbh/article/view/277

2 i SO

- Power Syste

4.3 Distributed Anomaly Detection

Distributed anomaly detection distributes detection workloads across multiple processing nodes, addressing
scalability and latency challenges in large 10T deployments. Several architectural approaches have been proposed.
Hierarchical detection performs simple filtering at edge devices, moderate-complexity detection at fog nodes, and
sophisticated analysis in cloud environments (Zhang et al., 2018). Collaborative detection shares information
among edge nodes to identify distributed attacks spanning multiple sensors. Federated learning trains detection
models locally on edge devices while aggregating model updates centrally without transmitting raw data.

Each approach offers different trade-offs. Hierarchical detection minimizes bandwidth but may miss complex
anomalies requiring cross-device analysis. Collaborative detection improves accuracy but creates communication
overhead for information sharing. Federated learning preserves privacy but requires edge devices capable of
model training, exceeding capabilities of many loT sensors.

Research on optimal workload distribution across edge-fog-cloud tiers remains limited. Most studies evaluate
specific algorithms on particular hardware rather than systematically examining how different anomaly types and
detection approaches should map to architectural layers. Guidelines for this distribution would enable more
effective fog computing system design.

4.4 Lightweight Algorithms for Edge Deployment

Resource constraints on edge devices necessitate lightweight algorithms balancing detection effectiveness with
computational efficiency. Several approaches have been explored. Statistical methods like ARIMA models and
Exponential Smoothing require minimal computation, suitable for simple edge devices but limited in detection
sophistication. Decision trees and linear models offer reasonable accuracy with low computational overhead.
Incremental learning algorithms update models continuously without storing complete training datasets, reducing
memory requirements.

Model compression techniques adapt complex models for edge deployment. Pruning removes unnecessary neural
network connections, reducing computational requirements. Quantization converts floating-point arithmetic to
lower-precision integer operations, accelerating inference on resource-constrained processors. Knowledge
distillation trains small "student” models mimicking larger "teacher" models, transferring knowledge while
reducing complexity (Hinton et al., 2015).

However, compression inevitably sacrifices some detection accuracy. The trade-off between model size and
performance depends on specific anomaly characteristics and edge device capabilities. Limited empirical research
quantifies these trade-offs across diverse 10T scenarios, making it difficult for system designers to select
appropriate algorithms for particular applications.

4.5 Research Gaps

Despite substantial literature on edge computing and anomaly detection independently, several gaps exist at their
intersection. Most anomaly detection research evaluates algorithms assuming cloud-level computational
resources, providing limited guidance for edge deployment. Edge computing research often focuses on generic
workload offloading rather than specific applications like anomaly detection. Few studies provide empirical
performance comparisons between edge, fog, and cloud anomaly detection across realistic 10T deployments.
Research on fog node placement optimization for anomaly detection applications remains sparse.

This study addresses these gaps through experimental evaluation of distributed anomaly detection across edge-
fog-cloud tiers, providing empirical evidence about performance trade-offs and architectural design principles.

RESEARCH METHODOLOGY

5.1 Research Design

This study employs an experimental approach, deploying fog computing infrastructure across multiple loT
scenarios and comparing anomaly detection performance under different architectural configurations. The design
enables controlled evaluation of edge-based, fog-based, and cloud-based processing approaches.
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5.2 Experimental Infrastructure

The experimental testbed comprised three layers representing edge-fog-cloud architecture. The edge layer
included 450 10T sensors distributed across three application scenarios: 180 sensors for smart city monitoring
(traffic flow, air quality, noise levels), 150 sensors for industrial equipment monitoring (vibration, temperature,
pressure), and 120 sensors for healthcare monitoring (heart rate, blood pressure, oxygen saturation).

Edge gateways consisted of Raspberry Pi 4 devices (quad-core 1.5GHz CPU, 4GB RAM) aggregating sensor data
and performing preliminary processing. The fog layer deployed Intel NUC mini-servers (quad-core 2.3GHz CPU,
16GB RAM, 256GB SSD) at strategic network locations. Cloud processing utilized Amazon Web Services EC2
instances (c5.2xlarge: 8 vCPUs, 16GB RAM) representing typical cloud infrastructure.

5.3 Anomaly Detection Algorithms

Four anomaly detection algorithms representing different complexity levels were implemented:

Lightweight (Edge-suitable): Z-score statistical analysis with sliding window (computational complexity O(n),
memory footprint <IMB). Simple threshold-based detection identifying values exceeding 3 standard deviations
from moving average.

Moderate (Fog-suitable): Isolation Forest unsupervised learning algorithm (complexity O(n log n), memory 10-
50MB). Efficiently identifies outliers through random partitioning without requiring labeled training data.

Complex (Cloud-suitable): Long Short-Term Memory (LSTM) recurrent neural network (complexity O(n?),
memory 100-500MB). Captures temporal dependencies in sensor sequences for sophisticated pattern recognition.

Hybrid: Tiered approach combining Z-score filtering at edge, Isolation Forest at fog layer, and LSTM in cloud
for complex pattern analysis.

5.4 Experimental Scenarios

Three architectural configurations were evaluated:

Cloud-centric: All sensor data transmitted to cloud for centralized anomaly detection. Represents traditional 10T
architecture baseline.

Fog-enabled: Fog nodes perform primary anomaly detection, transmitting only detected anomalies and
aggregated statistics to cloud. Edge devices perform minimal preprocessing.

Edge-optimized: Maximum processing at edge gateways, with fog nodes handling coordination and cloud
providing only model training and global analytics.

5.5 Anomaly Injection

Controlled anomalies were systematically introduced to evaluate detection performance:
e Sensor failures: Random sensor dropout, stuck values, calibration drift (15% of sensors affected)
o Network attacks: Data injection, replay attacks, man-in-the-middle attacks (5% of traffic)
e Behavioral anomalies: Unusual patterns in monitored systems (8% of time periods)

5.6 Performance Metrics

Key metrics included:

Detection accuracy: True positive rate, false positive rate, F1-score

Latency: Time from anomaly occurrence to detection notification

Bandwidth utilization: Data volume transmitted between architectural layers
Computational resource usage: CPU utilization, memory consumption, energy consumption
Scalability: Performance degradation as sensor count increases

5.7 Data Collection and Analysis
Data collection occurred over six months, with continuous monitoring of all performance metrics. Statistical
analysis used paired t-tests to compare architectural configurations. Regression analysis identified factors
predicting detection performance. Scenario-based analysis examined how different anomaly types and application
characteristics affected optimal architectural choices.
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ANOMALY DETECTION PERFORMANCE RESULTS

6.1 Overall Detection Accuracy Comparison

Analysis across all scenarios reveals that fog-enabled architectures achieve comparable detection accuracy to
cloud-centric approaches while dramatically reducing latency and bandwidth consumption. The hybrid edge-fog-
cloud configuration achieved 94.3% overall detection accuracy (F1-score 0.941), compared to 96.1% for pure
cloud-based detection (F1-score 0.959). This modest 1.8 percentage point accuracy reduction proves acceptable
for most applications given the substantial latency and bandwidth advantages.

Edge-optimized architecture showed lower overall accuracy at 89.7% (F1-score 0.893), reflecting computational
limitations of edge devices running lightweight algorithms. However, for simple anomaly types like sensor
failures and threshold violations, edge detection achieved 95.2% accuracy, suggesting that algorithm selection
based on anomaly complexity enables effective edge processing for many scenarios.

[TABLE 1: Anomaly Detection Accuracy by Architecture and Anomaly Type]

Architecture Overall Sensor Network Behavioral False Positive

Accuracy Failures Attacks Anomalies Rate
Cloud-centric 96.1% 98.3% 94.7% 95.2% 2.8%
Fog-enabled (Hybrid) | 94.3% 97.1% 92.8% 93.1% 3.9%
Edge-optimized 89.7% 95.2% 84.5% 88.9% 6.2%
Fog-enabled 93.8% 96.8% 91.4% 93.2% 4.1%
(Isolation Forest)

Note: Accuracy represents F1-score; Values based on 6-month evaluation across 450 sensors

6.2 Latency Performance

Latency reduction represents the most dramatic advantage of edge and fog processing. Cloud-centric anomaly
detection averaged 340ms from anomaly occurrence to detection notification, with substantial variance
(SD=127ms) depending on network conditions and cloud server load. This latency proves unacceptable for time-
critical applications requiring sub-100ms response.

Fog-enabled architecture reduced average detection latency to 23ms (SD=8ms), representing 93% improvement.
Edge-optimized processing achieved even lower latency at 12ms (SD=4ms), though with the accuracy trade-offs
noted above. For industrial monitoring and healthcare applications where rapid response to equipment failures or
patient deterioration is critical, these latency reductions translate directly to safety and operational improvements.
Breaking down latency components reveals where improvements occur. In cloud-centric architecture, network
transmission accounts for 62% of total latency (210ms), processing 28% (95ms), and queuing 10% (35ms). Fog
architecture eliminates most network transmission latency, with fog node processing consuming only 18ms and
local network latency under 5ms.

Latency (ms)

A
10,000

1,000

Real-Time Threshold (100 ms)

ST

Cloud-centric Fog-enabled Edge-optimized
Initiate POC Planning v g Complete Migration
2024-2026 2026-2030 2030-2033

FIGURE 1: Detection Latency Comparison Across Architectures
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6.3 Algorithm Performance on Resource-Constrained Devices

Evaluation of different algorithms on edge devices reveals clear relationships between computational complexity
and detection performance. The lightweight Z-score approach consumed minimal resources (CPU utilization 8%,
memory 0.8MB, energy 0.3W) but achieved only 89.7% accuracy for complex anomalies. Isolation Forest
required moderate resources (CPU 32%, memory 45MB, energy 1.2W) and achieved 93.8% accuracy,
representing the optimal balance for fog nodes.

Attempts to deploy LSTM models on edge gateways proved impractical. The neural network required 480MB
memory, exceeding Raspberry Pi capacity, and inference time of 180ms per sample created processing backlogs.
These results clearly indicate that complex deep learning models belong in cloud or fog layers rather than edge
devices, at least with current hardware capabilities.

Model compression techniques showed promise for bridging this gap. Pruned LSTM models with 70% weight
reduction achieved 91.2% accuracy while consuming 140MB memory and 65ms inference time, within fog node
capabilities. Quantized models using 8-bit integers instead of 32-bit floats reduced memory to 120MB and
inference time to 42ms, making sophisticated detection viable on fog infrastructure.

6.4 Impact of Fog Node Placement

Fog node placement strategy significantly affected system performance. Centralized placement with single fog
nodes serving 75-100 sensors created processing bottlenecks during high-load periods, with detection latency
increasing to 89ms (vs. 23ms under normal load). Distributed placement with fog nodes serving 25-35 sensors
maintained consistent performance but increased infrastructure costs.

Geographic distribution also mattered. Fog nodes placed within one network hop of edge devices achieved
average 4ms network latency, while nodes two hops away experienced 18ms latency. For latency-sensitive
applications, this argues for distributed fog deployment despite higher costs. For applications tolerating 50-100ms
latency, centralized fog deployment provides cost efficiency.

TABLE 2: Fog Node Placement Strategy Performance Comparison]
Placement Sensors per | Avg Detection | Peak Infrastructure Cost | Scalability
Strategy Node Latency Latency (relative) Rating
Centralized 75-100 34ms 89ms 1.0x (baseline) Moderate
Distributed 25-35 23ms 31ms 2.8x High
Hierarchical 40-60 28ms 42ms 1.9x High
Dynamic (load- | Variable 25ms 38ms 2.1x Very High
based)

Note: Values represent median across all deployment scenarios; Cost relative to centralized deployment

DATA PROCESSING AND BANDWIDTH EFFICIENCY

7.1 Bandwidth Utilization Analysis

Bandwidth reduction represents a critical advantage of fog computing, directly translating to operational cost
savings and improved network efficiency. Cloud-centric architecture required transmitting all sensor data to cloud
servers, generating 847GB daily across the 450-sensor deployment. Assuming typical cloud ingress costs of $0.09
per GB, this represents approximately $76 daily or $27,740 annually in data transfer costs alone.

Fog-enabled architecture reduced cloud data transmission by 87%, with only 110GB daily reaching cloud servers.
Fog nodes performed local aggregation and anomaly filtering, transmitting detailed data only for detected
anomalies (constituting 8% of total data) plus hourly statistical summaries. This reduction decreased data transfer
costs to approximately $10 daily or $3,650 annually, yielding $24,090 annual savings for this moderately-sized
deployment. Costs scale linearly, so larger deployments of thousands of sensors would realize proportionally
greater savings.

Edge-optimized architecture achieved 91% bandwidth reduction, with only 76GB daily cloud transmission.
However, this required more capable edge gateways with local storage, increasing edge infrastructure costs. For
many applications, the fog-enabled hybrid approach provides the optimal cost-bandwidth balance.
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FIGURE 2: Daily Data Flow Across Edge-Fog-Cloud Architectures

7.2 Processing Distribution Optimization

Analysis of optimal workload distribution across architectural tiers reveals several principles. Simple
preprocessing operations (data validation, format conversion, timestamp synchronization) belong at edge devices
regardless of architecture, as they must occur before data transmission anyway. These operations impose minimal
computational burden while catching obvious data quality issues immediately.

Statistical anomaly detection using sliding windows and threshold comparisons proves highly effective at fog
nodes, catching 82% of anomalies with minimal computational requirements. Fog nodes can monitor dozens to
hundreds of sensors simultaneously, identifying localized anomalies and coordinating multi-sensor pattern
analysis within neighborhoods of related devices.

Complex machine learning requiring model training or sophisticated pattern recognition across long time horizons
belongs in cloud environments. Cloud servers can retrain models periodically incorporating new data, then deploy
updated models to fog nodes. This division enables continuous improvement while keeping inference workloads
distributed.

The hybrid approach combining all three tiers achieved optimal overall performance: edge filtering eliminated
obvious errors (reducing data volume 34%), fog detection caught most anomalies with low latency (82% of
anomalies detected), and cloud analysis identified sophisticated patterns requiring cross-device temporal analysis
(18% of anomalies, typically complex attacks or gradual degradation).

7.3 Scalability Analysis

Scalability testing incrementally increased sensor counts from 100 to 600 devices to evaluate architectural
behavior under growing load. Cloud-centric architecture showed linear scaling of bandwidth requirements but
experienced increasing latency variance as cloud server load grew. Average latency remained acceptable at
340ms, but 95th percentile latency reached 890ms at 600 sensors, indicating occasional significant delays.

Fog-enabled architecture scaled more gracefully, maintaining consistent latency even as sensor counts increased.
This occurred because fog nodes handle local processing independently, with little cross-node coordination
required. Adding sensors within fog node coverage required no additional fog infrastructure until node capacity
was reached, at which point new fog nodes could be added incrementally.

Edge-optimized architecture exhibited the best scalability characteristics, as each edge gateway operates
independently with fixed workload regardless of overall system size. However, managing distributed edge
infrastructure at large scale creates operational challenges not reflected in performance metrics.
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DISCUSSION

8.1 Interpretation of Findings

The research demonstrates that fog computing architectures provide compelling advantages for 1oT anomaly
detection, achieving near-cloud detection accuracy (94.3% vs. 96.1%) while dramatically reducing latency (93%
improvement) and bandwidth consumption (87% reduction). These results validate the theoretical promise of fog
computing while quantifying specific trade-offs that system designers must navigate.

The modest accuracy reduction from fog processing (1.8 percentage points) proves acceptable for most
applications, particularly given the substantial operational benefits. For safety-critical applications where
maximum accuracy is paramount, hybrid approaches can route difficult cases to cloud processing while handling
routine detection at fog layers. The 6.4 percentage point accuracy reduction for pure edge processing indicates
current edge devices cannot replace fog or cloud for sophisticated detection, though they excel at simple filtering
and immediate response to obvious anomalies.

The 93% latency reduction from fog processing has transformative implications for real-time applications. Many
10T scenarios including industrial control systems, autonomous vehicles, and healthcare monitoring require sub-
100ms response times that cloud architectures cannot reliably provide. Fog architectures meeting 23ms average
latency enable entirely new application categories previously infeasible with cloud-centric approaches.

The 87% bandwidth reduction translates directly to operational cost savings, particularly important for large-scale
deployments. Beyond direct cost benefits, bandwidth conservation reduces network congestion, improves
reliability, and enables deployments in bandwidth-constrained environments like remote industrial sites or
developing regions with limited connectivity.

8.2 Architectural Design Principles
Several design principles emerge from the findings. First, tiered processing distributing workloads according to
complexity and latency requirements optimizes overall system performance. Edge devices should handle
immediate filtering and simple threshold detection. Fog nodes perform moderate-complexity unsupervised
learning and coordinate multi-sensor analysis. Cloud servers focus on model training, complex pattern
recognition, and long-term analytics.

Second, fog node placement requires balancing latency, cost, and scalability objectives. Distributed placement
serving 25-35 sensors per node minimizes latency and maximizes scalability but increases infrastructure costs
2.8x compared to centralized deployment. Applications should select placement strategies matching their specific
latency tolerance and budget constraints.
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Third, algorithm selection must account for deployment target computational constraints. Complex deep learning
models belong in cloud or fog environments rather than edge devices, at least with current hardware. Model
compression techniques enable deploying moderately complex models to fog nodes, but compression-accuracy
trade-offs require careful evaluation.

Fourth, hybrid architectures combining multiple detection approaches across tiers provide robustness and
flexibility. Edge filtering catches obvious errors immediately, fog detection handles most anomalies with low
latency, and cloud analysis identifies sophisticated patterns requiring broader context. This defense-in-depth
approach maximizes detection coverage while optimizing resource utilization.

8.3 Application-Specific Considerations

Different 10T application domains have distinct requirements affecting optimal architectural choices. Smart city
infrastructure with moderate latency tolerance (100-500ms acceptable) can use centralized fog deployment to
minimize costs. Industrial monitoring requiring sub-50ms response times benefits from distributed fog placement
despite higher costs. Healthcare applications demanding maximum detection accuracy should employ hybrid
approaches routing critical decisions through cloud analysis while using fog for routine monitoring.

Applications with intermittent connectivity to cloud infrastructure depend heavily on edge and fog autonomy.
Industrial sites in remote locations or mobile 10T deployments cannot rely on constant cloud access. For these
scenarios, edge-optimized or fog-enabled architectures with local decision-making capability become essential
rather than merely beneficial.

Privacy-sensitive applications like healthcare monitoring benefit from fog processing that analyzes data locally
without transmitting sensitive information to cloud servers. Regulations like GDPR and HIPAA increasingly
mandate data localization, making fog architectures attractive from compliance perspectives beyond technical
performance.

8.4 Future Research Directions

Several research directions warrant further investigation. Longitudinal studies tracking fog computing
deployments over extended periods would reveal operational challenges and maintenance requirements not
apparent in six-month evaluations. Research on federated learning for distributed model training at edge and fog
layers could further reduce cloud dependency while preserving detection accuracy. Investigation of dynamic fog
resource allocation adapting to workload fluctuations would improve efficiency. Studies on security mechanisms
protecting distributed fog infrastructure from compromise would address emerging attack vectors in fog
computing.

8.5 Limitations

This research carries several limitations. The experimental deployment, while substantial, cannot represent all
0T scenarios or environmental conditions. Real-world deployments at larger scales may encounter challenges
not observed in controlled testbeds. The six-month evaluation period may miss seasonal variations or long-term
performance trends. Focus on specific anomaly types means findings may not generalize to all anomaly detection
problems. The hardware platforms evaluated represent current technology; rapid advances in edge device
capabilities could shift performance trade-offs.

CONCLUSION

This research provides comprehensive evidence that fog computing architectures offer compelling advantages for
0T anomaly detection, achieving substantial latency and bandwidth improvements while maintaining near-cloud
detection accuracy. The experimental evaluation across 450 10T sensors in smart city, industrial, and healthcare
scenarios demonstrates that fog-enabled anomaly detection reduces data transmission by 87% and detection
latency by 93% compared to cloud-centric approaches, while achieving 94.3% detection accuracy versus 96.1%
for cloud processing.

The study accomplishes its primary objective of evaluating fog computing effectiveness for real-time anomaly
detection, demonstrating clear performance advantages across multiple metrics. Secondary objectives were
similarly achieved: optimal fog node placement strategies were identified (distributed deployment serving 25-35

£ 2022 2% 50 [HRE 2 DOI: 10.46121/pspc.50.2.5



https://pspac.info/index.php/dlbh/article/view/277

2 i SO

-
. &

- Powef System P

sensors per node for latency-critical applications, centralized deployment for cost optimization), lightweight
algorithms suitable for edge devices were assessed (Isolation Forest providing optimal accuracy-complexity
balance for fog nodes), trade-offs between processing complexity and accuracy were quantified (1.8% accuracy
reduction acceptable for 93% latency improvement), and evidence-based architectural recommendations were
developed.

The findings reveal several critical insights for fog computing system design. First, tiered processing distributing
workloads according to complexity and latency requirements optimizes overall performance. Edge devices excel
at immediate filtering and threshold detection, fog nodes handle moderate-complexity unsupervised learning, and
cloud servers focus on complex pattern recognition and model training. Second, fog node placement strategy
significantly affects performance, with distributed deployment providing superior latency at increased cost. Third,
hybrid architectures combining multiple detection approaches across tiers maximize detection coverage while
optimizing resource utilization.

The latency reduction from 340ms in cloud architectures to 23ms in fog systems represents a transformative
improvement enabling real-time applications previously infeasible with cloud processing. Industrial control
systems, autonomous vehicles, and healthcare monitoring require sub-100ms response times that cloud latency
cannot reliably achieve. Fog architectures meeting these requirements unlock entirely new loT application
categories.

The bandwidth reduction from fog processing generates substantial operational cost savings, particularly
important for large-scale deployments. The 87% decrease in cloud data transmission reduces costs from
approximately $27,740 annually to $3,650 for the 450-sensor deployment studied, yielding $24,090 savings. For
enterprise deployments with thousands of sensors, savings scale proportionally to millions of dollars annually.

However, fog computing introduces new challenges requiring careful consideration. Resource-constrained edge
devices cannot run complex machine learning models, necessitating algorithm selection matching deployment
target capabilities. Distributed fog infrastructure creates management complexity compared to centralized cloud
systems. Security mechanisms must protect fog nodes from compromise while maintaining processing efficiency.

Critical Recommendations:
For loT System Architects:
e Adopt tiered fog architectures distributing processing according to workload complexity and latency
requirements rather than defaulting to cloud-centric designs
e Deploy fog nodes at strategic network locations balancing latency requirements and infrastructure
costs—distributed placement for latency-critical applications, centralized for cost optimization
e Implement hybrid detection approaches combining edge filtering, fog analysis, and cloud pattern
recognition for comprehensive anomaly coverage
e Select algorithms matching deployment target computational constraints—statistical methods for edge,
Isolation Forest for fog, deep learning for cloud

For 10T Application Developers:

o Design applications assuming edge and fog processing capabilities rather than requiring constant cloud
connectivity

o Implement graceful degradation allowing systems to operate with reduced functionality during cloud
connectivity loss

o  Partition workloads explicitly across edge-fog-cloud tiers based on latency sensitivity and computational
requirements

o Utilize model compression techniques enabling deployment of moderately complex models to fog nodes

For Research Community:
e Develop standardized benchmarks for evaluating fog computing anomaly detection performance across
diverse scenarios
e Investigate federated learning approaches enabling distributed model training at edge and fog layers
e Research dynamic resource allocation mechanisms adapting fog infrastructure to workload fluctuations
e Examine security mechanisms protecting distributed fog deployments from emerging attack vectors
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For Industry and Standards Bodies:
e Establish interoperability standards for fog computing platforms enabling vendor-neutral deployments
e Develop fog node reference architectures optimized for common loT application domains
e Create guidelines for fog computing security addressing unique distributed infrastructure vulnerabilities
e Promote fog computing adoption through education about performance advantages and cost savings

This research contributes to fog computing scholarship by providing empirical evidence about anomaly detection
performance across edge-fog-cloud tiers and identifying architectural principles for effective system design. The
findings advance understanding of how distributed processing can address cloud computing limitations for
latency-sensitive and bandwidth-constrained loT applications.

The fog computing paradigm represents a fundamental shift from centralized cloud processing toward distributed
intelligence at network edges. As 10T deployments scale to billions of devices generating unprecedented data
volumes, cloud-centric architectures will become increasingly untenable. Fog computing provides a practical
architectural alternative balancing the unlimited resources of cloud computing with the low latency and bandwidth
efficiency of edge processing.

Organizations deploying loT systems should carefully evaluate fog computing architectures rather than defaulting
to cloud-centric designs. The performance advantages documented in this research—93% latency reduction, 87%
bandwidth savings, near-equivalent detection accuracy—translate directly to improved application
responsiveness, reduced operational costs, and enhanced user experiences. The transition from cloud to fog
computing requires investment in distributed infrastructure and management capabilities, but the benefits justify
these investments for most large-scale 10T deployments.

The future of 10T lies not in transmitting all data to distant cloud servers but in processing information intelligently
at network edges where it is generated. Fog computing provides the architectural framework making this vision
practical, and anomaly detection represents a compelling application demonstrating fog computing's
transformative potential.
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