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ABSTRACT: 

The rapid digitization of healthcare systems has generated unprecedented volumes of patient data, yet this data 

remains largely siloed, underutilized, and disconnected from clinical workflows. This paper presents a novel 

framework that integrates artificial intelligence (AI) with cloud-based healthcare data integration to enhance 

medication management and clinical decision support systems (CDSS). The proposed architecture leverages a 

hybrid cloud-edge computing model to ingest, normalize, and analyze multi-modal data from electronic health 

records (EHRs), pharmacy information systems, wearable devices, and genomic databases. Using a two-stage 

machine learning pipeline—comprising a gradient-boosted medication reconciliation model and a deep neural 

network for adverse drug event prediction—the system provides real-time, evidence-based recommendations at 

the point of care. The framework was evaluated on a de-identified clinical dataset comprising 1.2 million patient 

encounters across three tertiary care hospitals. Experimental results demonstrate that the proposed system achieves 

a medication error detection accuracy of 97.4%, an adverse drug event prediction F1-score of 94.2%, and a clinical 

decision alignment rate of 96.8% with expert physician panels. Furthermore, the cloud-based architecture reduced 

data retrieval latency by 82% compared to traditional on-premise solutions. The study concludes that AI-driven 

cloud integration offers a scalable, secure, and intelligent pathway toward precision medication management and 

proactive clinical governance. 

Keywords: Clinical Decision Support Systems, Medication Management, Cloud Computing, Artificial Intelligence, Healthcare 

Data Integration, Adverse Drug Event Prediction, Electronic Health Records. 

INTRODUCTION 

 

The modern healthcare ecosystem is characterized by an explosion in data generation. From continuous vital sign 

monitors and electronic prescribing systems to genomic sequencing and patient-reported outcomes, the volume, 

velocity, and variety of health-related data are doubling approximately every 73 days. However, this data 

abundance has paradoxically led to a crisis of fragmentation. In a typical tertiary hospital, patient information is 

distributed across an electronic health record (EHR) from one vendor, a pharmacy management system from 

another, laboratory information systems, and often paper-based or legacy documentation. For the practicing 

clinician, synthesizing this information to make safe medication decisions is not merely challenging—it is 

increasingly impossible without computational assistance. 

 

Medication management represents one of the highest-stakes areas of this fragmentation. Adverse drug events 

(ADEs) account for an estimated 1.3 million emergency department visits annually in the United States alone, 

with medication errors contributing to over 7,000 deaths per year. A substantial proportion of these errors are not 

due to clinical ignorance but to information discontinuity: a patient prescribed a new contraindicated medication 

because their allergy record was stored in a different system, or a drug-drug interaction missed because one 

medication was prescribed by a specialist outside the primary EHR. These are problems of data integration, not 

medical knowledge. 

 

Clinical Decision Support Systems (CDSS) have been proposed as a solution for decades. Early rule-based 

CDSS—such as allergy alerts or duplicate therapy warnings—reduced certain error types but also generated 

excessive false alarms, leading to alert fatigue. More recent machine learning-based CDSS offer greater 
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sophistication, yet they face a fundamental limitation: they operate on incomplete data. A predictive model for 

acute kidney injury is only as good as the serum creatinine values fed into it; if those values reside in a laboratory 

system not integrated into the CDSS, the model will fail. The missing link, therefore, is not better algorithms 

alone, but a unified data fabric that can ingest, harmonize, and serve multi-source data in real time. 

 

Cloud computing offers a compelling solution to this integration challenge. Unlike traditional on-premise servers, 

cloud platforms provide elastic storage, standardized APIs, and services specifically designed for healthcare 

interoperability (e.g., FHIR servers, HL7 v2 ingestion pipelines). Moreover, cloud-based AI services enable the 

deployment of large-scale machine learning models without requiring hospitals to invest in expensive GPU 

clusters. However, cloud adoption in healthcare has been slow due to concerns over data privacy, latency, and 

regulatory compliance. The COVID-19 pandemic accelerated this adoption, demonstrating that secure, cloud-

mediated data sharing is both feasible and necessary for modern care delivery. 

 

This paper proposes an integrated framework that bridges the gap between fragmented healthcare data and 

intelligent clinical action. The contributions of this work are threefold: 

1. A hybrid cloud-edge architecture for healthcare data integration that maintains low-latency response 

at the point of care while leveraging cloud-scale analytics for population-level learning. 

2. A dual-model AI pipeline incorporating: (a) a gradient-boosted machine (LightGBM) for automated 

medication reconciliation across disparate data sources, and (b) a deep attention network for real-time 

adverse drug event prediction. 

3. A comprehensive evaluation using real-world clinical data, measuring not only predictive accuracy but 

also clinical utility, latency, and user acceptance. 

The remainder of this paper is organized as follows: Section II reviews related work in CDSS, medication 

management AI, and cloud health informatics. Section III details the proposed methodology, including the data 

integration layer, feature engineering, and model architectures. Section IV presents the experimental setup, dataset 

description, and evaluation metrics. Section V reports results and comparative analysis. Section VI discusses 

limitations, privacy considerations, and future directions. Section VII concludes the paper. 

 

RELATED WORK 

 

A. Traditional Clinical Decision Support Systems 

Early CDSS were primarily knowledge-based systems that encoded expert rules using logical inference engines. 

The Arden Syntax, developed in the late 1980s, remains a standard for representing medical logic modules 

(MLMs). Systems such as HELP (Health Evaluation through Logical Processing) at LDS Hospital demonstrated 

that rule-based alerts could reduce certain medication errors by up to 55%. However, these systems suffered from 

brittleness: rules required manual updating, could not handle novel scenarios, and generated unacceptably high 

false-positive rates. A seminal study by Kesselheim et al. (2018) found that physicians overrode up to 90% of 

drug-drug interaction alerts, indicating fundamental limitations in rule-based approaches. 

 

B. Machine Learning for Medication Safety 

The application of machine learning to medication management has grown substantially over the past decade. 

Corny et al. (2020) developed a random forest model to predict high-risk medication errors in hospitalized 

patients, achieving an area under the ROC curve (AUC) of 0.89 using features extracted from a single EHR. 

Similarly, Zhang et al. (2021) used long short-term memory (LSTM) networks to model sequential medication 

orders, achieving 91.3% accuracy in predicting potential adverse drug reactions. However, these models were 

trained and tested on data from single institutions, limiting generalizability. 

 

More recent work has explored transfer learning and federated approaches. Liu et al. (2022) proposed a cross-

institutional medication recommendation system using federated learning, demonstrating that models trained 

across three hospitals without sharing raw data outperformed single-site models by 12.4% in precision. 

Nevertheless, federated learning introduces significant system complexity and assumes that each site has 

compatible data schemas—an assumption rarely met in practice. 

 

Our work differs from these approaches by focusing explicitly on the integration problem. Rather than assuming 

a clean, unified dataset, we design our system to operate on heterogeneous, distributed data sources, performing 

real-time harmonization before prediction. 
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C. Cloud Computing in Healthcare 

Cloud adoption in healthcare has historically lagged behind other industries due to concerns over protected health 

information (PHI) and compliance with regulations such as HIPAA (USA) and GDPR (Europe). However, recent 

technical advances have addressed many of these concerns. Cloud providers now offer HIPAA-eligible services 

with encryption at rest and in transit, granular access controls, and audit logging. Moreover, the emergence of 

cloud-based FHIR servers (e.g., Google Cloud Healthcare API, AWS Health Lake) has reduced the technical 

barrier to interoperability. 

 

Several research projects have demonstrated cloud-based health analytics. The eICU Collaborative Research 

Database, hosted on Google Cloud, enabled large-scale critical care research across 335 ICUs. More relevant to 

medication management, Wang et al. (2023) developed a cloud-native adverse drug event surveillance system 

that processed streaming EHR data from 12 hospitals, detecting 1,242 previously unrecognized ADEs over a 6-

month period. However, this system operated in batch mode (hourly updates), which is insufficient for real-time 

clinical decision support. 

 

Our proposed architecture addresses the latency challenge through a hybrid design: time-sensitive predictions 

(e.g., allergy alerts during order entry) are handled by edge nodes located within the hospital network, while 

population-level model retraining and non-urgent analytics run in the cloud. 

 

D. Data Integration Standards and Challenges 

Interoperability standards have evolved significantly, yet remain a practical barrier. HL7 v2 (widely used for 

laboratory and ADT messages) and HL7 FHIR (a modern RESTful standard for clinical data) are both prevalent, 

often simultaneously. A single patient encounter may involve HL7 v2 messages from the laboratory information 

system, FHIR queries from a mobile nursing application, and comma-separated value exports from an outdated 

pharmacy system. Achieving semantic interoperability—ensuring that "metformin 500 mg" from one system 

means the same as from another—requires additional normalization layers. 

 

Previous integration efforts have employed extract-transform-load (ETL) pipelines, but these are batch-oriented 

and fragile when source schemas change. A more recent direction is the use of knowledge graphs to map disparate 

terminologies (RxNorm, SNOMED CT, ICD-10) into a common representation. Our system incorporates a 

lightweight knowledge graph mapper that resolves medication and condition concepts on the fly, enabling real-

time integration without prior schema harmonization. 

 

RESEARCH METHODOLOGY 

 

A. System Architecture Overview 

The proposed framework, termed AICDSS (Artificial Intelligence Clinical Decision Support System), follows a 

hybrid cloud-edge architecture comprising five layers: 

1. Data Ingestion Layer: Resides at each participating hospital site. Connects to local EHR databases, 

pharmacy systems, laboratory information systems, and wearable device APIs. Uses change data capture 

(CDC) to stream new or updated records in near-real time. 

2. Normalization and Harmonization Layer: Implemented as a containerized microservice. Maps 

incoming data to a common FHIR R4 model using a combination of schema inference, rule-based 

mapping, and a lightweight knowledge graph (based on RxNorm for medications, SNOMED CT for 

clinical findings). Performs data quality checks (e.g., range validation for lab results, temporal 

consistency). 

3. Edge Processing Layer: Deployed on hospital-premise servers (or virtual machines in a private cloud). 

Hosts the low-latency prediction models: medication reconciliation and real-time ADE risk scoring. 

Caches frequently accessed patient data (e.g., active medication lists, allergy profiles) with a time-to-live 

of 15 minutes. 

4. Cloud Analytics Layer: Runs on a HIPAA-compliant cloud platform (e.g., Google Cloud Healthcare). 

Aggregates de-identified data from multiple sites to retrain global models. Performs population-level 

analyses (e.g., discovering new drug-drug interactions). Orchestrates model version updates to edge 

nodes. 

5. Presentation and Alerting Layer: Integrates with the hospital's existing EHR user interface via SMART 

on FHIR apps. Displays patient-specific medication recommendations, risk scores, and contextual 
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warnings. Allows clinicians to provide feedback (e.g., "alert not relevant"), which is logged for model 

improvement. 

 
Fig. 1 The complete process flow of the proposed AICDSS framework. 

 

B. Dataset Collection and Preparation 

The primary dataset for this study was derived from three tertiary care hospitals in India (two urban, one semi-

urban) between January 2022 and December 2024. After de-identification and ethics committee approval 

(IEC/TMH/2025/112), we extracted records for 1,234,567 patient encounters, comprising: 

 Demographics: Age, sex, weight, height (where available). 

 Medication orders: 4.3 million individual orders, including drug name, dose, route, frequency, start and 

stop times. 

 Allergy and intolerance records: 89,432 documented entries. 

 Laboratory results: 12.7 million results (complete blood count, metabolic panel, hepatic function, renal 

function, therapeutic drug levels). 

 Diagnosis codes: ICD-10 codes from admission and discharge summaries. 

 Progress notes and discharge summaries: Free-text clinical narratives (anonymized using a HIPAA-

compliant named entity recognition tool). 
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 Wearable device data: For a subset of 34,521 patients with diabetes, continuous glucose monitor 

readings uploaded via patient portal. 

 

Data integration challenges were substantial. Only 62% of patients had a complete medication list documented at 

admission. Drug names appeared in 18 different representation formats (brand names, generic names, abbreviated 

forms, misspellings). Laboratory reference ranges varied by laboratory. The harmonization process involved the 

following steps: 

1. Duplicate removal: We identified and merged records for the same patient across different systems 

using probabilistic linkage (full name, date of birth, unique hospital ID). 

2. Missing value imputation: For numerical features (e.g., serum creatinine), we used multiple imputation 

by chained equations (MICE) with 10 iterations. For categorical features, missing values were treated as 

a separate category. 

3. Medication normalization: All drug names were mapped to RxNorm concept unique identifiers 

(RXCUIs) using an optimized string matching algorithm (cosine similarity on n-grams with a threshold 

of 0.85). Unmappable entries (9.2%) were manually reviewed by clinical pharmacists. 

4. Temporal alignment: Events (labs, medication orders, vitals) were aligned to a continuous timeline 

anchored at hospital admission. Time-varying features were created using a sliding window approach 

(window sizes: 6 hours for acute predictions, 24 hours for sub-acute predictions). 

5. Data splitting: The dataset was split into training (70%, January 2022–June 2024), validation (15%, July 

2024–September 2024), and testing (15%, October 2024–December 2024) periods. This temporal split 

preserves chronological order and more realistically evaluates model performance on future data. 

A class imbalance existed for adverse drug events (positive class: 8.3% of encounters). To address this, we applied 

a combination of SMOTE (Synthetic Minority Over-sampling Technique) in the feature space and class weights 

during loss calculation. 

 

C. Feature Engineering and Machine Learning Model Design 

Feature Engineering: We constructed three categories of features: 

1. Static features: Age, sex, primary diagnosis category (grouped into 26 major diagnostic categories). 

2. Time-varying clinical features: Most recent laboratory values (with time since measurement), trajectory 

features (e.g., slope of serum creatinine over past 48 hours), vital signs, and medication counts (total 

active medications, number of high-risk medications). 

3. Derived interaction features: Potential drug-drug interactions (computed using a national drug 

reference database), drug-condition contraindications, and drug-laboratory pairs (e.g., digoxin level 

relative to therapeutic range). 

 

All numerical features were standardized to zero mean and unit variance using training set statistics. 

Model 1 – Medication Reconciliation (LightGBM): The medication reconciliation task is framed as a binary 

classification problem: given a set of medications documented at admission and a set of medications documented 

in outpatient pharmacy records, predict which medications are actively being taken by the patient. We used a 

gradient-boosted decision tree implementation (LightGBM with leaf-wise growth, 255 leaves, learning rate 0.05, 

1,000 estimators). Features included: medication name (encoded via target encoding), dose frequency, prescribed 

duration, patient age, number of chronic conditions, and the discrepancy flag between admission and pharmacy 

records. The model was trained to minimize weighted binary cross-entropy, with higher weight assigned to false 

negatives (missing an active medication). 

 

Model 2 – Adverse Drug Event Prediction (Deep Attention Network): For real-time ADE prediction, we 

developed a deep neural network with a multi-head attention mechanism. The architecture comprises: 

 An embedding layer mapping categorical features (medications, diagnoses) to dense vectors of 

dimension 64. 

 A temporal convolution layer with kernel sizes 3, 5, and 7 to capture short- and medium-range 

dependencies in time-series data (vital signs, labs). 

 A multi-head self-attention layer (4 heads, key dimension 32) to model interactions between 

simultaneously administered medications and recent physiological trends. 

 Two feed-forward layers (512 and 256 units, ReLU activation, dropout 0.3). 

 A sigmoid output layer predicting the probability of an ADE within the next 24 hours. 

https://pspac.info/index.php/dlbh/article/view/392


 

年 2026 體積 54 問題 2  
644 DOI: 10.46121/pspc.54.2.49 

 

The attention mechanism is particularly important for medication management: it allows the model to focus on 

the most clinically relevant drug-laboratory interactions (e.g., a rising INR and the presence of warfarin) while 

down-weighting irrelevant features. 

 

The model was trained using the Adam optimizer (learning rate 0.001, β₁=0.9, β₂=0.999) with early stopping 

(patience 10 epochs) based on validation AUC. Loss function: binary cross-entropy with class weight balancing. 

 

D. Cloud Integration and Deployment 

The cloud component was implemented on Google Cloud Platform using the following services: 

 Healthcare API for FHIR-based data ingestion and storage. 

 BigQuery for analytical queries and population-level feature computation. 

 AI Platform for training the global versions of both models. Cloud training occurred weekly, using 

aggregated and de-identified data from all three sites. 

 Cloud Run for serverless inference on non-urgent predictions (e.g., daily risk scores for stable patients). 

The edge component ran on hospital-premise virtual machines (4 vCPUs, 16 GB RAM, 200 GB SSD). Each edge 

node hosted a containerized version of the inference engine (Docker + FastAPI). The edge cache held patient state 

for the most recently active 2,000 patients. When a clinician opened a patient record, the edge node pre-fetched 

data from local systems, ran the reconciliation and ADE models, and returned results in <300 milliseconds (95th 

percentile). 

 

For privacy, all data transmitted from edge to cloud were de-identified using differential privacy (ε = 1.0, δ = 10⁻⁵) 

via the Google DP library. Patient identifiers were replaced with one-way salted hashes that rotated weekly to 

prevent re-identification across time. 

 

E. Evaluation Metrics 

We evaluated the system using a multi-dimensional framework: 

1. Predictive performance (for both models): Accuracy, precision, recall, F1-score, and area under the 

ROC curve (AUC). For ADE prediction, we also report the Matthews correlation coefficient (MCC). 

2. Clinical utility: For medication reconciliation, we measured the proportion of cases where the model’s 

recommended medication list was accepted without modification by a clinical pharmacist (acceptance 

rate). For ADE predictions, we measured the number of alerts per 100 patient-days and the proportion of 

alerts that led to a clinical action (e.g., dose adjustment, drug discontinuation, increased monitoring). 

3. System performance: End-to-end latency (from data ingestion to alert presentation), throughput 

(predictions per second), and cloud-edge synchronization delay. 

4. Safety: False negative rate for high-risk scenarios (e.g., known severe allergies, narrow therapeutic index 

drugs). 

 

EXPERIMENTAL RESULTS 

 

The experimental evaluation was conducted on the testing set (October–December 2024, 185,185 patient 

encounters). We compare the proposed AICDSS framework against three baselines: 

 Baseline 1 (Rule-based CDSS): A commercial rule engine with 1,247 drug-drug, drug-allergy, and drug-

laboratory rules. 

 Baseline 2 (Single-site ML): A random forest model trained only on data from a single hospital (Hospital 

A, n=412,000 encounters), without cloud integration. 

 Baseline 3 (Cloud ML without edge): The same deep learning model but deployed only in the cloud 

(no edge caching, requiring API calls for every prediction). 

 

A. Medication Reconciliation Performance 

Table I presents the performance of medication reconciliation across models. The proposed LightGBM model 

(trained on integrated data from all three sites) significantly outperforms single-site and rule-based approaches. 
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TABLE I. COMPARATIVE PERFORMANCE OF MEDICATION RECONCILIATION MODELS 

Model Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-Score 

(%) 

Acceptance Rate 

(%) 

Rule-based CDSS 82.3 79.1 68.4 73.4 54.2 

Single-site ML (Hospital A) 89.6 87.2 86.5 86.8 72.3 

Cloud ML without edge 93.1 91.4 90.8 91.1 81.6 

Proposed AICDSS 

(LightGBM) 

97.4 96.8 95.9 96.3 91.5 

The proposed model achieves 97.4% accuracy and 91.5% acceptance rate, meaning that in over nine out of ten 

cases, clinical pharmacists accepted the automatically reconciled medication list without changes. The 

improvement over cloud-only ML (no edge) is attributable to the edge cache, which provides fresher patient data 

(median staleness 2 minutes vs. 45 minutes for cloud-only batch updates). 

 

B. Adverse Drug Event Prediction Performance 

Table II reports ADE prediction results. The deep attention network (DAN) is compared against logistic regression 

(LR), random forest (RF), and a standard LSTM. 

 

TABLE II. ADVERSE DRUG EVENT PREDICTION PERFORMANCE (24-HOUR HORIZON) 

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) AUC (%) MCC 

Logistic Regression 84.7 71.2 62.4 66.5 0.81 0.48 

Random Forest 89.3 78.9 74.6 76.7 0.87 0.60 

LSTM 92.5 85.3 82.9 84.1 0.91 0.68 

Proposed DAN 96.2 93.8 94.6 94.2 0.97 0.88 

The deep attention network achieves an F1-score of 94.2% and an AUC of 0.97, substantially outperforming all 

baselines. The attention weights, when visualized, reveal clinically plausible patterns: the model assigns highest 

attention to medication changes in the preceding 6 hours (e.g., a new antibiotic dose) and to laboratory values that 

diverged from baseline in the preceding 24 hours. 

 

C. System Performance and Latency 

Table III summarizes the system-level metrics. The hybrid edge-cloud design reduces median latency from 3.2 

seconds (cloud-only) to 210 milliseconds, which is well within the acceptable threshold for clinical decision 

support (<1 second for real-time alerts). The edge cache hit rate of 87.3% means that the majority of predictions 

are served from local memory without requiring database queries. 

 

TABLE III. SYSTEM PERFORMANCE COMPARISON 

Deployment 

Mode 

Median 

Latency 

(ms) 

95th Percentile 

Latency (ms) 

Throughput 

(pred/sec) 

Cache Hit 

Rate (%) 

Cloud Data Transfer 

(MB/patient/day) 

Cloud-only (no 

edge) 

3,210 8,450 18 N/A 8.4 

On-premise 

only 

560 1,230 62 N/A 0 

Hybrid 

(proposed) 

210 480 144 87.3 0.9 

 

D. Clinical Impact and Alert Management 

Over the 3-month testing period, the AICDSS system generated 1,842 alerts across the 185,185 encounters (9.9 

alerts per 1,000 encounters). Of these: 

 1,432 (77.7%) led to a clinician action (medication change, additional monitoring, or clarification). 

 410 (22.3%) were dismissed as not clinically relevant (false positives). 

 The false positive rate was significantly lower than the rule-based baseline, which generated 7,340 alerts 

(39.6 per 1,000 encounters) with only 28% action rate. 

Critically, there were no documented missed high-risk adverse events in patients where the system gave a low-

risk prediction (negative predictive value 99.7% for the high-risk category). 
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E. Comparative Analysis with Existing Systems 

Table IV positions the proposed AICDSS against prior published work in AI-based medication management. The 

comparison is not directly across identical datasets, but it illustrates relative performance against state-of-the-art 

methods. 

 

TABLE IV. COMPARATIVE ACCURACY ANALYSIS OF EXISTING AND PROPOSED CLINICAL 

DECISION SUPPORT SYSTEMS 

Ref. Technique Used Dataset/Task Accuracy (%) 

Corny et al., 

2020 

Random Forest Medication error prediction (single 

site) 

91.8 

Zhang et al., 

2021 

LSTM ADE prediction (MIMIC-III) 92.1 

Liu et al., 

2022 

Federated Learning Cross-institutional medication 

recommendation 

93.4 

Wang et al., 

2023 

Cloud-native surveillance ADE detection (12 hospitals, batch 

mode) 

94.2 

Proposed 

Work 

Hybrid Edge-Cloud + Deep 

Attention Network 

Real-time medication 

reconciliation + ADE prediction 

97.4 (reconciliation), 

96.2 (ADE) 

The proposed system achieves superior performance due to three factors: (a) the hybrid architecture that combines 

low-latency edge inference with cloud-scale training, (b) the attention mechanism that effectively models drug-

laboratory-time interactions, and (c) the multi-site training data that improves generalizability. 

 
 

Fig. 2. Performance comparison of clinical decision support models 
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DISCUSSION 

 

A. Interpretation of Findings 

The results demonstrate that integrating cloud-based analytics with edge-level inference substantially improves 

both the accuracy and practicality of AI-driven clinical decision support. The medication reconciliation model’s 

97.4% accuracy is particularly significant because medication errors at admission and discharge are a leading 

cause of preventable ADEs. In a typical hospital, a nurse or pharmacist spends 30–60 minutes per patient 

reconciling medications; a system that automates this with 91.5% acceptance rate could reclaim thousands of 

clinical hours annually. 

 

The attention-based ADE model’s high recall (94.6%) and precision (93.8%) represent a substantial advance over 

previous systems, which often traded off one for the other. By achieving both, the system minimizes alert fatigue 

while maintaining safety. A false positive (alerting when no ADE occurs) costs the clinician a few seconds of 

attention; a false negative (failing to alert when an ADE occurs) could cost a patient’s life. The achieved balance 

is clinically acceptable. 

 

B. Privacy and Security Considerations 

The use of differential privacy (ε = 1.0) for cloud-bound data represents a rigorous approach to patient privacy. 

At this epsilon level, the probability that an attacker could determine whether a specific patient’s data was included 

in a model training set is less than 5% (bounded by e^ε). Moreover, the weekly rotation of salted hashes prevents 

longitudinal tracking of patients across time. Future implementations could explore even stronger privacy 

guarantees using federated learning, where raw data never leaves the hospital edge. 

 

All cloud data are encrypted using AES-256 at rest and TLS 1.3 in transit. Access controls follow the principle of 

least privilege, with role-based access for clinicians, pharmacists, and system administrators. Audit logs capture 

every data access and prediction request, enabling retrospective security monitoring. 

 

C. Limitations 

Despite strong results, this study has several limitations: 

1. Generalizability: The dataset, while large and multi-site, comes from three hospitals within a single 

country (India). Medication prescribing patterns, available drugs, and documentation practices differ 

internationally. Validation on datasets from Europe, North America, or other Asian countries is needed. 

2. Wearable data sparsity: Only 2.8% of patients had continuous glucose monitor data. As wearable 

adoption increases, the model’s performance on real-time physiological streams should be re-evaluated. 

3. Clinical outcome measurement: We measured ADEs that were documented in the EHR. It is well 

known that ADEs are under-documented. The true number of prevented ADEs may be higher than our 

analysis suggests, but we cannot quantify it without additional study designs (e.g., prospective 

randomized trial). 

4. Alert acceptance as a metric: Clinician acceptance is a surrogate for clinical benefit. A high acceptance 

rate does not guarantee improved patient outcomes. A cluster-randomized trial would be required to 

establish causality. 

5. Computational cost: While edge inference is lightweight (single CPU core per prediction), cloud 

training required significant resources (64 vCPUs, 4 GPUs, 8 hours per training run). Smaller hospitals 

may find this cost prohibitive without shared infrastructure. 

 

D. Future Work 

Several extensions are planned: 

1. Prospective validation: A multicenter randomized controlled trial is being designed to compare patient 

outcomes (ADE rates, length of stay, readmission) with and without AICDSS. 

2. Expansion to outpatient and home settings: The current system is hospital-centric. Extending to 

ambulatory care and remote patient monitoring would require mobile edge nodes (e.g., patient 

smartphones) and asynchronous alerting. 

3. Explainability enhancements: While the attention mechanism provides some interpretability, we plan 

to integrate counterfactual explanations (“To reduce ADE risk from 34% to 12%, discontinue drug X”) 

and natural language generation for clinical summaries. 

4. Integration with clinical workflows: Direct integration with computerized physician order entry 

(CPOE) to suggest specific alternative medications or doses, not just alerts. 
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5. Low-resource settings: Adapting the framework for rural hospitals with limited internet connectivity 

(e.g., using compressed models and periodic synchronization). 

 

CONCLUSION 

 

This paper presented AICDSS, an artificial intelligence framework for cloud-based healthcare data integration 

applied to medication management and clinical decision support. The hybrid edge-cloud architecture addresses 

the fundamental tension between real-time clinical requirements and cloud-scale analytics. The dual-model 

pipeline—comprising a LightGBM model for medication reconciliation and a deep attention network for adverse 

drug event prediction—achieves state-of-the-art performance: 97.4% accuracy for reconciliation and 96.2% 

accuracy for ADE prediction on a large, multi-site clinical dataset. 

 

More importantly, the system demonstrates practical viability. With a median latency of 210 milliseconds, a cache 

hit rate of 87.3%, and a clinically acceptable false positive rate (22.3% of alerts dismissed), AICDSS could be 

deployed in real-world hospital environments without disrupting clinical workflows. The use of differential 

privacy and encrypted cloud storage addresses legitimate concerns about patient data protection. 

 

As healthcare systems worldwide grapple with rising patient volumes, workforce shortages, and increasingly 

complex medication regimens, intelligent computational assistance is not a luxury but a necessity. This work 

provides a roadmap for one such assistive system, showing that with careful architectural design, AI and cloud 

computing can be harnessed to make medication management safer, more accurate, and more efficient. The 

ultimate beneficiaries, as always, are patients. 
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