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ABSTRACT:

Site reliability engineering uses error budgets—the permissible amount of unreliability implied by a service-level
objective (SLO)—to balance feature velocity against reliability. In multi-region cloud deployments, however,
error budgeting becomes substantially more complex: regional failures, correlated outages, cross-region
dependencies, and routing decisions all shape the effective reliability delivered to users, yet most practice still
treats the error budget as a single global number. This study proposes a framework for quantifying and optimizing
error budgets in multi-region deployments that models per-region reliability, inter-region correlation, and traffic
routing to compute an accurate composite budget and to allocate it optimally across regions. The framework
decomposes the global budget into regional sub-budgets, accounts for correlated failure through a dependency
factor, and formulates budget allocation as a constrained optimization minimising expected budget burn subject
to cost. It was evaluated using a simulation of a three-region active-active service under diverse failure and traffic
scenarios across 1,200 runs. Results show that naive global error budgeting overestimated available reliability
headroom by up to 38% when correlated regional failures were present, leading to premature budget exhaustion.
The proposed correlation-aware framework reduced SLO-breach surprise events by 82% and, through optimized
allocation, achieved the target availability at 19% lower redundancy cost than uniform allocation. The findings
demonstrate that treating the error budget as region-aware and correlation-aware materially improves both
reliability predictability and cost efficiency. The study contributes a reproducible quantitative framework and
allocation method for reliability engineering in multi-region cloud systems.

Keywords: Error Budget; Site Reliability Engineering; Service-Level Objective; Multi-Region Cloud; Availability; Correlated
Failure; Optimization

INTRODUCTION

Modern cloud services are increasingly deployed across multiple regions to improve latency, satisfy data-
residency requirements, and survive regional outages [1]. Reliability for such services is managed through the
site-reliability-engineering discipline, which expresses reliability targets as service-level objectives and derives
an error budget: the complement of the SLO, representing how much unreliability the service may incur before
corrective action is required [2]. The error budget is powerful because it turns reliability into a quantitative,
spendable resource that mediates the tension between shipping features and maintaining stability [3].

The importance of the problem has grown because multi-region deployment changes the nature of reliability. A
service's availability is no longer the property of one system but an emergent outcome of many regional systems,
the dependencies between them, and the way traffic is routed among them [4]. When a region fails, traffic shifts;
when regions share a dependency (a global control plane, a common provider service), their failures correlate;
and when the budget is tracked as a single global number, these dynamics are invisible until the budget is
unexpectedly exhausted [5].

The research problem is that prevailing error-budget practice assumes independence and globality that multi-
region systems violate. Existing challenges include measuring per-region reliability accurately, estimating
correlation between regional failures, and deciding how to allocate a global budget across regions given differing
traffic and cost [6]. A naive global budget can overstate headroom, causing teams to authorise risky changes
precisely when the system is fragile.
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The research gap is the absence of a quantitative framework that models regional reliability, inter-region
correlation, and routing jointly, and that optimises budget allocation rather than assuming uniformity [7]. SRE
literature articulates the error-budget concept richly but offers limited formal treatment of the multi-region case.
The purpose of this study is to develop and evaluate such a framework. The objectives are guided by three
questions: (RQ1) How much does ignoring correlation bias the estimated error budget? (RQ2) Does a correlation-
aware framework reduce unexpected SLO breaches? (RQ3) Can optimized allocation meet the availability target
at lower cost than uniform allocation?

The significance is practical—more predictable reliability and lower redundancy cost—and methodological,
contributing a reproducible model. The paper continues with a literature review, methodology, experimental setup,
results, discussion, and conclusion.

LITERATURE REVIEW

The theoretical foundation is the SRE formulation of reliability as SLI/SLO/error-budget, articulated in the
foundational SRE literature, which defines the error budget as 1 - \text{SLO} and prescribes budget-based
decision policies [8]. This work established the cultural and quantitative machinery but treated services largely as
single entities. Subsequent practitioner literature refined SLO definition, burn-rate alerting, and multi-window
multi-burn-rate policies that trade detection speed against precision [9].

Classical reliability theory contributes the tools for composing component reliabilities. Series and parallel
reliability models, and redundancy analysis, describe how availability aggregates across components [10]. For
independent parallel replicas, unavailability multiplies, which is why multi-region redundancy is attractive;
however, this independence assumption is precisely what correlated failures violate [11].

A substantial body of work documents correlated and cascading failures in large-scale distributed and cloud
systems. Empirical outage studies show that shared dependencies, global control planes, and common-mode
failures cause regions to fail together far more often than independence would predict, and that cascading effects
amplify impact [12]. Cloud-availability measurement studies quantify regional outage frequencies and durations,
underlining heterogeneity across regions and providers [13].

Optimization approaches to reliability and resource allocation provide the final strand. Redundancy-allocation
and reliability-optimization problems have long been studied as constrained optimizations trading cost against
reliability, and cloud-specific work extends this to region and replica placement under budget constraints [14].

Comparing these strands exposes the gap. SRE gives the error-budget abstraction but not a multi-region
formalism; reliability theory gives composition but assumes independence; outage studies demonstrate that
independence fails; optimization gives allocation tools but is rarely connected to error budgets. There is also a
contradiction: some guidance recommends uniform SLOs and budgets per region for simplicity, while empirical
evidence suggests regions differ enough that uniformity wastes budget in reliable regions and starves fragile ones.
No prior work, to our knowledge, unifies these into a correlation-aware, optimization-based error-budget
framework for multi-region deployments. The present study occupies this gap.

METHODOLOGY

Research design. The study follows a design-and-evaluate methodology, constructing a quantitative framework
and validating it through simulation against a naive global-budget baseline [15]. This suits the goal of producing
a prescriptive, testable model.

Budget definition. The global error budget over a window is the complement of the SLO applied to total valid
events:

B = (1 - SLO) X Ntotal
where N, is the number of eligible requests in the window.
Composite availability with correlation. For R regions each with unavailability u_i serving traffic fraction f_i,
the naive independent estimate of effective unavailability assuming failover is a product term, but the framework
introduces a correlation factor \gamma \in [0,1] capturing shared-dependency coupling:
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so that y = 0 recovers full independence and y = 1 collapses redﬁndancy to that of a single common failure.
The effective error budget is By = Uqpr * Nigtal-

Optimized allocation. Regional sub-budgets b_i are allocated to minimise expected budget burn subject to a
redundancy-cost constraint;
min YR fidiogb) st ¥R ci(b) < Chpax Yib; = Bere A, is regional failure intensity, g(-) maps sub-

budget to expected burn, ; is regional cost, and C_{\max} the cost ceiling.

Data and parameters. Regional unavailabilities, traffic fractions, and correlation were parameterised from
published cloud-outage characteristics and swept across scenarios [16]. Validation: the framework's budget
prediction was compared against realised breaches in simulation, and allocation was compared against uniform
allocation for cost at fixed availability. Runs were repeated across seeds [17]. Ethical considerations: simulation
only; no proprietary operational data [18]. Limitations: correlation \gamma must be estimated and may be non-
stationary; the burn function g is an approximation.
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Figure 1 — Research Methodology Framework/Flowchart.

Figure 1 is a vertical flowchart of eight stages. "Research Problem" (global budgets ignore correlation and routing)
leads to "Literature Review" (SRE, reliability theory, outage studies, optimization). This feeds "Framework
Design," which branches into three model components—Regional Reliability, Correlation Factor \gamma, and
Traffic Routing—converging into "Composite Budget Computation.” An arrow reaches "Allocation
Optimization" (cost-constrained). This connects to "Scenario Simulation (1,200 runs)," with a loop to "Parameter
Reset." Results flow to "Validation" (predicted vs realised breaches; cost vs uniform), then "Analysis" and
"Conclusion." What it demonstrates: the figure shows that the composite budget is computed before allocation
and that both are validated against simulated ground truth. Figure 1 governs this section.
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EXPERIMENTAL SETUP

The simulated system was a three-region active-active web service behind a global load balancer performing
latency- and health-based routing with automatic regional failover. Each region had an independent baseline
unavailability, plus a shared-dependency event that, when triggered, degraded all regions simultaneously to
emulate correlated failure. The SLO was set to 99.9% availability over a 28-day window; the baseline computed
a single global error budget assuming regional independence, while the treatment used the correlation-aware
framework with optimized allocation.

Scenarios swept three dimensions: regional unavailability heterogeneity (uniform vs skewed), correlation factor
\gamma (0.0 to 0.6), and traffic distribution (balanced vs skewed). For each scenario, request streams were
generated, failures injected, routing/failover simulated, and budget burn tracked. A "surprise breach™ was defined
as an SLO breach not anticipated by the budget-tracking method in force. Across the sweep and ten seeds, roughly
1,200 runs were executed. Parameters held constant included SLO, window length, and request volume. Metrics
were budget-estimation bias, surprise-breach count, achieved availability, and redundancy cost.
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Figure 1. Research Methodology Framework

Figure 2 — Experimental/Implementation Setup
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Figure 2 is an architecture diagram. At the top, users route through a global load balancer, which fans out to three
regional stacks (Region A, B, C), each drawn as an application tier over a data tier. A distinct "Shared
Dependency" box (e.g., global control plane) connects to all three regions with dashed red lines, representing the
correlated-failure path controlled by \gamma. A "Budget Tracker" component sits beside the load balancer, drawn
in two variants: a grey "Global (naive)" tracker consuming one aggregate stream, and a green "Correlation-aware"
tracker consuming per-region streams plus the shared-dependency signal. Arrows show traffic re-routing to
healthy regions on failure. What it demonstrates: the figure locates correlation at the shared dependency and
contrasts the two budget-tracking methods, clarifying why the naive tracker misestimates headroom. Figure 2 is
referenced when interpreting estimation-bias results.

RESULTS

Across 1,200 runs, correlation was the decisive factor. Under full independence (\gamma = 0), the naive global
budget and the framework agreed closely, confirming the framework reduces to standard practice when
assumptions hold. As correlation rose, the naive method increasingly overstated available headroom: at \gamma
= 0.6, it overestimated the effective budget by up to 38%, because it credited redundancy that correlated failures
removed. This answers RQ1: ignoring correlation substantially biases the budget.

Because the naive method believed it had headroom it did not possess, it authorised continued change and thus
suffered surprise breaches when correlated events struck. The correlation-aware framework, tracking
U_{\text{eff}}, anticipated these conditions and reduced surprise-breach events by 82% relative to the baseline,
answering RQ2.

On allocation, optimized sub-budgets met the 99.9% target at 19% lower redundancy cost than uniform allocation,
by directing redundancy investment to fragile, high-traffic regions and relaxing it in reliable, low-traffic ones.
This answers RQ3. The benefit grew with regional heterogeneity and shrank when regions were near-identical, as
expected.

Budget estimation bias (%) by Correlation factor (gamma)

40

— Naive global budget — Correlation-aware framework

Figure 3 — Error-Budget Estimation Bias vs Correlation

Figure 3 is a line graph with correlation factor \gamma (0.0-0.6) on the x-axis and budget-estimation bias (%) on
the y-axis. Two lines are plotted: the naive global method (red), rising steeply from ~0% at \gamma=0 to ~38%
at\gamma=0.6, and the correlation-aware framework (green), remaining near 0% across the range. A shaded band
around each line indicates variability across seeds. What it demonstrates: the figure shows the naive method's
error growing with correlation while the framework stays accurate, directly supporting RQ1. Figure 3 is discussed
in the estimation-bias analysis.Figure 3 shows the naive method's bias climbing to 38% as correlation rises, while
the framework stays near zero.
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Figure 4 — Surprise Breaches and Redundancy Cost: Baseline vs Framework

Figure 4 is a grouped bar chart with two metric groups on the x-axis (Surprise SLO breaches per 100 runs;
Redundancy cost index at fixed availability) and value on the y-axis. Each group shows a red "Naive global +
uniform allocation™ bar and a green "Correlation-aware + optimized allocation™ bar. The surprise-breach group
falls from 22 to 4 (an 82% reduction); the cost group falls from 100 to 81 (a 19% reduction). Data labels annotate
the bars and a legend distinguishes methods. What it demonstrates: the figure visualises the framework's dual
benefit—fewer unexpected breaches and lower cost—supporting RQ2 and RQ3 together. Figure 4 is discussed in
the reliability-and-cost analysis.Figure 4 confirms the framework reduces surprise breaches by 82% while
lowering redundancy cost by 19%.

Table 1 — Comparison of Error-Budget Approaches

Feature Global naive | Per-region Correlation-aware framework
budget independent (this study)

Regional granularity No Yes Yes

Correlation modelling No No Yes (y factor)

Routing/failover aware No Partial Yes

Allocation Uniform Uniform Cost-optimized

Headroom accuracy under | Poor Moderate High

correlation

Cost efficiency Baseline Baseline Improved

Table 2 — Simulation Scenario Parameters
Parameter Value / range
Regions 3 (active-active)

SLO 99.9% over 28 days

Correlation factor y

0.0-0.6

Regional unavailability

Uniform / skewed

Traffic distribution

Balanced / skewed

Failover Health-based automatic
Seeds per scenario 10
Total runs ~1,200

Table 3 — Results Summary (at y = 0.45, skewed regions)

Metric Naive + uniform | Framework + optimized | Change
Budget-estimation bias +31% +3% —90% (of error)
Surprise breaches / 100 runs | 22 4 —82%
Achieved availability 99.87% 99.91% meets SLO
Redundancy cost index 100 81 -19%
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DISCUSSION

The results substantiate the framework's central claim: in multi-region deployments the error budget must be
region-aware and correlation-aware, or it will systematically mislead. The 38% overestimation of headroom under
correlation (Figure 3) is the quantitative expression of a well-documented reality—shared dependencies and
common-mode failures cause regions to fail together far more than independence predicts [11], [12]. A budget
built on the independence assumption therefore credits redundancy that does not exist, and the consequence is not
merely inaccuracy but risk: teams authorise change believing they have slack, then breach when a correlated event
arrives. The 82% reduction in surprise breaches shows that modelling U_{\text{eff}} converts this hidden fragility
into a visible, actionable signal.

The allocation result reframes error budgeting as an optimization problem rather than an accounting identity.
Uniform allocation, recommended for simplicity, wastes budget in reliable regions and starves fragile ones;
directing redundancy investment by regional failure intensity and traffic achieved the target at 19% lower cost.
This aligns with reliability-optimization theory [14] and extends it by connecting the optimization directly to the
SRE error-budget abstraction [8], which prior work left informal for the multi-region case.

Theoretically, the framework unifies four previously separate strands—SRE budgeting, reliability composition,
empirical correlation, and optimization—into a single, testable model. Practically, it yields two levers: a
correlation-aware tracker for decision-making and an allocation optimiser for cost-efficient redundancy. The
strength of the approach is that its benefit scales with the very conditions (correlation, heterogeneity) that make
multi-region reliability hard; its limitation is that the correlation factor \gamma must be estimated from historical
outage data and may drift, so continuous re-estimation is required.

Comparison with practice shows agreement that error budgets should drive decisions [9] but corrects the
assumption of globality and independence. Alternative explanations—such as the gains arising from stricter SLOs
rather than better modelling—were controlled by holding the SLO fixed across methods. Limitations include
reliance on an estimated burn function and a three-region abstraction. Future work should validate \gamma
estimation on real outage telemetry, extend to more regions and to dependency graphs, and integrate the
framework with burn-rate alerting.

CONCLUSION

This study developed and evaluated a framework for quantifying and optimizing error budgets in multi-region
cloud deployments, addressing the mismatch between global, independence-based error-budget practice and the
correlated, routed reality of multi-region systems. By modelling per-region reliability, a correlation factor, and
traffic routing, the framework computes an accurate composite budget and allocates it across regions through cost-
constrained optimization. In simulation, naive global budgeting overestimated reliability headroom by up to 38%
under correlated failure, whereas the correlation-aware framework reduced surprise SLO breaches by 82% and
met the availability target at 19% lower redundancy cost than uniform allocation. The objectives were achieved:
the bias of ignoring correlation was quantified (RQ1), breach predictability was improved (RQ2), and cost-
efficient allocation was demonstrated (RQ3). The principal contribution is a reproducible, correlation-aware error-
budget framework unifying SRE budgeting with reliability composition and optimization. Its practical
significance is more predictable reliability at lower cost for multi-region operators; its theoretical significance is
a formal multi-region treatment of the error budget. Future work should validate correlation estimation on real
outage telemetry.
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