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ABSTRACT:

Modern supply chains span many organisations that do not fully trust one another and that keep records in separate
systems. This makes it hard to trace a product from raw material to retail shelf, to prove that records have not been
altered, and to settle payments promptly when goods arrive. Blockchain and smart contracts offer a shared, tamper-
evident record and automatic enforcement of agreed rules, but a single blockchain rarely suits every participant:
manufacturers often want a permissioned ledger that keeps commercial data private, while retailers and financial
partners prefer a public platform with open settlement. This paper presents a cross-chain architecture that
integrates smart contracts on a permissioned network used by suppliers with smart contracts on a public network
used by retailers and finance partners. A logistics middleware bridges the two, supported by an oracle network,
an authentication and access control layer, a zero-knowledge proof validator that lets regulators verify compliance
without seeing confidential data, and a data integrity layer that records audit trails from both sides. Large
documents are stored in a distributed file system, split into encrypted shares, and anchored on the chain. The
architecture was implemented as a prototype and compared with a conventional cloud-based platform. Integrity
verification time was on average 40% lower than in the cloud platform across file sizes from 50 to 350 kilobytes,
falling from 8.1 to 4.3 seconds at the largest size. End-to-end traceability queries returned in under two seconds,
and automated payment release shortened settlement from several days to a few minutes in the test scenarios. A
threat analysis showed that the design resists tampering, unauthorised access, and replay attacks. The results
suggest that integrated smart contracts can improve both traceability and security in multi-party supply chains.

Keywords: Supply Chain Traceability, Smart Contracts, Blockchain, Cross-Chain Interoperability, Zero-Knowledge Proofs,
IPFS, Data Integrity, Access Control

INTRODUCTION

A product on a retail shelf is the end of a long chain of events. Raw materials are extracted or grown, components
are manufactured, goods are assembled, packed, stored, transported, inspected, and finally sold. Each step is
carried out by a different organisation, and each organisation records what it does in its own system. When
everything goes well, these separate records are adequate. When something goes wrong, such as a contaminated
food batch, a counterfeit part, or a shipment that never arrives, the separate records become an obstacle.
Investigators must assemble the history of a product from many sources that may be incomplete, inconsistent, or
altered, and every hour spent searching means more unsafe or fraudulent goods in circulation.

Traceability, the ability to follow a product and its data through every stage, is therefore a core requirement of
modern supply chains. Regulators demand it in food, pharmaceuticals, and aerospace. Consumers increasingly
want proof of origin and ethical production. Companies need it to manage recalls, to control costs, and to reduce
fraud. Security is its twin: records are only useful if they are authentic, which means that they must be protected
against unauthorised change and unauthorised disclosure. A supply chain record that can be quietly edited by
whoever holds the database is of limited value as evidence.

Blockchain technology has been proposed as a response. A blockchain is a shared ledger maintained by many
participants, in which entries are linked cryptographically so that altering past entries is detectable and, in practice,
very difficult. Smart contracts, programs stored on the blockchain and executed by the network, add automation:
they can verify conditions and carry out actions, such as releasing a payment when delivery is confirmed, without
relying on a trusted intermediary. Together they promise a single version of the truth and rules that execute as
written.
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In practice, however, supply chains do not fit neatly on a single blockchain. Manufacturers and suppliers often
handle sensitive production data, such as formulas, volumes, and prices, which they will not place on a public
ledger. They tend to prefer permissioned networks in which only known participants take part. Retailers, logistics
firms, and financial institutions often prefer public platforms with open participation and mature tooling for
payments. As a result, supply chains end up with several ledgers that cannot talk to one another, which reproduces
the fragmentation that blockchain was meant to remove. In addition, large documents such as certificates,
inspection reports, and images cannot be stored directly on a blockchain because of cost and size, and moving
data between systems creates new opportunities for attack.

This paper proposes an architecture that addresses these problems by integrating smart contracts across a
permissioned and a public network. The contributions are as follows. First, a cross-chain architecture, shown in
Fig. 1, in which smart contracts on each side implement the functions of their participants and a middleware
bridges the two with security, regulatory verification, and audit components. Second, a secure document storage
workflow, shown in Fig. 2, that combines a distributed file system with secret sharing and encryption. Third, a
prototype and an evaluation of traceability, integrity verification time, cost, and security. Fourth, practical
guidance for organisations considering similar designs. The paper is organised as follows: Section Il reviews
background, Section Il related work, Section 1V methodology, Section V the experimental setup, Section VI
results, Section VI discussion, and Section V11 concludes.

LITERATURE REVIEW

A. Traceability in supply chains

Traceability systems record the identity of products and the events that affect them. Traditional approaches rely
on barcodes, radio-frequency tags, and enterprise software, with data exchanged between partners through
electronic messaging. Their weakness is that each partner holds its own data, so the integrity of the whole depends
on every partner's systems and honesty, and reconciling records is slow and manual. Data may be incomplete
because partners do not share, or distorted because a partner wants to hide a problem. Studies of food recalls show
that lack of timely, trusted data increases both the cost of a recall and the amount of product that must be
withdrawn.

B. Blockchain and smart contracts

A blockchain stores transactions in blocks that are linked by cryptographic hashes. A participant who wishes to
alter an old block must recompute all later blocks and convince the network to accept the result, which a consensus
mechanism makes impractical. Permissioned blockchains restrict participation to authorised members and use
consensus among known parties, which gives high throughput and privacy but depends on the governance of the
member group. Public blockchains allow anyone to participate and rely on economic incentives for security, which
gives broad trust and a rich ecosystem but at higher cost per transaction and with limited privacy. Smart contracts
are programs that run on the blockchain. In permissioned platforms they are often called chaincode. In public
platforms they are deployed as contracts that execute when called, with every execution recorded. Their
determinism and transparency make them well suited to encoding agreed business rules.

C. Interoperability and oracles

Different blockchains are isolated by design: a contract on one network cannot read or write another network
directly. Cross-chain mechanisms are therefore needed. They include relays that verify the state of one chain on
another, atomic exchange protocols, and middleware bridges that observe events on one network and trigger
actions on the other. Bridges have been a frequent target of attacks, because they hold assets or authority across
networks and often rely on a small set of validators, so their security design is critical. Oracles solve a related
problem: smart contracts cannot access information outside the blockchain, such as sensor readings, shipment
status, or exchange rates. Oracle networks collect such information from multiple sources, aggregate it, and deliver
it to the contract in a way that resists manipulation by any single source. Decentralised oracle networks are widely
used in finance and are also relevant for supply chains, where physical events must be connected to digital records.

D. Privacy, regulation, and zero-knowledge proofs
Companies are reluctant to reveal commercial data, yet regulators and partners need assurance that rules have
been followed. Zero-knowledge proofs reconcile these aims. A zero-knowledge proof allows one party to
convince another that a statement is true, for example that a batch was produced within permitted limits or that a
shipment was kept within a temperature range, without revealing the underlying data. Applied to supply chains,

4 2026 #EfH 54 [ 3 DOI: 10.46121/pspc.54.3.70



https://pspac.info/index.php/dlbh/article/view/549

-~ Power Syste

[4 .’ .

Ll . i

they allow a regulatory audit layer to verify compliance without exposing confidential details to competitors or to
the public ledger.

E. Off-chain storage and secret sharing

Because blockchains are expensive for bulk data, large files are stored off-chain, and only a small fingerprint is
placed on the chain. A content-addressed distributed file system names each file by the hash of its content, so the
address itself proves the integrity of the data retrieved. Secret sharing splits a secret into several shares such that
a defined number of them is needed to reconstruct it, while fewer reveal nothing. When shares are encrypted for
different holders, no single party can read the file or destroy it by withdrawing. These tools underlie the storage
workflow described in Section IV.

RELATED WORK

Many studies have proposed blockchain-based traceability for food, pharmaceuticals, and manufacturing. Most
use a single blockchain, either permissioned or public, and demonstrate that recording events on the ledger
improves visibility and auditability. Permissioned designs report good throughput and privacy but limited
openness to external parties such as consumers and financial institutions. Public designs report openness and
strong guarantees but face cost, latency, and confidentiality problems. These studies seldom address the practical
need to connect the two.

A second group of studies addresses interoperability, proposing relays, bridges, and notary schemes, mostly in the
context of asset transfers between public blockchains. Their security analyses show that bridges are weak points,
and they recommend multiple validators, rate limits, and monitoring. Few studies apply these ideas to supply
chain data, where the main concern is not asset transfer but the faithful synchronisation of events and proofs
between networks with different privacy properties.

A third group focuses on data storage and security, combining distributed file systems with blockchains. These
studies show that storing hashes on-chain and files off-chain reduces cost, and that encryption and access control
can protect confidentiality, though the performance of integrity verification as files grow is seldom compared with
conventional cloud platforms. A fourth group uses zero-knowledge proofs for compliance and privacy in finance
and identity, and some propose them for supply chain audits, but integrated designs are rare.

The present work differs in combining the elements within one architecture: smart contracts on both a
permissioned and a public network, a bridge with security and audit components, zero-knowledge regulatory
validation, and a storage workflow with secret sharing, evaluated against a conventional cloud platform on
integrity verification performance.

METHODOLOGY

A. Design requirements

The architecture was designed against six requirements. Traceability: every product movement and transformation
must be recorded in a way that allows end-to-end queries. Integrity: records must be tamper-evident, and any
alteration must be detectable by any participant. Confidentiality: commercial data must be visible only to those
entitled to see them. Verifiability: regulators and partners must be able to confirm compliance without seeing raw
data. Automation: payments and obligations should execute when conditions are met, without manual
intervention. Efficiency: the added latency and cost must be acceptable for supply chain operations.

B. Cross-chain architecture

The architecture is shown in Fig. 1. It has three parts: a permissioned network on the left, used by suppliers and
manufacturers; a public network on the right, used by retailers and financial partners; and a cross-chain layer in
the middle that connects them. The permissioned network is a Hyperledger Fabric deployment, in which the
supplier records production data and inventory through chaincode, with functions to verify an order and to log
production. The public network is Ethereum, in which the retailer interacts with a smart contract that offers
functions to request an order, to confirm delivery, and to release payment, and in which the finance function
handles payment settlement.
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Fig. 1. Cross-chain architecture integrating a permissioned network, a public network, and a logistics
middleware bridge with security, zero-knowledge validation, traceability, and data integrity components.

\

The cross-chain layer is built around the bridge, a logistics middleware that receives production data and inventory
information from the permissioned side, and order requests from the public side, and translates between them. An
oracle network, shown at the top of the figure, supplies trusted external information and supports the secure
exchange of data between the networks. Below the oracle sits the security component, which contains
authentication and access control. Authentication establishes the identity of every participant and every message,
and access control decides what each authenticated party may read or do, according to role and contract. Below
the bridge sits the zero-knowledge proof validator, labelled the regulatory audit layer. It verifies proofs that
production and delivery satisfy regulatory conditions without revealing the underlying data. Beneath it are the
traceability component, which maintains the linked history of each product across both networks, and the data
integrity component, which records the audit trails flowing in from both sides: the production audit trail from the
permissioned network and the payment and delivery audit trail from the public network.

C. Smart contract functions

The contracts implement the business logic summarised in Table 1. On the permissioned network, the production
logging function records each production batch with its identifier, materials, quantities, time, and location, and
links it to earlier batches that supplied its inputs. The order verification function checks that an incoming order
corresponds to available inventory and to a registered buyer. On the public network, the order request function
creates an order and locks the agreed payment in escrow. The delivery confirmation function records confirmation
from the retailer and from oracle-supplied logistics data. The payment release function transfers the escrowed
amount to the supplier when both confirmations are present. Because the payment is locked at the time of the
order and released by code, neither party must trust the other to pay or to ship.

TABLE 1. Smart Contract Functions in the Architecture

Network Function Purpose
Permissioned logProduction Record batch details and link to input batches for traceability
Permissioned verifyOrder Check order against inventory and registered buyer
Public requestOrder Create order and lock agreed payment in escrow
Public confirmDelivery Record delivery confirmation from retailer and oracle data
Public releasePayment Release escrowed payment when delivery is confirmed
Cross-chain relayEvent Forward verified events between networks via the bridge
Cross-chain verifyProof Check zero-knowledge proofs for regulatory compliance
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D. Event flow

A typical transaction proceeds as follows. The supplier logs a production batch on the permissioned network, and
the bridge receives the production data and inventory. A retailer places an order through the public contract, and
the order request reaches the bridge. The bridge calls the order verification function on the permissioned network,
which checks inventory. If the order is valid, the supplier ships, and the logistics data, with oracle confirmation,
are relayed to the public contract. When the retailer confirms delivery, the payment release function pays the
supplier. Throughout, the bridge writes the production audit trail and the payment and delivery audit trail to the
data integrity component, and the traceability component updates the linked history. A regulator can request a
proof that the batch met specified limits, and the zero-knowledge validator checks it without access to raw data.

E. Secure document storage

Supply chain events are accompanied by documents such as quality certificates, inspection reports, and shipping
papers. The storage workflow for these documents is shown in Fig. 2 and has five steps. In the first step, the file
is put in a distributed file system, which stores it by content. In the second, the file system returns a file hash,
which is a short identifier derived from the content, to the owner. In the third, the owner queries the smart contract
for the public key of the worker, the authorised party that will hold or process the shares. In the fourth step, the
owner splits the file identifier into several shares and randomly chooses keys for encryption, so that each share is

encrypted separately. In the fifth step, the encrypted shares are stored on the blockchain through the smart contract.
Smart Contract

5. Store the encrypted

~ Y 1. Putthe file in IPFS =='i shares on blockchain
= d
A

2. IPFS returns a file hash

%% 3. Query the smart contract for

Owner the public key of worker

Share 1 =
Share 2

. -
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Share n
4. Split the file into n shares and
randomly choose keys for encryption

Fig. 2. Secure document storage workflow: distributed file storage, hash return, public key query, share
splitting and encryption, and on-chain storage of encrypted shares.

-

This design has several benefits. The bulk data stay off the chain, which keeps cost low. The hash binds the on-
chain record to the exact content of the file, so any alteration is detectable. The secret sharing means that no single
holder of a share can reconstruct the file identifier, and the loss of some shares does not prevent recovery, as long
as the required number remains. Encryption with the worker's public key ensures that only the authorised party
can use its share, and the smart contract provides the public key registry and a log of every access.

F. Integrity verification
To verify a document, a participant retrieves the file from the file system, computes its hash, retrieves and
combines the required shares from the chain to recover the recorded identifier, and compares the two. A match
shows that the document is the one recorded. The time taken by this procedure, called the integrity verification
time, depends on file size and on the platform used to store and retrieve the data. It was chosen as the main
performance measure because it is the operation that auditors and regulators perform most often, and because it
captures the cost of both off-chain retrieval and on-chain verification.
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G. Security analysis
A threat analysis considered the principal attacks on the architecture, summarised in Table 2. Each threat is
addressed by one or more components, so that no single failure defeats the system.

TABLE 2. Threats and Countermeasures

Threat Description Countermeasure
Record tampering Alteration of production or delivery Hash-linked ledgers, audit trails, on-
records chain hashes of documents
Unauthorised access Reading data or invoking functions Authentication, role-based access
without permission control, encrypted shares
Bridge compromise Forging or replaying cross-chain Oracle network verification, message
messages identifiers, multi-party validation
Data leakage Exposure of confidential commercial Permissioned storage, zero-knowledge
data proofs, off-chain encryption
Replay and double spend Reusing a valid message or payment Nonces, one-time escrow release, state
trigger checks in contracts
Contract vulnerabilities Flaws such as re-entrancy or logic Code review, testing, formal checks,
errors upgrade controls
Denial of service Flooding the bridge or contracts Rate limits, queueing, fees, redundancy

EXPERIMENTAL SETUP

A. Prototype implementation

A prototype was built to test the architecture. The permissioned network used four organisations, with a supplier,
a manufacturer, a logistics provider, and a regulator, each running a peer node, and an ordering service for
consensus. The public side used a test network of the public blockchain, with contracts written in a widely used
contract language and deployed through standard tooling. The bridge was implemented as a service that listens
for events on each network, authenticates them, and relays them after verification by the oracle network. The zero-
knowledge validator used a proof system with a trusted setup for a fixed set of compliance circuits, covering batch
quantity limits and a temperature range. Documents were stored in a content-addressed file system, with five
nodes, and shares were stored through the public contract.

B. Scenarios and workload

Three scenarios were run. The first was a food supply chain in which batches of produce were processed, shipped,
and sold, with temperature data supplied by oracles. The second was a pharmaceutical scenario with batch
certificates and regulatory audit. The third was a component manufacturing scenario with multi-level bills of
materials. In each, 2,000 orders were generated, and up to six levels of upstream batches were linked to each
product. Documents ranging from 50 to 350 kilobytes, typical of certificates and inspection reports, were attached
to events.

C. Baseline and metrics

The baseline was a conventional cloud-based platform, in which documents are stored in cloud object storage,
records are kept in a central database, and integrity is checked by comparing stored checksums. The proposed
platform, which uses the distributed file system with queueing at fog nodes close to the participants, is referred to
as the IPFS-Fog queueing platform. The metrics were integrity verification time for files of increasing size, end-
to-end traceability query time, transaction latency and throughput on each network, cost of contract operations,
settlement time, and success rate of attack simulations. Each measurement was repeated 30 times, and means are
reported.

RESULTS

A. Integrity verification time

Fig. 3 compares the integrity verification time of the cloud platform with that of the IPFS-Fog queueing platform
for files from 50 to 350 kilobytes. Both platforms took longer as files grew, as expected, but the proposed platform
was faster at every size and its advantage widened with file size. For a 50 kilobyte file, verification took 1.2
seconds on the cloud platform and 0.7 seconds on the proposed platform. At 100 kilobytes the times were 2.5 and
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1.7 seconds, at 150 kilobytes 3.2 and 2.1 seconds, and at 200 kilobytes 4.7 and 2.6 seconds. At 250 kilobytes they
were 5.5 and 3.4 seconds, at 300 kilobytes 6.8 and 3.9 seconds, and at 350 kilobytes 8.1 and 4.3 seconds.
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Fig. 3. Integrity verification time versus file size for the cloud platform and the IPFS-Fog queueing
platform.
TABLE 3. Integrity Verification Time (Seconds) by File Size
File size (KB) Cloud platform IPFS-Fog queueing Time saved (s) Reduction (%)
platform
50 1.2 0.7 0.5 41.7
100 2.5 1.7 0.8 32.0
150 3.2 2.1 1.1 34.4
200 4.7 2.6 2.1 44.7
250 5.5 3.4 2.1 38.2
300 6.8 3.9 2.9 42.6
350 8.1 4.3 3.8 46.9
Mean 4.6 2.7 1.9 40.1

The reduction ranged from 32% at 100 kilobytes to 46.9% at 350 kilobytes, with a mean of 40.1%. The growth of
verification time with file size was also gentler for the proposed platform: the cloud platform added about 1.1
seconds for each additional 50 kilobytes on average, against about 0.6 seconds for the proposed platform. Over
the whole range, verification time grew about 6.8 times for the cloud platform, from 1.2 to 8.1 seconds, and about
6.1 times for the proposed platform, from 0.7 to 4.3 seconds. The cloud curve also shows irregular steps, notably
between 150 and 200 kilobytes, where the time rose by 1.5 seconds, which suggests contention in the central
service, whereas the proposed curve rose more smoothly.

Several features of the design explain the advantage. Content addressing allows the file to be fetched from the
nearest holder, reducing network distance, while queueing at fog nodes smooths bursts of requests and keeps any
single node from becoming a bottleneck. The checksum verification in the cloud platform, by contrast, passes
through central services and depends on the load on them. The gap between the platforms grows as files become
larger because the cost of moving more data is borne by a longer path in the cloud case.

B. Traceability and latency
End-to-end traceability queries, which follow a product back through up to six levels of upstream batches and
return the linked records and documents, completed in 1.4 seconds on average and under 2 seconds in 95% of
cases. On the permissioned network, transaction latency averaged 0.8 seconds and throughput reached about 1,200
transactions per second. On the public test network, the latency was set mainly by block time and averaged 12
seconds for confirmed transactions. The bridge added 2.6 seconds on average to relayed events, of which most
was the oracle verification step. This latency is acceptable for supply chain events, which occur over minutes and
hours, but it would be limiting for high-frequency applications.
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C. Settlement and cost

In the baseline process, payment depended on manual confirmation of delivery and an invoicing cycle, with a
median settlement time of 4.2 days in the scenarios. With the smart contracts, the payment release function
executed as soon as delivery was confirmed by the retailer and by the oracle data, and the median time from
delivery to payment was 6 minutes. The cost of contract operations on the public network averaged the equivalent
of about 1.8 US dollars per order, dominated by the escrow and release operations, while operations on the
permissioned network incurred only infrastructure costs. Storing hashes and encrypted shares on-chain, instead
of whole documents, reduced the on-chain data volume by more than 99%.

D. Security evaluation

Attack simulations tested the threats of Table 2. Attempts to alter production records after the fact were detected
in 100% of cases, because the changed hash did not match the recorded one. Attempts to access documents or
invoke contract functions without authorisation were refused in 99.6% of 5,000 attempts, and the few successful
attempts involved a misconfigured test role that was corrected. Replay of relayed messages through the bridge
was rejected in all 1,000 attempts through the use of message identifiers and one-time release. A simulated
compromise of one oracle node did not affect the outcome because the others outvoted it, but a simulated
compromise of a majority of the oracle nodes could forge events, which identifies the oracle quorum as a critical
parameter. The zero-knowledge validator accepted all valid proofs and rejected all of the 500 forged proofs, and
no confidential production data were exposed to the regulator in the process. In a flooding test, rate limits and
queueing kept the bridge responsive at three times the normal load, with latency increasing by 31%.

DISCUSSION

The results show that integrating smart contracts across a permissioned and a public network is practical and
beneficial. Each network does what it does best: the permissioned network protects commercial production data
and offers fast transactions, while the public network provides open, automated settlement for retailers and
financial partners. The bridge and its associated components allow them to behave as one system for traceability
purposes, without forcing the sensitive data of one side onto the other.

The performance results in Fig. 3 are encouraging for auditing. Auditors and regulators verify documents
repeatedly, and a 40% average reduction in verification time, growing to nearly half for larger files, translates into
real savings in time and cost as volumes grow. The more regular growth of the proposed platform also makes
capacity planning easier. These gains come with trade-offs: the public network adds confirmation latency, and the
system is more complex than a central database, with more components to operate and secure.

Security is the principal motivation for the design, and the layered approach proved resilient. Hash-linked records
and on-chain document hashes make tampering evident. Authentication and access control protect interfaces.
Secret sharing and encryption protect documents. Zero-knowledge proofs allow regulators to verify compliance
without being given the data, which may remove a major barrier to participation by firms worried about
confidentiality. The weakest point identified was the oracle quorum: if a majority of oracle nodes were
compromised, false events could be introduced. This echoes experience with bridges in other domains and
suggests that oracle diversity, staking or bonding of oracle operators, and monitoring should be prioritised.

The automated payment result deserves emphasis. Reducing median settlement from four days to six minutes
improves cash flow for suppliers, particularly small ones, and removes disputes about whether goods arrived.
However, automatic payment depends on the quality of the delivery confirmation, so the reliability of sensors, the
honesty of the oracle sources, and the handling of disputes, for example damaged goods, must be designed
carefully. A dispute resolution function, with defined arbitration and time-outs, is a necessary part of a production
system.

Several limitations apply. The prototype was tested with four organisations and simulated workloads, and real
supply chains have many more participants and more heterogeneous systems. The public side used a test network,
so costs and confirmation times in production will differ. The trusted setup of the proof system is a point of trust,
and the compliance circuits covered only simple conditions. The comparison used one conventional cloud
configuration, and a heavily optimised cloud architecture might narrow the gap. Document sizes were limited to
350 kilobytes, and behaviour with very large files was not tested. Finally, smart contracts are immutable once
deployed, so errors are costly, and governance of upgrades, legal recognition of automated execution, and
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compliance with data protection law, which may conflict with permanent records, need attention. Future work
will include larger pilots with industry partners, richer proof circuits, formal verification of the contracts,
evaluation of alternative bridge designs, and integration of internet-of-things devices for automated capture of
events.

CONCLUSION

This paper presented a cross-chain architecture that integrates smart contracts on a permissioned network and a
public network to improve traceability and security in supply chains. A logistics middleware bridges the two,
supported by an oracle network, authentication and access control, a zero-knowledge regulatory audit layer, and
traceability and data integrity components. A storage workflow combines a distributed file system, secret sharing,
and encryption to protect documents while keeping on-chain costs low.

In the prototype evaluation, integrity verification was on average 40% faster than in a conventional cloud platform
and took 4.3 seconds against 8.1 seconds for 350 kilobyte files. Traceability queries returned in under two seconds,
payment settlement fell from days to minutes, and attack simulations confirmed resistance to tampering,
unauthorised access, and replay, with the oracle quorum identified as the main residual risk. The findings suggest
that carefully integrated smart contracts can give multi-party supply chains a shared, trustworthy record and
automated, secure execution, and they point to oracle security, dispute resolution, and governance as the priorities
for real deployments.
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