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ABSTRACT: 

Open banking requires banks to share customer data and payment initiation with licensed third-party providers 

through application programming interfaces, with the customer's consent. The model has stimulated competition 

and new services, but it has also widened the attack surface of financial institutions, because sensitive data and 

money movement now flow across organisational boundaries, through interfaces designed to be reached from 

outside. This paper examines the main cybersecurity vulnerabilities in open banking architectures and proposes a 

layered mitigation framework, called CS-FSM, built from three groups of controls: secure communication, based 

on digital certificates and data encryption; strong and adaptive authentication, combining multi-factor 

authentication, adaptive authentication, automated-abuse challenges, device registration, and redirection-based 

authentication; and continuous session monitoring. A taxonomy of fourteen vulnerabilities is developed across 

the consent, authentication, interface, third-party, and operational layers. The framework was evaluated in a 

simulated open banking environment with between 10 and 100 customers and compared with three data-driven 

protection schemes based on support vector machines, principal component analysis, and linear discriminant 

analysis. CS-FSM achieved an average data protection ratio of 83.9%, which rose from 72% with ten customers 

to 94% with one hundred, against averages of 57.6%, 66.2%, and 61.0% for the comparison schemes. It also 

maintained an average scalability ratio of 87.2%, increasing steadily with load while the other schemes fluctuated. 

The results indicate that coordinated layering of preventive controls with continuous monitoring is more effective 

and more scalable than isolated analytic defences, and the paper closes with practical recommendations for 

financial institutions. 

Keywords: Open Banking, Cybersecurity, Application Programming Interfaces, Authentication, Secure Communication, 

Session Monitoring, Third-Party Risk, Financial Institutions 

 

INTRODUCTION 

 

Open banking changes the basic arrangement of retail finance. In the traditional model, a bank holds customer 

data behind its own perimeter and offers services through its own channels. Under open banking, regulation or 

industry agreement requires the bank to expose customer account information and payment initiation, on the 

customer's instruction, to authorised third parties such as budgeting applications, lenders, payment initiators, and 

account aggregators. The technical vehicle is a set of application programming interfaces, or APIs, along with 

standards for consent, authentication, and authorisation. The benefits are real: customers can see all their accounts 

in one place, move money cheaply, and compare products, while fintech firms can build services on top of bank 

data. Many jurisdictions have adopted the model, and the number of connected users and API calls has grown 

quickly. 

 

From a security standpoint, however, open banking inverts long-standing assumptions. Banks built defences on 

the idea that critical systems sit inside a controlled perimeter. Open banking deliberately places interfaces to 

critical systems where outside parties can reach them. Every third-party provider becomes a possible entry point, 

every access token a possible target, and every consent a possible subject of manipulation. A weakness in a small 

provider's mobile application can become a route to many banks' customers, and a flaw in one bank's interface 

can be replicated across the ecosystem because the interfaces follow common standards. Reports of attacks on 

financial interfaces, including credential stuffing, token theft, abuse of excessive data exposure, and phishing that 

mimics consent screens, show that adversaries have already adapted. 

https://pspac.info/index.php/dlbh/article/view/550
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Financial institutions therefore need a clear picture of where open banking architectures are vulnerable and a 

coherent set of controls to reduce the risk. Existing guidance tends to be fragmented: standards describe individual 

mechanisms, such as how tokens should be issued or how certificates should be validated, but do not show how 

mechanisms fit together, and research papers often examine one attack or one defence at a time. Practitioners are 

left to assemble the controls themselves, and gaps appear at the joins. 

 

This paper addresses that need. Its contributions are as follows. First, a taxonomy of open banking vulnerabilities 

organised by architectural layer. Second, a layered mitigation framework, shown in Fig. 1, that combines secure 

communication, authentication, and continuous monitoring and specifies how the controls reinforce each other. 

Third, a simulation-based evaluation that compares the framework with three data-driven protection schemes as 

the number of customers grows, in terms of data protection and scalability. Fourth, practical recommendations for 

banks on prioritisation, governance, and third-party oversight. The paper is organised as follows: Section II 

reviews background, Section III related work, Section IV methodology, Section V the experimental setup, Section 

VI the results, Section VII the discussion, and Section VIII concludes. 

 

LITERATURE REVIEW 

 

A. Open banking and its architecture 
A typical open banking architecture involves four parties: the customer, the bank that holds the account, the third-

party provider that offers a service, and a trust framework, often a directory or regulator, that registers and certifies 

providers. When the customer wishes to use a third-party service, the provider registers a client with the bank, 

redirects the customer to the bank to authenticate and give consent, and receives a limited-lifetime access token 

that allows it to call the bank's APIs within the scope of the consent. The bank enforces authorisation on every 

call. Standards profiles for financial-grade security tighten the general-purpose authorisation framework by 

requiring strong client authentication, signed requests, and sender-constrained tokens. Regulations in several 

regions add requirements for strong customer authentication, secure communication between institutions, and 

incident reporting. 

 

B. Vulnerabilities in interfaces and authorisation 
Security research on APIs identifies recurring weaknesses. Broken object-level authorisation occurs when an 

interface accepts an identifier from the caller and returns the corresponding record without checking that the caller 

is entitled to it, which lets one customer or provider read another's data. Broken authentication includes weak 

token handling, long-lived tokens, missing validation of token audience, and poor protection of client credentials. 

Excessive data exposure occurs when an interface returns more fields than the consumer needs, relying on the 

client to filter them. Lack of rate limiting enables credential stuffing, enumeration, and denial of service. Injection 

flaws arise from unvalidated input. Security misconfiguration, including permissive cross-origin settings and 

verbose error messages, leaks information. These weaknesses are not unique to banking, but their consequences 

are more severe when the data are financial and the interfaces can move money. 

 

C. Authentication, consent, and social engineering 
The redirection flow, in which the customer is sent from the provider to the bank to authenticate, is designed to 

keep the customer's bank credentials away from the provider. It also creates an opportunity for attackers: phishing 

pages can imitate the bank's login or consent screen, malicious applications can intercept redirections, and 

customers who are used to being redirected may not notice a fraudulent destination. Weak second factors, such as 

one-time codes sent by text message, are vulnerable to interception and to number-porting attacks. Consent itself 

can be abused when screens are confusing, when scopes are broad, or when consent is not clearly revocable. 

Automated attacks add another dimension: bots test stolen credentials at scale, and distinguishing humans from 

automated programs becomes part of authentication. 

 

D. Third-party and supply chain risk 
A bank can harden its own interfaces and still be harmed by a weak provider. Providers vary greatly in size and 

security maturity. A compromised provider can misuse tokens it legitimately holds, leak customer data, or be 

impersonated. Certificates used to identify providers can be stolen or mis-issued, and revocation can be slow. 

Fourth-party risk, arising from the cloud services and libraries that providers themselves rely on, is harder still to 

see. Banks therefore need onboarding standards, continuous assurance, and the technical ability to revoke a 

provider quickly. 
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E. Detection and monitoring 
Preventive controls reduce risk but cannot eliminate it, so detection is required. Machine learning has been applied 

to detect anomalous API use and fraudulent sessions, using methods such as support vector machines for 

classification, principal component analysis to reduce the dimension of behavioural features and expose outliers, 

and linear discriminant analysis to separate classes of behaviour. These methods are effective when features are 

well chosen, but they work on data after the fact and usually in isolation from the controls that produce the data. 

A monitoring function that is integrated with authentication and communication controls, observing sessions 

continuously and able to trigger step-up checks or termination, offers a tighter loop. 

 

RELATED WORK 

 

Studies of open banking security fall into several groups. One group analyses protocol flows and finds weaknesses 

in the implementation of authorisation protocols, such as insufficient validation of redirection addresses, missing 

binding between the authorisation request and the session, and reuse of authorisation codes. These studies provide 

valuable detail on specific flaws, but they treat the protocol in isolation from the monitoring and operational 

controls that surround it. 

 

A second group examines regulatory and governance questions: how to allocate liability between banks and 

providers, how to ensure that customers understand what they consent to, and how to supervise providers. These 

contributions are important for policy but offer limited technical guidance. A third group applies machine learning 

to detect fraud and anomalies in transaction and session data, with various classifiers and dimensionality reduction 

techniques reported to achieve good detection in controlled experiments. As noted above, such approaches usually 

address detection only, and their performance often degrades as the number of users and the diversity of behaviour 

increase, a scalability concern that is central in open banking, where the number of connected customers and 

providers grows continuously. 

 

A fourth group proposes layered or zero-trust architectures for financial services, in which no request is trusted 

by default and each is verified continuously. The present paper builds on that direction. It differs by providing a 

concrete taxonomy of vulnerabilities, a framework that organises the controls in three interacting groups with 

explicit dependencies, and a comparative evaluation of protection and scalability against data-driven schemes. 

 

METHODOLOGY 

 

A. Approach 
The methodology has three parts. First, a structured analysis of the open banking architecture, using threat 

modelling of each component and data flow, identifies vulnerabilities, which are organised into a taxonomy. 

Second, mitigation controls are selected and arranged into a layered framework, in which the dependencies among 

controls are made explicit. Third, the framework is evaluated by simulation against alternative schemes. The threat 

modelling used a standard classification of threats, covering impersonation, tampering, repudiation, information 

disclosure, denial of service, and elevation of privilege, applied to each interface, token flow, and storage point, 

and was complemented by attack trees that trace how an attacker could achieve goals such as obtaining a 

customer's transaction history or initiating an unauthorised payment. 

 

B. Taxonomy of vulnerabilities 
The analysis produced fourteen vulnerabilities, grouped into five layers as shown in Table 1. The consent layer 

covers the way customers grant and manage access. The authentication layer covers proof of identity of customers 

and providers. The interface layer covers the APIs themselves. The third-party layer covers the providers and their 

dependencies. The operational layer covers monitoring, response, and configuration. The table also lists the 

principal mitigation for each vulnerability, which is elaborated in the framework below. 

 

TABLE 1. Taxonomy of Open Banking Vulnerabilities and Principal Mitigations 

Layer Vulnerability Principal mitigation 

Consent Confusing or over-broad consent screens Granular scopes, clear display, easy revocation 

Consent Consent replay or reuse beyond its 

purpose 

Time-limited, purpose-bound consent records 

Authentication Phishing of the redirected login page Redirection authentication with verified endpoints 

https://pspac.info/index.php/dlbh/article/view/550
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Authentication Weak or interceptable second factor Multi-factor authentication with strong factors 

Authentication Credential stuffing and bot-driven login 

attempts 

Automated-abuse challenge, adaptive 

authentication 

Authentication Use of stolen credentials from unknown 

devices 

Device registration and device binding 

Interface Broken object-level authorisation Authorisation check on every object and call 

Interface Excessive data exposure Response filtering by consent scope; encryption 

Interface Missing rate limits and input validation Throttling, schema validation, gateway controls 

Third party Compromised or impersonated provider Digital certificates, mutual authentication, 

revocation 

Third party Token theft or misuse by a provider Short-lived, sender-bound tokens; monitoring 

Operational Insufficient logging and detection Continuous session monitoring with alerting 

Operational Slow incident response and revocation Automated response and provider suspension 

Operational Misconfiguration and certificate lapses Configuration baselines, certificate lifecycle 

management 

 

C. The CS-FSM mitigation framework 
The framework, called CS-FSM, is shown in Fig. 1. It arranges controls into three groups: secure communication, 

authentication, and monitoring. In the figure, arrows with open heads indicate that one component supports or 

feeds another. The arrangement expresses an important design principle: controls are not independent items on a 

checklist but parts of a chain in which each depends on the integrity of the others. 

 
Fig. 1. CS-FSM layered framework: secure communication, authentication, and continuous monitoring. 

https://pspac.info/index.php/dlbh/article/view/550
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The secure communication group is the foundation. It contains the digital certificate and data encryption. Digital 

certificates identify the parties, banks and providers, to each other and allow mutual authentication of the 

connection, so that a bank accepts calls only from registered providers and a provider calls only the genuine bank. 

Data encryption protects information in transit and at rest, so that interception or theft of stored data does not 

reveal its content. In the figure, the digital certificate feeds data encryption, because encryption keys and secure 

channels depend on trusted identities. Both of them feed every authentication mechanism, since authentication 

messages must themselves travel over a trusted, protected channel, and both feed the monitoring function, which 

relies on the integrity of the data it observes. 

 

The authentication group contains five mechanisms. Multi-factor authentication requires the customer to present 

two or more independent proofs, for example a secret and a device-bound cryptographic key or biometric, so that 

stealing one is insufficient. Adaptive authentication adjusts the strength of checks to the risk of each request: low-

risk requests from known devices and usual locations pass with little friction, while risky requests, such as a large 

payment to a new payee from a new location, trigger stronger checks. The automated-abuse challenge, a test to 

tell computers and humans apart, limits bots in login and registration flows. Device registration records and binds 

trusted devices to the customer, so that sessions from unknown devices receive extra scrutiny. Redirection 

authentication keeps customers' credentials within the bank's own domain by sending them to the bank to 

authenticate, with strict validation of redirection addresses and visible indicators of the genuine destination. In the 

figure, the outputs of all five mechanisms flow to the monitoring group, so that authentication events and their 

outcomes become part of the monitored record. 

 

The monitoring group contains continuous session monitoring. Rather than authenticating once and trusting the 

session until it expires, the bank observes the session throughout: the sequence of API calls, their rate and volume, 

the devices and networks used, and deviations from the customer's normal behaviour. When risk rises, monitoring 

can trigger step-up authentication, restrict the scope of the token, suspend a provider, or end the session. The 

arrows from monitoring back toward the authentication mechanisms in the figure represent this feedback. It is the 

feedback that transforms the framework from a set of static gates into an adaptive system. 

 

D. Control dependencies and design principles 
Four principles guide the framework. Defence in depth: no single control is relied upon, and an attacker must 

defeat several. Least privilege: tokens, scopes, and provider permissions are limited to what the customer 

consented to and what the function needs. Continuous verification: trust is evaluated throughout the session and 

not just at its beginning. Automated response: the time between detection and containment must be short, which 

requires that suspension, revocation, and step-up challenges can be triggered by monitoring without waiting for 

manual action. 

 

E. Comparison schemes 
CS-FSM was compared with three data-driven schemes that represent common analytic approaches to protecting 

customer data. The first uses a support vector machine to classify sessions or requests as legitimate or malicious. 

The second uses principal component analysis to reduce the dimension of session features and flag points far from 

the normal pattern. The third uses linear discriminant analysis to separate legitimate and malicious behaviour. 

These schemes operate as detection layers on top of a conventional deployment, and do not include the preventive 

controls of CS-FSM. They were chosen because they are widely used and well understood, which makes them 

informative baselines. 

 

F. Evaluation metrics 
Two metrics were used. The data protection ratio is the percentage of attack attempts in a simulated campaign for 

which customer data were not exposed and no unauthorised action was completed. The scalability ratio is the 

percentage of the scheme's protection performance and response capability that is retained as the number of 

customers, and hence the volume of sessions and the diversity of behaviour, increases, relative to its performance 

under an ideal, unloaded condition. A scheme that stays near one hundred percent scales well, and one that 

fluctuates or declines does not. 

https://pspac.info/index.php/dlbh/article/view/550
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EXPERIMENTAL SETUP 

 

A. Simulation environment 
The evaluation used a simulated open banking environment consisting of a bank API gateway and back-end 

services, five simulated third-party providers, and a population of simulated customers with realistic behaviour 

profiles: logins, balance checks, transaction queries, and payments at varied frequencies and from varied devices. 

The number of customers was increased from 10 to 100 in steps of ten. This range is small relative to real 

deployments, but it is adequate to show how each scheme behaves as load and behavioural diversity increase, and 

it allowed hundreds of repetitions at every size. 

 

B. Attack campaign 
At each customer count, a campaign of attacks was run. It included credential stuffing with stolen credential lists, 

phishing-based capture of redirected logins, replay and theft of access tokens, abuse of excessive data exposure 

by a malicious provider, requests with manipulated object identifiers, rate-based flooding of interfaces, session 

hijacking, and calls with forged or revoked certificates. Attack volume was scaled with the customer population, 

so that the proportion of customers targeted remained constant at about 20%. Each campaign was repeated 30 

times with different random seeds, and the results are reported as means with confidence intervals. 

 

C. Implementation of schemes 
The three data-driven schemes were trained on labelled session data from earlier simulation runs, with features 

that include request rates, call sequences, device and location attributes, time of day, and payload sizes. CS-FSM 

was implemented with mutual certificate authentication and encryption on all connections, the five authentication 

mechanisms with adaptive risk scoring, and a monitoring service that scored sessions continuously and triggered 

step-up, scope restriction, or termination. Thresholds were set from the training runs and then fixed for evaluation. 

All schemes ran on identical infrastructure, and the same attack sequences were applied to each. 

 

RESULTS 

 

A. Data protection 
Fig. 2 shows the data protection ratio of the four schemes as the number of customers rises from 10 to 100. CS-

FSM was highest at every size. Its ratio started at 72% with ten customers and rose steadily to 94% with one 

hundred, passing 80% at forty customers and 90% at eighty. The principal component analysis scheme was 

second, rising from 52% to 79%. The linear discriminant analysis scheme rose from 50% to 70%, with a small 

dip at seventy customers, where its ratio fell to 62% from 64% at sixty. The support vector machine scheme was 

lowest, rising from 45% to 69%. The gap between CS-FSM and the best comparison scheme was 20 percentage 

points at ten customers and 15 points at one hundred, and the gap to the weakest was 27 and 25 points respectively. 

 
Fig. 2. Data protection ratio versus number of customers for SVM, PCA, LDA, and CS-FSM. 
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All schemes improved as the number of customers increased. For the data-driven schemes this is expected, 

because more customers generate more behavioural data and more attacks to learn from, so that normal behaviour 

is better characterised. For CS-FSM the improvement reflects the monitoring component, which also benefits 

from additional behavioural data, but the starting level was already high, because the preventive controls block 

many attacks irrespective of how much data has been collected. This is a practical advantage for new or small 

deployments, where data are scarce: the framework protects well from the start. 

 

TABLE 2. Data Protection Ratio (%) at Selected Customer Counts 

Scheme 10 customers 50 customers 100 

customers 

Mean over 

all sizes 

Gain of CS-

FSM (points) 

SVM 45 57 69 57.6 26.3 

PCA 52 65 79 66.2 17.7 

LDA 50 61 70 61.0 22.9 

CS-FSM 72 83 94 83.9 Not 

applicable 

 

B. Scalability 
Fig. 3 shows the scalability ratio. CS-FSM again led, rising smoothly from 79% at ten customers to 94% at one 

hundred, with a mean of 87.2%, and its error bars were small, indicating consistent behaviour across repetitions. 

The comparison schemes were less consistent. The principal component analysis scheme began well, at 73%, and 

reached 85% at twenty customers, but then declined to 74% at sixty, recovered to 85% at seventy, and fell again 

to 71% at one hundred, so that by the largest size it was 23 points behind CS-FSM and had been overtaken from 

about thirty customers onward. The linear discriminant analysis scheme started low, at 36%, climbed unevenly to 

81% at seventy, and then dropped to 68% at eighty before ending at 75%. The support vector machine scheme 

rose from 43% to 72%, with a drop at sixty customers, where it fell to 47% from 51% at fifty. The error bars for 

these schemes were also wider, particularly for linear discriminant analysis, with variation of about five percentage 

points in either direction at several sizes. 

 
Fig. 3. Scalability ratio versus number of customers for SVM, PCA, LDA, and CS-FSM, with error bars. 

TABLE 3. Scalability Ratio (%) Summary 

Scheme At 10 

customers 

At 100 

customers 

Mean over all 

sizes 

Lowest 

value 

Highest 

value 

SVM 43 72 55.8 43 72 

PCA 73 71 77.7 71 85 

LDA 36 75 64.1 36 81 

CS-FSM 79 94 87.2 79 94 
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The pattern suggests that the data-driven schemes are sensitive to the composition of the customer population: as 

new customers with different habits join, the learned boundary between normal and malicious behaviour shifts, 

and performance varies. The principal component analysis scheme in particular appears to lose discrimination as 

the number of behavioural dimensions increases, since a small number of principal components cannot capture 

the diversity of a large population. CS-FSM is less affected, because most of its protection comes from controls 

that do not depend on the population, such as certificate validation, encryption, device binding, and redirection 

authentication, while its adaptive components adjust continuously. 

 

C. Results by attack type 
A breakdown by attack type at the largest size, one hundred customers, shows where the framework gains most. 

Credential stuffing was blocked in 97% of attempts by CS-FSM, thanks to the combination of the automated-

abuse challenge, device registration, and multi-factor authentication, against 71% to 78% for the data-driven 

schemes. Phishing of redirected logins was defeated in 95% of cases, since redirection authentication with verified 

endpoints and a device-bound second factor means that captured credentials alone were not enough. Calls with 

forged or revoked certificates were rejected in 99% of cases, which the data-driven schemes could not match 

because they do not validate identity at the connection level. Token theft and replay was blocked in 92%, where 

short-lived, sender-bound tokens and monitoring worked together. The attack types where the framework 

achieved lower values were manipulated object identifiers, at 88%, and low-and-slow data harvesting by an 

authorised provider, at 84%. These rely on application-level authorisation checks and on the behaviour of a 

legitimate party, and they are the most difficult to prevent by communication or authentication controls alone. 

 

D. Overhead and usability 
The framework added a median of 38 milliseconds to the latency of an API call, mainly from certificate validation, 

encryption, and risk scoring, which is small compared with typical end-to-end response times. Step-up challenges 

were triggered for 6.4% of sessions overall and for 2.1% of sessions from registered devices at usual times, so 

that most customers experienced little additional friction. False positives, meaning legitimate sessions interrupted 

without cause, were 1.3% at the largest size, which is acceptable but should be monitored because friction affects 

customer satisfaction and the willingness to use open banking services. 

 

DISCUSSION 

 

The results support the central argument of the paper: the protection of open banking is better delivered by a 

coordinated stack of preventive controls and continuous monitoring than by analytic detection applied to a 

conventional deployment. The advantage of CS-FSM, which averaged 84% data protection against 58% to 66% 

for the alternatives, comes less from any one clever technique than from combination. Certificates and encryption 

establish trust in the channel. Authentication mechanisms establish trust in the person and device. Monitoring 

watches for the failure of either. When one control fails, another is positioned to catch the problem, which is what 

defence in depth means in practice. 

 

The scalability findings deserve attention from institutions planning for growth. Open banking ecosystems tend 

to expand quickly, and a security approach that works in a pilot with a few customers may not work at scale. The 

steady improvement of CS-FSM, contrasted with the erratic performance of the data-driven schemes in Fig. 3, 

suggests that controls grounded in cryptographic identity and policy are more predictable than controls grounded 

in learned behavioural boundaries. This does not mean that machine learning has no place: the monitoring 

component of the framework uses it, but as one element, supported by deterministic controls. 

 

Several recommendations follow for financial institutions. First, treat certificate management as critical 

infrastructure: automate issuance, rotation, and revocation, and be able to suspend a provider quickly. Second, 

adopt strong authentication for all customers and make it adaptive, so that security does not impose uniform 

friction. Third, validate redirection addresses strictly and educate customers on recognising genuine bank screens. 

Fourth, enforce authorisation on every object and every call at the API gateway and limit responses to the 

consented scope. Fifth, invest in continuous session monitoring with automated responses and clear escalation 

paths. Sixth, build third-party oversight into the business: onboarding assessments, continuous assurance, 

contractual security obligations, and incident reporting. Seventh, test regularly with penetration testing and red-

team exercises that include provider-side scenarios. 
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The study has limitations. The simulation used up to 100 customers and five providers, which is far smaller than 

production environments, and although the trends are informative, absolute figures will differ in practice. The 

attack campaign covered common attack types but cannot represent novel or highly targeted attacks, and 

adversaries will adapt to any defence. The comparison schemes were generic implementations, and more 

sophisticated detection models might perform better, although they would still lack the preventive controls. The 

metrics were defined for this study and are not industry standards. The usability assessment was limited to 

measured friction and did not include user studies. Future work should test the framework in a pilot with a live 

bank and providers, extend it to cover consent management and fourth-party risk more fully, explore sender-

constrained tokens and hardware-backed keys at scale, and examine how privacy-preserving analytics can allow 

banks to share threat intelligence without sharing customer data. 

 

CONCLUSION 

 

Open banking brings benefits for customers and competition, but it moves critical financial interfaces to the 

boundary of the institution and multiplies the parties that handle customer data. This paper examined the resulting 

vulnerabilities, organised fourteen of them into a five-layer taxonomy, and proposed CS-FSM, a framework that 

combines secure communication through digital certificates and encryption, five complementary authentication 

mechanisms, and continuous session monitoring with feedback to the other layers. 

 

In simulation, CS-FSM achieved a mean data protection ratio of 83.9%, rising from 72% to 94% as the number 

of customers grew from 10 to 100, and a mean scalability ratio of 87.2%, outperforming support vector machine, 

principal component analysis, and linear discriminant analysis schemes by wide margins and behaving more 

consistently as load increased. The findings imply that financial institutions should invest in layered, mutually 

reinforcing controls, with continuous monitoring and automated response, rather than relying on isolated detection 

techniques. As open banking matures, the institutions that combine technical rigour with sound governance of 

third parties will be best placed to protect their customers and sustain trust in the ecosystem. 
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