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ABSTRACT: 

Large language models (LLMs) have moved rapidly from research artefacts to deployed systems embedded in 

education, healthcare, software engineering, and autonomous agent pipelines, making rigorous evaluation of their 

capability, reliability, and safety a matter of direct practical consequence rather than purely academic interest. 

This paper presents a comprehensive review of the state of LLM evaluation, organised around three interlinked 

themes. First, it traces the evolution of AI evaluation paradigms, from static, single-task benchmarks of the 1990s 

and 2000s, through the deep-learning and foundation-model era, to the current agent-centric evaluation challenges 

posed by autonomous, tool-using LLM systems. Second, it synthesises the principal evaluation methodologies in 

current use, spanning automatic intrinsic benchmarks, structured human evaluation frameworks scored across 

dimensions such as relevance, coherence, coverage, and harm, LLM-as-a-judge automatic evaluation, and 

domain-specific evaluation frameworks illustrated through the case of medical LLM assessment. Third, it 

examines reliability and safety as distinct but related evaluation concerns, reviewing hallucination and factuality 

assessment, consistency and robustness testing, inter-rater and human-AI agreement studies, benchmark 

contamination, alignment techniques including reinforcement learning from human feedback and Constitutional 

AI, red-teaming methodology, and the emerging challenge of evaluating autonomous LLM-based agents. The 

review concludes by identifying persistent gaps, including benchmark saturation, the cost and subjectivity of 

human evaluation, cultural and linguistic bias in existing benchmark suites, and the absence of standardised 

protocols for long-horizon agentic evaluation, and by outlining practical mitigation strategies, including 

transparency, shared evaluation infrastructure, and broader stakeholder participation, that can support more 

trustworthy and reproducible evaluation practice going forward. 

Keywords: Large Language Models, Evaluation, Reliability, AI Safety, Benchmarking, Human Evaluation, Alignment, Red-

Teaming, Hallucination, LLM-as-a-Judge 

INTRODUCTION 

 

The capability of large language models has expanded at a pace that has consistently outstripped the maturity of 

the tools available to evaluate them. Models once assessed primarily on narrow, single-task benchmarks such as 

sentiment classification or named-entity recognition are now routinely deployed as open-ended conversational 

assistants, coding copilots, medical information aids, and increasingly as autonomous agents capable of planning, 

using external tools, and executing multi-step tasks with limited human supervision. Each expansion in capability 

has been accompanied by a corresponding expansion in the scope of what evaluation must cover: no longer only 

whether a model produces a correct answer to a closed-form question, but whether its output is factually grounded, 

internally consistent, appropriately calibrated in its expressed confidence, free of harmful or biased content, 

resistant to adversarial manipulation, and, in agentic settings, safe and coherent across long horizons of 

autonomous decision-making. 

 

This breadth creates a genuine evaluation problem rather than a simple measurement problem. Accuracy on a 

fixed benchmark is a necessary but insufficient signal of real-world reliability, since high benchmark performance 

can coexist with brittle behaviour under distributional shift, sensitivity to superficial prompt rewording, or outright 

fabrication of plausible-sounding but false content, commonly termed hallucination. Safety evaluation raises a 

further set of difficulties: harmful behaviours are often rare, context-dependent, and adversarially elicited, 

meaning that naive sampling-based evaluation can systematically underestimate risk unless combined with 

deliberate red-teaming and adversarial probing. Meanwhile, as human evaluation has become both more necessary 

and more expensive at scale, the field has increasingly turned to LLMs themselves as evaluators, a practice that 
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introduces its own reliability questions concerning judge bias, self-preference, and agreement with genuine human 

judgment. 

 

Against this backdrop, this paper undertakes a comprehensive review of LLM evaluation, reliability, and safety, 

treating these as an integrated evaluation ecosystem rather than three separate literatures. The review is structured 

to first situate current practice within the historical evolution of AI evaluation paradigms, then to systematically 

cover the principal families of evaluation methodology in current use, automatic benchmarking, structured human 

evaluation, LLM-as-a-judge approaches, and domain-specific frameworks, before turning to a focused treatment 

of reliability (hallucination, consistency, inter-rater agreement, and reproducibility) and safety (alignment 

methods, red-teaming, harmful-content benchmarks, and agentic safety evaluation) as the two evaluation 

dimensions of greatest practical consequence for deployed systems. The review concludes with a synthesis of 

persistent challenges facing the field and a discussion of practical mitigation strategies intended to support more 

trustworthy, transparent, and reproducible evaluation practice. 

 

OBJECTIVES OF THE REVIEW 

 

This review pursues four specific objectives: 

1. To trace the historical evolution of AI and LLM evaluation paradigms, situating current agent-centric evaluation 

challenges within the broader trajectory from static benchmark-driven assessment to open-ended, real-world 

evaluation of autonomous systems. 

2. To systematically synthesise the principal families of LLM evaluation methodology currently in use, including 

automatic intrinsic benchmarks, structured human evaluation frameworks, LLM-as-a-judge automatic evaluation, 

and domain-specific evaluation frameworks, with a focus on their respective strengths, limitations, and 

appropriate use cases. 

3. To critically examine reliability and safety as distinct evaluation dimensions, reviewing hallucination and 

factuality assessment, consistency and robustness testing, inter-rater and human-AI agreement, alignment 

techniques, red-teaming methodology, and the emerging challenge of evaluating autonomous LLM-based agents. 

4. To identify persistent gaps in current evaluation practice and to outline practical, adoptable mitigation strategies, 

spanning transparency, shared evaluation infrastructure, cost-sharing, and stakeholder education, that can improve 

the trustworthiness and reproducibility of LLM evaluation going forward. 

 

EVOLUTION OF AI AND LLM EVALUATION PARADIGMS 

 

Understanding the current state of LLM evaluation requires situating it within the broader historical evolution of 

artificial intelligence evaluation practice, illustrated in Figure 1. Traditional AI evaluation, spanning roughly the 

1990s through the 2010s, was built around static, single-task benchmarks and relied on rule-based and classical 

machine-learning systems assessed through metrics such as accuracy, precision, and recall on fixed, curated test 

sets. The deep-learning revolution of the 2012-2020 period, catalysed in large part by large-scale labelled datasets 

such as ImageNet, shifted the field toward neural network and representation-learning approaches, but evaluation 

remained largely task-isolated: a model trained and evaluated for image classification was not expected, nor 

typically assessed, on any other capability. 
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Figure 1. Evolution of AI evaluation paradigms, from traditional static, single-task benchmarking 

through the deep-learning revolution to foundation-model and LLM-based agent evaluation, culminating 

in the current agent-centric evaluation era and its associated evaluation challenges. 

 

The introduction of foundation models, most visibly marked by the emergence of GPT-3 in 2020, exposed the 

inadequacy of traditional, task-isolated benchmarks for models capable of multi-step reasoning and broad 

generalisation across tasks they were never explicitly trained for. This limitation catalysed the subsequent LLM-

based agent era of 2021-2024, characterised by systems capable of autonomous decision-making, tool use, 

planning, memory management, and long-horizon task execution, capabilities that static single-task benchmarks 

are structurally unable to assess. The present agent-centric evaluation era, from 2023 onward, has consequently 

seen the emergence of web, software, and scientific benchmarks specifically designed to assess planning 

coherence, operational efficiency, safety, and alignment in agentic settings, alongside a growing emphasis on 

ecological validity, the extent to which benchmark performance predicts genuine real-world performance, as a 

first-order evaluation concern in its own right rather than an afterthought to accuracy metrics. 

 

This historical trajectory carries a direct methodological implication for the remainder of this review: no single 

evaluation paradigm inherited from an earlier era is sufficient on its own for contemporary LLMs. Automatic 
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benchmarking retains value for capability assessment at scale, but must be complemented by human evaluation 

for open-ended quality judgments, by LLM-as-a-judge methods for scaling that human judgment, and by 

dedicated safety and reliability testing that earlier, narrower evaluation paradigms were never designed to provide. 

 

EVALUATION METHODOLOGIES 

 

A. Automatic and Intrinsic Benchmarks 
Automatic benchmarking remains the most scalable and reproducible evaluation approach available for LLMs, 

and typically takes one of two forms. Closed-form benchmarks pose questions with a single verifiable correct 

answer, examples of this class include the Massive Multitask Language Understanding (MMLU) benchmark, 

which spans 57 academic subjects, GSM8K for grade-school mathematical reasoning, and HumanEval for 

functional correctness of generated code, all of which permit fully automatic scoring against a ground-truth answer 

or unit test. Composite evaluation suites such as the Holistic Evaluation of Language Models (HELM) framework 

and BIG-bench extend this approach by aggregating dozens to hundreds of individual tasks spanning knowledge, 

reasoning, toxicity, calibration, and efficiency into a single, multi-dimensional evaluation report, explicitly 

rejecting the premise that any single scalar accuracy figure can characterise a general-purpose model. Open-ended 

generation tasks, by contrast, resist purely closed-form scoring and have historically relied on reference-based 

text-similarity metrics such as BLEU and ROUGE, both of which are now widely acknowledged to correlate only 

weakly with human judgments of quality for genuinely open-ended LLM output, motivating the human and LLM-

based evaluation approaches discussed below. 

 

Two further considerations increasingly shape the design of automatic benchmark suites. The first is multilingual 

and cross-lingual coverage: because the majority of widely cited benchmarks, including MMLU, GSM8K, and 

TruthfulQA in their original form, were constructed primarily in English, reported capability and safety results 

have historically offered limited direct evidence about model behaviour in other languages, prompting the 

development of translated and natively constructed multilingual benchmark variants and, more recently, 

benchmarks specifically designed to probe cross-lingual consistency, whether a model's answer to the same 

question changes depending on the language in which it is posed. The second is the growing recognition that raw 

capability metrics alone are an incomplete basis for model comparison in deployment settings sensitive to cost, 

and that efficiency-adjusted evaluation, reporting capability per unit of inference cost, latency, or energy 

consumption, alongside raw accuracy, is necessary for evaluation results to translate meaningfully into 

deployment decisions, particularly as the range of available models spans several orders of magnitude in both 

parameter count and inference cost for broadly comparable levels of benchmark performance. 

 

B. Structured Human Evaluation Frameworks 
Because automatic metrics remain limited for open-ended generation, structured human evaluation continues to 

serve as a gold-standard reference against which other evaluation methods are validated. Figure 2 illustrates a 

representative structured human evaluation pipeline of the kind increasingly used to assess LLM-generated 

responses: raters, typically recruited through a dedicated web application, score each response across a defined 

set of factors, relevance (a contextualised composite of accuracy and reasoning quality), coherence (grammatical 

correctness and overall organisation), comparison (how the response fares against competing entities or alternative 

model outputs), coverage (whether the response is holistic and complete), and harm (the presence of any harmful 

component in the response). Per-factor response scores are then aggregated into a final evaluation score per model, 

permitting systematic, multi-model comparison along each dimension independently rather than collapsing 

quality into a single undifferentiated rating. 
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Figure 2. Representative structured human evaluation pipeline for LLM-generated responses, scoring 

each response across relevance, coherence, comparison, coverage, and harm, with per-factor response 

scores aggregated into a final evaluation score per model. 

 

This structured, multi-dimensional design addresses a well-documented weakness of unstructured human 

evaluation, namely that a single undifferentiated quality rating conflates genuinely distinct failure modes (for 

example, a fluent but factually incomplete response versus an accurate but poorly organised one), making it 

difficult to diagnose why one model outperforms another or to target improvement efforts. The principal 

limitations of structured human evaluation remain its cost and throughput at scale, the subjectivity and inter-rater 

variability inherent in human judgment (examined further in Section V), and the difficulty of recruiting raters with 

appropriate domain expertise for specialised content such as medical, legal, or technical responses. 

 

C. LLM-as-a-Judge and Automatic Evaluation Using LLMs 
To address the scalability limitations of human evaluation, a substantial body of recent work has turned to using 

LLMs themselves as automatic evaluators, commonly termed the LLM-as-a-judge approach. Methods in this 

family, including pairwise preference judging as used in the Chatbot Arena and MT-Bench evaluation protocols, 

and reference-guided scoring approaches such as G-Eval, prompt a strong LLM to compare or score candidate 

responses according to specified criteria, achieving reported agreement with human preference judgments that is 

often comparable to inter-human agreement itself on general-purpose conversational tasks. This approach 

dramatically reduces evaluation cost and turnaround time relative to human panels, and has become a standard 

component of iterative model development pipelines. However, LLM judges have been shown to exhibit 

systematic biases, including a preference for longer responses independent of quality, position bias in pairwise 

comparisons, and a self-preference effect in which a model favours outputs from the same model family as itself, 

all of which necessitate careful evaluation protocol design, including randomised answer ordering and periodic 

validation against genuine human judgment, before LLM-as-a-judge results are treated as a reliable substitute for 

human evaluation. 

 

D. Domain-Specific Evaluation Frameworks: The Case of Medical LLM Evaluation 
General-purpose benchmarks are frequently insufficient for high-stakes application domains, motivating the 

development of domain-specific evaluation frameworks. Figure 3 illustrates a representative framework for 

evaluating LLMs in the medical domain, structured across four stages: data sources (drawing on both existing 

curated medical resources and manually curated questions), task scenarios (spanning closed-ended question 

answering, open-ended dialogue, image processing, and real-world clinical scenarios), evaluation methods 

(combining automatic evaluation, using algorithms and GPT-based scoring, with human evaluation, drawing on 
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medical professionals, patients, and computer scientists as distinct rater populations), and finally a set of 

evaluation dimensions specific to the clinical context, including accuracy, completeness, safety, empathy, 

reasoning, and hallucination. 

 

 
Figure 3. Representative domain-specific LLM evaluation framework for the medical domain, structured 

across data sources, task scenarios, evaluation methods (automatic and human), and clinically relevant 

evaluation dimensions including accuracy, completeness, safety, empathy, reasoning, and hallucination. 

 

This domain-specific structure is instructive beyond medicine, since it makes explicit two design principles that 

generalise to any high-stakes application: first, that evaluation dimensions should be chosen to reflect the specific 

harms and requirements of the deployment context rather than defaulting to generic accuracy or fluency metrics 

(empathy and hallucination risk are first-order concerns in a medical dialogue context in a way they are not for, 

say, a code-completion task); and second, that the rater population itself should be matched to the domain, since 

general crowdworkers are typically unable to assess clinical accuracy or completeness with the reliability of 

domain professionals. Comparable domain-specific frameworks have been developed for legal reasoning, 

financial analysis, and educational applications, in each case adapting both the task scenarios and the evaluation 

dimensions to the specific risk profile and quality requirements of the domain. 

 

A further point of complexity concerns the growing plurality of applications LLMs are now expected to serve 

within a single evaluation cycle: the same underlying model may be evaluated as a general-purpose assistant, as 

a specialised medical or legal information tool, as a coding agent, and as an autonomous web-browsing or tool-

using agent, often within the same release cycle. Each of these use cases implies a different evaluation emphasis, 

general knowledge and instruction-following for the assistant use case, clinical accuracy and empathy for the 

medical use case, functional correctness for the coding use case, and planning coherence and action safety for the 

agentic use case, meaning that a single aggregate evaluation score is rarely, if ever, an adequate summary of 

readiness for deployment. This plurality motivates the structure adopted for the remainder of this review, which 

treats evaluation methodology, reliability, and safety as related but analytically distinct concerns, each requiring 

its own dedicated methodology rather than a single unified metric. 

 

Benchmark / Suite Primary Focus Scoring Approach 

MMLU Multitask academic knowledge across 57 

subjects 

Automatic, closed-form 

multiple choice 

HELM Holistic, multi-dimensional capability and 

risk profiling 

Automatic, aggregated across 

dozens of scenarios 

BIG-bench Broad, crowd-sourced task diversity Automatic, closed and semi-

open tasks 

GSM8K Grade-school mathematical reasoning Automatic, exact-match final 

answer 

HumanEval Functional correctness of generated code Automatic, unit-test execution 
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TruthfulQA Resistance to common human 

misconceptions 

Automatic and human-graded 

truthfulness 

MT-Bench / Chatbot Arena Open-ended conversational quality LLM-as-a-judge and crowd 

pairwise preference 

RealToxicityPrompts Propensity toward toxic continuation Automatic toxicity classifier 

scoring 

 

RELIABILITY OF LLMS AND THEIR EVALUATION 

 

A. Hallucination and Factuality 
Hallucination, the generation of fluent, plausible-sounding content that is factually incorrect or unsupported by 

any grounding source, remains one of the most consequential reliability failures in deployed LLM systems, 

precisely because hallucinated content is often difficult for a non-expert reader to distinguish from genuinely 

accurate output. Factuality evaluation approaches generally fall into two categories: reference-based methods, 

which check generated claims against a trusted knowledge source or retrieval corpus, and self-consistency 

methods, which probe whether a model's answer to the same underlying question remains stable across repeated 

sampling or paraphrased prompts, on the reasoning that factually grounded knowledge should be more stable 

under such perturbation than fabricated content. Benchmark suites such as TruthfulQA are specifically constructed 

around questions that elicit common human misconceptions, testing whether a model reproduces plausible-

sounding falsehoods learned from its training distribution rather than genuinely calibrated factual knowledge. 

 

B. Consistency and Robustness 
Beyond factuality in the narrow sense, reliability also encompasses a model's consistency and robustness to 

superficial input variation. A genuinely reliable model should not produce materially different answers to logically 

equivalent prompts that differ only in surface phrasing, ordering of multiple-choice options, or minor formatting 

changes, yet such brittleness has been repeatedly documented across model families and remains an active area 

of adversarial and stress-testing research. Robustness evaluation typically involves systematic prompt 

perturbation, testing the same underlying query across paraphrased variants, and measuring the resulting variance 

in model output or accuracy, with high variance interpreted as evidence that benchmark performance may not 

generalise reliably to the full space of naturally occurring user phrasing. 

 

C. Inter-Rater Reliability and Human-AI Agreement 
A further reliability question concerns the evaluation process itself: how consistent are human raters with one 

another, and how well do automatic or LLM-based evaluators agree with human judgment. Figure 4 presents 

representative inter-rater correlation data of the kind used to validate evaluation protocols, comparing agreement 

within an experts-only rater subgroup, within a non-expert subgroup, and between human raters and an automatic 

LLM-based evaluator. Panel (A) illustrates the pattern commonly observed in such validation studies, correlations 

tend to be somewhat lower within the experts subgroup than within the non-expert subgroup, reflecting greater 

diversity of specialist judgment, while agreement between averaged human ratings and automatic evaluation is 

frequently comparable to, or exceeds, agreement between individual expert and non-expert raters, supporting the 

use of automatic or LLM-based evaluation as a scalable complement to, rather than wholesale replacement for, 

human judgment. Panel (B) illustrates a complementary use of such rating data, tracking how average ratings shift 

as additional context (such as biomarkers, wearable-derived data, or broader situational context) is progressively 

added to a query, across both human-adaptive and automatic-adaptive evaluation protocols, with expert, non-

expert, and LLM-based ratings tracked in parallel to assess whether an automatic evaluator responds to added 

context in a manner consistent with human judgment. 
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Figure 4. (A) Representative inter-rater correlation analysis comparing agreement within expert and non-

expert rater subgroups against agreement between human raters and an automatic LLM-based 

evaluator. (B) Average ratings as contextual information is progressively added to a query, tracked in 

parallel across expert, non-expert, and LLM-based raters under human-adaptive and auto-adaptive 

evaluation protocols. 

 

Such inter-rater reliability analysis serves a validating function for the entire evaluation ecosystem described in 

Section IV: without demonstrating that human raters agree with one another to an acceptable degree, and that 

automatic or LLM-based evaluators track human judgment with comparable fidelity, no downstream benchmark 

result, whether based on human or automatic scoring, can be interpreted with confidence. Reporting inter-rater 

agreement statistics, commonly using measures such as Cohen's kappa, Krippendorff's alpha, or Pearson and 

Spearman correlation coefficients, alongside primary evaluation results is accordingly regarded as best practice 

rather than an optional supplementary analysis. 

 

D. Benchmark Contamination and Reproducibility 
A final reliability concern specific to the LLM era is benchmark contamination, the possibility that a model's 

training corpus has inadvertently or deliberately included benchmark test items themselves, inflating apparent 

performance without corresponding genuine capability. Because LLMs are trained on web-scale corpora that are 

difficult to fully audit, contamination detection has become its own sub-field, employing techniques such as n-

gram overlap analysis between training data and benchmark items, and canary-string insertion, embedding unique 

identifying strings into benchmark releases specifically to detect subsequent memorisation. Relatedly, 

reproducibility of evaluation results has been complicated by the closed or partially closed nature of many widely 

used commercial models, whose underlying weights, training data, and even inference-time sampling parameters 

may not be fully disclosed or may change silently between API versions, undermining the assumption of a fixed, 

stable evaluation target that much of classical benchmarking methodology presupposes. 
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E. Calibration and Uncertainty Quantification 
A related but distinct reliability dimension is calibration, the degree to which a model's expressed or implicit 

confidence in an answer matches its actual probability of being correct. A well-calibrated model that is uncertain 

about a claim should ideally signal that uncertainty, whether through explicit hedging language, a numeric 

confidence estimate, or a refusal to answer, rather than presenting a low-confidence guess with the same fluent 

assertiveness as a high-confidence fact, since the latter pattern is a principal contributor to user overreliance on 

hallucinated content. Calibration is commonly assessed using reliability diagrams and expected calibration error 

computed over a model's token-level output probabilities or over elicited numeric confidence statements, and a 

consistent finding across the literature is that instruction-tuning and RLHF-style alignment, while improving 

helpfulness and instruction-following, can measurably degrade calibration relative to the base pretrained model, 

an effect sometimes termed the alignment tax on calibration and an active area of ongoing mitigation research. 

 

SAFETY OF LARGE LANGUAGE MODELS 

 

A. Alignment Techniques 
Contemporary LLM safety practice rests substantially on alignment techniques applied after initial pretraining, 

intended to shape model behaviour toward helpfulness, honesty, and harmlessness. Reinforcement learning from 

human feedback (RLHF) trains a reward model on human preference comparisons between candidate outputs, 

then fine-tunes the base LLM against this learned reward signal using reinforcement learning, an approach 

popularised through its use in instruction-tuned models such as InstructGPT. Constitutional AI extends this 

paradigm by using a set of explicit written principles, a constitution, to guide an AI system in critiquing and 

revising its own outputs, with the resulting preference data then used for reinforcement learning from AI feedback 

(RLAIF), reducing reliance on large volumes of human-labelled preference data while retaining an explicit, 

auditable statement of the values the alignment process is intended to instil. Both families of technique remain 

active areas of methodological refinement, and neither is considered to fully resolve alignment risk on its own, 

motivating the red-teaming and adversarial evaluation practices discussed next. 

 

B. Red-Teaming and Adversarial Evaluation 
Because harmful model behaviours are often rare under naturalistic sampling and may only manifest under 

deliberately adversarial prompting, red-teaming, the systematic, adversarial probing of a model to elicit harmful, 

unsafe, or policy-violating outputs, has become a standard component of pre-deployment safety evaluation. Red-

teaming methodology spans a spectrum from manual efforts, in which human red-teamers craft adversarial 

prompts (jailbreaks) intended to bypass a model's safety training, to automated approaches in which one LLM is 

used to generate adversarial prompts against another at scale, substantially increasing coverage of the space of 

possible attacks relative to manual effort alone. Findings from red-teaming exercises are typically used both to 

directly patch identified vulnerabilities through additional safety fine-tuning and to construct standing adversarial 

benchmark suites against which future model versions can be regression-tested, ensuring that previously identified 

vulnerabilities do not silently re-emerge. 

 

C. Toxicity, Bias, and Harmful-Content Benchmarks 
Alongside adversarially elicited harms, LLM safety evaluation must also address harms that can emerge under 

ordinary, non-adversarial use, principally toxic language generation and demographic or social bias. Benchmark 

suites such as RealToxicityPrompts assess the propensity of a model to continue a given prompt with toxic 

language, while bias-focused benchmarks such as ToxiGen and various stereotype-association test suites assess 

whether model outputs exhibit systematically different quality, sentiment, or content depending on the 

demographic group referenced or implied in a prompt. A recurring finding across this literature is that safety 

training measurably reduces, but rarely fully eliminates, both toxicity and bias, and that residual harms are 

frequently unevenly distributed across languages and cultural contexts, with safety evaluation and mitigation 

effort to date concentrated disproportionately on English-language and Western cultural contexts relative to the 

global distribution of actual model deployment and use. 

 

D. Agentic Safety Evaluation 
The LLM-based agent era described in Section III introduces safety considerations that extend meaningfully 

beyond those relevant to single-turn conversational use. An autonomous agent capable of using external tools, 

executing code, browsing the web, or taking real-world actions on a user's behalf introduces failure modes with 

potentially direct real-world consequence, including unintended or irreversible actions taken without adequate 

human oversight, susceptibility to prompt injection from untrusted content encountered during autonomous 
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operation, and compounding error accumulation across long horizons of sequential decision-making that single-

turn evaluation cannot surface. Emerging agentic safety evaluation frameworks accordingly assess planning 

coherence (whether an agent's sequence of actions remains logically consistent with its stated goal), operational 

efficiency, and explicit safety and alignment criteria such as whether an agent appropriately declines or seeks 

human confirmation before taking high-consequence actions, representing the evaluation frontier that Figure 1's 

historical trajectory identifies as the central open challenge of the current era. 

 

Safety Technique Mechanism Principal Limitation 

RLHF Reward model trained on human 

preference comparisons, used to fine-tune 

via reinforcement learning 

Costly human preference data; 

reward hacking risk 

Constitutional AI / RLAIF AI self-critique against written principles, 

reducing reliance on human labels 

Behaviour bounded by quality of 

the written constitution 

Red-teaming (manual) Human adversaries craft prompts to elicit 

unsafe outputs 

Limited coverage relative to full 

attack space 

Red-teaming (automated) One LLM generates adversarial prompts 

against another at scale 

May miss attack styles outside the 

generator's own distribution 

Toxicity/bias benchmarking Standardised prompts scored for toxic or 

biased continuation 

Residual harms unevenly distributed 

across languages and cultures 

Agentic safety evaluation Assesses planning coherence and 

appropriate deferral to human oversight 

Standardised protocols still 

immature relative to deployment 

pace 

 

E. Transparency and Reporting Standards 
A cross-cutting safety practice that complements the specific techniques above is structured, standardised 

disclosure of evaluation methodology and results, most commonly through model cards and system cards, 

documents accompanying a model release that report intended use cases, known limitations, evaluated benchmark 

performance, and identified safety risks in a consistent, comparable format. Such reporting standards serve two 

functions relevant to this review: first, they allow downstream deployers and researchers to assess whether a 

model's evaluated capabilities and risk profile are appropriate for a given application without needing to 

independently reproduce the full evaluation suite; and second, they create an auditable record against which 

subsequent model versions, or independent third-party evaluation, can be compared, supporting the 

reproducibility concerns raised in Section V-D. Adoption of such standardised reporting remains uneven across 

the field, with substantial variation in the depth and independence of disclosed safety evaluation between 

organisations, a gap that several of the mitigation strategies discussed in Section VII are intended to help close. 

 

CHALLENGES AND MITIGATION STRATEGIES 

 

Synthesising the methodologies reviewed above, several practical challenges recur across the LLM evaluation 

literature, and a corresponding set of mitigation strategies, illustrated schematically in Figure 5, has emerged in 

response. Cost remains a central constraint: structured human evaluation and adversarial red-teaming are both 

labour-intensive, motivating solutions built around shared or distributed cost, including collaborative benchmark 

consortia, cost-sharing across institutions, and the reuse of pre-trained reward and judge models rather than 

commissioning fresh human evaluation for every model iteration. Understanding gaps among practitioners and 

end users regarding both model limitations and appropriate evaluation practice motivate dedicated training and 

structured stakeholder participation, actively encouraging diverse rater and red-team participation rather than 

relying on a narrow, homogeneous evaluator pool. Privacy concerns arising from human evaluation of potentially 

sensitive model outputs, particularly in domains such as healthcare, motivate privacy-preserving evaluation 

protocols and transparent data-handling practices. Finally, correct and informed use of LLMs by evaluators and 

end users alike, supported by broader public education and awareness, alongside transparency regarding known 

model limitations, evaluation methodology, and residual safety risks, and the application of modern evaluation 

technology, including automated contamination detection and LLM-as-a-judge pipelines validated against human 

judgment as described in Section V-C, together constitute the practical toolkit through which the challenges 

identified throughout this review can be incrementally addressed. 
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These mitigation strategies are most effective when applied jointly rather than in isolation. Cost-sharing and pre-

trained judge models, for instance, meaningfully reduce the resource burden of frequent evaluation, but their 

outputs remain trustworthy only to the extent that transparency and periodic human validation, as discussed in 

Section V-C, are maintained alongside them; conversely, broad stakeholder participation and rater education 

improve the diversity and quality of human judgment feeding into evaluation, but achieve limited benefit if the 

resulting data is not accompanied by the transparent reporting practices discussed in Section VI-E. Organisations 

adopting these strategies therefore face a coordination problem as much as a technical one: sustained improvement 

in evaluation practice depends on treating cost, participation, privacy, transparency, and technology adoption as a 

jointly managed programme rather than as independent line items to be addressed piecemeal as resources allow. 

 

 
Figure 5. Practical mitigation strategies addressing the principal challenges in LLM evaluation practice: 

training and stakeholder participation, cost-sharing and use of pre-trained models, privacy-preserving 

protocols, transparency, correct and informed use of LLMs, and adoption of modern evaluation 

technology. 

 

 

DISCUSSION: GAPS AND FUTURE DIRECTIONS 

 

Several gaps persist despite the substantial methodological progress reviewed in this paper. First, benchmark 

saturation is an increasingly acute problem: as models approach or exceed reported human-level performance on 

established benchmarks such as MMLU, the discriminative power of these benchmarks to distinguish genuinely 

stronger models diminishes, motivating continual benchmark refresh but also raising the risk that newer, harder 

benchmarks are constructed reactively rather than according to a principled theory of the capabilities they are 

intended to measure. Second, the cost and subjectivity of human evaluation, and the corresponding reliance on 

LLM-as-a-judge methods, creates a risk of evaluation circularity, in which the models used to judge quality share 

systematic biases or blind spots with the models being evaluated, a concern only partially addressed by the inter-

rater validation practices discussed in Section V-C. Third, cultural and linguistic bias in existing benchmark suites, 

concentrated disproportionately in English and in Western cultural framings as noted in Section VI-C, limits 

confidence that reported safety and reliability results generalise to the full global population of actual model users. 

Fourth, and most acutely for the current agent-centric era identified in Section III, standardised, widely adopted 

protocols for long-horizon agentic evaluation remain immature relative to the pace at which agentic systems are 

being deployed, leaving a meaningful gap between demonstrated capability and rigorously validated safety in 

autonomous, real-world-acting systems. 

 

Addressing these gaps is likely to require continued investment in several directions: dynamic and continually 

refreshed benchmark suites resistant to saturation and contamination; broader, more linguistically and culturally 

diverse rater pools and benchmark construction efforts; principled study of LLM-judge bias sufficient to establish 

clear conditions under which LLM-as-a-judge results can be trusted without independent human validation; and 
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the maturation of agentic safety evaluation into a standardised discipline comparable in rigour to the single-turn 

evaluation methodology that preceded it. None of these directions is intractable in principle, but each requires 

sustained methodological investment commensurate with the pace of capability advancement that motivated this 

review in the first place. 

 

A further direction meriting explicit attention is the growing interdependence between evaluation and deployment 

monitoring. Much of the methodology reviewed in this paper, benchmark suites, structured human evaluation, 

red-teaming, is applied primarily at a fixed point prior to release, yet deployed LLM systems continue to encounter 

novel prompts, novel user populations, and novel adversarial strategies throughout their operational lifetime, 

meaning that pre-deployment evaluation alone cannot guarantee sustained reliability or safety once a model is in 

active use. This has motivated growing interest in continuous or post-deployment evaluation, including live 

monitoring of user-reported failures, ongoing sampling-based auditing of production traffic for hallucination or 

harmful content, and periodic re-administration of red-teaming exercises against updated model versions, 

effectively treating evaluation as an ongoing operational discipline rather than a discrete, one-time gate. 

Integrating this continuous evaluation perspective with the largely pre-deployment-oriented methodology 

reviewed in Sections IV through VI represents a natural, and increasingly necessary, extension of current practice. 

Finally, the review has focused primarily on evaluation methodology developed for and applied to text-based 

LLMs, yet many of the systems now described as large language models are, in practice, multimodal, accepting 

image, audio, or video input alongside text. The extension of the evaluation, reliability, and safety methodology 

reviewed here, benchmark construction, structured human evaluation, hallucination assessment, red-teaming, to 

genuinely multimodal settings introduces additional methodological complexity, for example, factuality 

assessment for a claim grounded in an accompanying image requires evaluation protocols distinct from those used 

for purely text-grounded factuality, that fall largely outside the scope of the present review but represent a natural 

and important direction for the evaluation research community to pursue as multimodal capability continues to 

mature alongside the text-based capabilities that have been the primary focus of the literature synthesised here. 

 

CONCLUSION 

 

This review has synthesised the current landscape of large language model evaluation, reliability, and safety, 

situating contemporary practice within the historical evolution of AI evaluation paradigms and systematically 

reviewing the principal methodological families in current use: automatic intrinsic benchmarking, structured 

human evaluation, LLM-as-a-judge automatic evaluation, and domain-specific evaluation frameworks. Reliability 

and safety were examined as distinct but interdependent evaluation concerns, spanning hallucination and 

factuality, consistency and robustness, inter-rater and human-AI agreement, benchmark contamination, alignment 

techniques, red-teaming, harmful-content benchmarking, and the emerging challenge of agentic safety evaluation. 

The review's central conclusion is that no single evaluation paradigm inherited from earlier eras of AI development 

is sufficient on its own for contemporary LLMs and the increasingly autonomous systems built upon them; robust 

evaluation practice instead requires the deliberate, validated combination of automatic, human, and LLM-based 

methods, explicit attention to the reliability of the evaluation process itself, and evaluation frameworks purpose-

built for the specific risk profile of each deployment domain. Persistent gaps, including benchmark saturation, 

evaluation circularity, cultural and linguistic bias, and immature agentic safety protocols, represent the most 

pressing directions for future methodological development, and their resolution will be essential to sustaining 

trustworthy deployment of LLM systems at the scale and consequence now routinely observed in practice. 
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